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12 iBase documentation

Welcome to the i2® iBase documentation, where you can find information about how to use and
administer i2 iBase.

i2® iBase is an intuitive intelligence data management application that enables collaborative teams of
analysts to capture, control, and analyze multi-source data in security-rich workgroup environments. It
addresses the analyst's daily challenge of discovering and uncovering networks, patterns and trends in
today'’s increasing volumes of complex structured and unstructured data. i2 iBase provides a multi-user
data sharing environment that combines rich analysis and visualization capabilities with dissemination
tools.

Support
The i2 iBase support page contains links to the release notes and support articles.

i2 iBase support

Installing i2 iBase
You can install i2 iBase using an Installation Manager.

You should review the release notes on the i2 iBase support page to ensure your setup meets the
prerequisites and system requirements.

i2 iBase Geographic Information Systems Interfaces are installed with iBase. If you intend to use a
mapping application with iBase, then in most cases you must install the mapping application first.
1. Extract the product files from your downloaded distribution.

2. Using Windows Explorer, browse to the root of the distribution and run Set up. exe.

3. Follow the prompts. You will be asked for the setup type:

Typical Installs iBase User along with its documentation
Complete Installs:

» iBase User and iBase Designer

» All tools apart from the iBase Index Service Configuration tool and iBase
Database Replication.

» All of the documentation, including the Administration Center.

Custom You can select which parts of iBase you require.

4. Follow the prompts to complete the installation.
Note: If you installed the Coordinate Extensions option, as part of a custom installation, then the
following message might display when you first start iBase:

An application plug-in failed to |load: i2 iBase Bul k Coordi nate Converter.

This message indicates that a required environment variable does not exist. To resolve this problem,
either log off from Windows, or restart the computer.

If you want to make changes to your installation, go to the Control Panel on your computer and click
Programs and Features. Highlight i2 iBase in the programs list and click Change > Next to open the
Program Maintenance options.
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Select Modify and click Next. Then from the Custom Setup screen, select any additional features that
you would like to install. Click Next to modify the installation.

Installation and application data folders

When you install iBase, you can install it in the folder suggested by the installer or to a folder of

your choice. Regardless of where you choose to install the product, any data that is used by the i2®
application is automatically copied to the application data folder as defined by the version of Microsoft™
Windows"™ that you are running. These are hidden Windows " folders.

The application data folder is defined by the version of Microsoft” Windows" that you are running.
Users also have a folder for storing files such as iBase templates. The folder can also contain shortcuts
to other folders that contain per user application data.

Per machine data

Data that is specific to the machine on which iBase is installed is held in the per machine application
data area given previously. This is a copy of data in C. \ Progr am Fi | es. You should not use any data
held in the Program Files area. If you choose to copy configuration files from one machine to another,
then you should always overwrite the files in the application data area.

Data of this type consists of configuration files such as:

Folder Files or folders

i2\i2 iBase <n>\ en- us\Configuration |conlist.txt

Mlitary lconlist.txt
Conbi ned | conlist. txt
FTSexcl ude. t xt

Weexcl ude. t xt

i 2\i 2 i Base <n>\ en-us\ ConmandG oups CommandG oups. ndb

i2\i2 iBase <n>\ en-us\Settings Settings. xnl (as set by options in the Options
dialog)

Note: All users have read/write access to this file
unless you change the permissions on the file.

i 2\i 2 iBase <n>\ en-us\ * i dt files (the default workgroup templates and

Wor kgr oupTenpl at es any templates that you want to make available to
all users)

i 2\i 2 i Base <n>\ en-us\ Mappi ng Mapping configuration files. For information on the

mapping configuration files, see the release notes
for iBase GIS Interfaces.

i2\i2 i Base <n>\ en-us\ Schedul er Schedul er . mdb (you can specify an alternative
location)
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Per user data

Application data that is specific to a user of the machine is copied to, or created in, the per user
application data folder given previously.

Installing 12 iBase from the command line

iBase is installed using a Microsoft Windows Installer. You can use the msi command line options to
install iBase components.

Ensure that all iBase prerequisites are installed before you install iBase using the command line.

To install iBase using the command line:

1. Open a command prompt with administrator privileges.

2. Navigate to the location of the iBase msi file.

Note: You can also provide the absolute file path to the msi file.
3. Enter the command that specifies the components you would like to install in the following format:

msiexec /i "i2 iBase 9.nsi" <ADDI Tl ONAL OPTI ONS>

Where the i2 iBase specific additional options are:

INSTALLLEVEL - specify the install level of a feature set. Using this option ensures that you get
all options at a level and all the options available at lower levels, ensuring all prerequisite features
are present.

ADDLOCAL - specify specific features to install

I2_LANGUAGE - specify the language that is installed

I2LIC_ENABLED - specify whether Product Access Management is enabled.
I2LIC_SERVERS - identifies the location of the Product Access Management servers.

I2LIC_BROADCASTS_ENABLED - checks for license servers with available licenses on the
network.

For the i2 iBase specific values that are available, see iBase components and language codes on
page 4. For a list of the Microsoft specific options use nsi exec / h.

Examples:

Install iBase User silently

nsiexec /i "i2 iBase 9.nmsi" /qgn

Install iBase User in French

nmsiexec /i "i2 iBase 9.msi" |2_LANGUAGE=fTr

Install iBase Client components

nsiexec /i "i2 iBase 9.nsi" | NSTALLLEVEL=200
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Install iBase User and Designer with Plate Analysis and Scheduler

nsiexec /i "i2 iBase 9.nsi"
ADDLOCAL=Thi rdParty, i BaseUser, i BaseDesi gner, ANPR, i BaseSchedul er, i BaseSchedul er Servi ce /
gn

iBase components and language codes

The following options can be used in command line installs of iBase.

Feature Names for iBase and iBase components

Feature Name Default Installation Description Prerequisite Feature
Level
ThirdParty 50 Microsoft and other

third-party merge
modules that are
required to use iBase

features.

iBaseUser 100 The iBase User client ThirdParty
components.

iBaseHelp 100 Help files for iBase ThirdParty

User, Designer, and
Administration Center.

iBaseDesigner 200 Design and administer | ThirdParty
iBase databases
and security files
(Chargeable
Component).

iBaseCoordinateExt 200 Enables coordinate ThirdParty
systems.

GISArcGIS 200 Interface to ArcGIS ThirdParty
(Chargeable
Component).

GISBIlue8XD 200 Interface to NPS ThirdParty
xd (Chargeable
Component).

GISMaplnfo 200 Interface to Mapinfo ThirdParty
(Chargeable
Component).

ANPR 200 Plate Analysis ThirdParty
Features (Chargeable
Component).

iBaseTools 200 Includes Audit ThirdParty
Viewer and tools for
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Feature Name

Default Installation
Level

Description

Prerequisite Feature

maintaining iBase

databases.

iBaseScheduler 200 Schedule batch imports | ThirdParty
and exports.

iBaseSchedulerService |200 Run scheduled tasks. ThirdParty,

iBaseScheduler

iBaseSchemaUpdate 200

Update database
schemas from a
database template
(requires Designer).

ThirdParty,
iBaseDesigner

ChartltemExtractor 200

Extracts charts into
individual properties
allowing them to be
stored in iBase.

ThirdParty

iBaseServer 300

iBase Server
components for the
search service

ThirdParty

iBaseReplication 300

Use Microsoft

SQL Server merge
replication to enable
distributed use of
iBase (Chargeable

ThirdParty

Component).

Supported language options

Language languageCode
English en

Arabic ar-SA
Chinese (Simplified Han) zh-Hans
Chinese (Traditional Han) zh-Hant
Czech cs

French fr

German de

Italian it

Japanese ja

Polish pl
Portuguese (Brazil) pt-BR
Spanish es
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Welcome to the i2® iBase administration documentation, where you can find information about how to

configure and administer iBase.

To help you to perform administrative tasks you are provided with a number of administrative tools:

iBase Designer

iBase Designer is the primary tool for creating and maintaining databases. For more information,
see Designing and administering databases on page 6.

Audit Viewer

You can use the Audit Viewer to view the audit entries for a database. The physical form and
location of logs is different for security files, Microsoft Access databases, and SQL Server
databases. For more information, see Creating a record of actions for your database on page 268.

Database Replication
For more information, see Replicating and synchronizing databases on page 290.
Search Indexer

Search 360 indexes are created and updated using the Search Indexer. For more information, see
Setting up Search 360 on page 177.

Database Configuration Utility

You use the Database Configuration utility (iBaseConfig) to manage SQL Server settings held in an
iBase connection file (whether a security connection file or a database connection file). For more
information, see Managing SQL Server Connection Settings on page 115.

Scheduler

Can be used to schedule import or export jobs at a regular time. For more information, see
Scheduling imports and exports on page 424.

Designing and administering databases

i2® iBase provides powerful solutions for configuring, capturing, controlling, analyzing and displaying
complex information and relationships in link and entity data. iBase is both a database application and a
modeling and analysis tool. You design and maintain your iBase databases using i2® iBase Designer.

Introducing iBase Designer

The Database Window is a complete view of your database. The Database Explorer tree view on the
left of the Database window shows all the objects in the database, and the Details window on the right

displays information on the selected object.

Types of object in the database

Type of object

Description

Name of your database

Click this to see a description of the database and
statistics for the database, for example how many
entity types are defined in the database.

Entity Types

Click this to list the entity types defined in this
database. The Details window shows the number
of fields, the default icons and the setting of the
option in the Selected in 'Expand’ list column

© N. Harris Computer Corporation (2022)




i2 iBase documentation | 7

Type of object Description

(this determines which entities are displayed when
you expand to a chart).

Link Types Click this to list the link types in this database. The
Details window shows the number of fields, the
color used for the link and the setting of the option
in the Selected in 'Expand’ list column.

To view the fields and how they are defined,
expand the Link Types, and then click the required
link type.

Labeling Schemes Click this to list the labeling schemes in this
database, along with the total number of labels
defined for use in iBase

Code Lists Click this to see the number and type of code lists
in the database.

For details of the code lists of a specific type,
such as their names and the number of items they
contain, Expand Code Lists, and then click the list
type, such as Pick Lists.

To see the actual values in a code list, Expand the
list type and select a specific list.

Chart Attributes Click this to see the chart attributes in the
database. The Details window lists the symbols,
prefixes and suffixes, and whether these are
displayed on charts.

Standard Fields Click this to see the standard fields that are
defined in the database.

Functions Click this to list some of the tools available in
iBase Designer. For example, click Datasheet
Manager to list the custom forms in this database.
These tools are also available on the Tools menu.

Note: Depending on the database design some of these object types may be empty.

Adding objects
There are three ways of adding a database object, such as a new link type or a new chart attribute:

« In the Database Explorer window, right-click on the object type and from the shortcut menu, select
New.

« Double-click on the icon in the Database Explorer window or the large icon in the Detail window.
« In the Detail window, right-click and from the shortcut menu, select New.

Note: To delete objects, expand the object type and then select the specific object, such as a named
pick list, then right-click and from the shortcut menu, select Delete.
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Copying and pasting between objects

You can copy fields, for example, between entity and link types, like this:

1. In the Database Explorer window, select the entity type or link type. This displays its fields in the
Details window.

2. In the Details window, select the field that you want to copy, right-click and from the shortcut menu,
select Copy.

3. In the Database Explorer window, select the object to which you want to add the field.
4. In the Details window, right-click and from the shortcut menu, select Paste.

Logging on to iBase Designer

When you log on to iBase Designer, you open a security file that defines the permissions for the user
account to which you are logged on. To close a security file, you should log off.

When you are logged on to a security file, depending on the permissions of the user account, you can:

« Open one of the databases controlled by the current security file

< Maintain security policies, user groups and users

* Create a new database

¢ Make changes to iBase as installed on the local machine, for example to the:

¢ Plug-ins available on the machine
¢ Basic, charting, and advanced settings for using iBase
« Recently-used databases listed on the File menu
1. Select File > Logon
Note: Select Logon As if you usually log on using your Windows credentials but on this occasion
want to log on using an iBase user name and password.
2. In the Security File dialog, browse for the security file to open (the file name will end with .ids).

3. Click Open. The Logon dialog may be displayed if you have an iBase user name and password. If
you use your Windows user name and password, then the dialog is only displayed if you are able to
log on as one of several iBase users.

4. If the Logon dialog is displayed:
« Enter your iBase user name and password
» select the iBase user from the list

5. Click OK to open the security file.

Logging on as a different user

Depending how Windows security is set up at your site, you may be prompted to select the user to log
on as. To avoid repeating this step each time you log on, you may have turned on the Remember my
selection check box in the Logon dialog.

To cancel this selection:

1. Log on in the usual way (you do not need to open the database).

2. On the General page, turn off Remember user for Windows single sign-on

3. Log off and then log on again. You will then be prompted to select the iBase user log on as.
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Adding objects

Database objects such as Entity and Link types are used to describe the data that is stored in your
database. The results of your analysis will depend on the types of object that are defined.

There are three ways of adding a database object, such as a link type or a chart attribute:

< In the Database Explorer window, right-click on the object type and from the shortcut menu, select
New.

» Double-click on the icon in the Database Explorer window or the large icon in the Detail window.
¢ In the Detail window, right-click and from the shortcut menu, select New.

To edit objects, expand the object type and then select the specific object, such as a named pick list:

* Right-click and from the menu, select Edit.
« Double-click on the specific object.

For entity and link types, you can also edit the object by copying and pasting fields into it, or by
changing the order in which they are displayed with the Reorder Fields command on the shortcut menu.

Note: To delete objects, expand the object type and then select the specific object, such as a named
pick list, then right-click and from the shortcut menu, select Delete.

Adding new fields

You can add new fields to an entity type or link type in either the Database Explorer or the Detail
windows by selecting the entity or link type, right-clicking and from the shortcut menu, selecting New
Field.

You can also add new fields by:

« Copying a field from another entity or link type. For details, see Copying and pasting between objects
on page 9.

« Adding a standard field, which will be applied to all entity and link types.

Copying and pasting between objects

If you have fields that contain the same information in multiple objects, you can save time by copying
the information.
You can copy fields, for example, between entity and link types, like this:

1. In the Database Explorer window, select the entity type or link type. This displays its fields in the
Details window.

2. In the Details window, select the field that you want to copy, right-click and from the shortcut menu,
select Copy.

3. In the Database Explorer window, select the object to which you want to add the field.

For example, to paste a field into a link type, ensure the link type fields are displayed in the Details
window.

4. In the Details window, right-click and from the shortcut menu, select Paste.
Copying and pasting between databases

If you have multiple databases, you might want to duplicate objects and fields. If both databases share
the same security file you can copy information.

You can copy both fields and objects between databases like this:
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1. In the same iBase Designer window, open the databases that you want to copy between.
2. Select the entity type, link type or field that you want to copy, then right-click and select Copy.
3. In the other Database, select the correct object in the Database Explorer.
For example:
* To paste an entity type or standard field, ensure that Entity Types or Standard Fields are selected
in the Database Explorer window.

« To paste a field into an entity or link type, ensure the entity or link type fields are displayed in the
Details window.

4. In the Details window, right-click and from the shortcut menu, select Paste.
Note: You copy code lists between databases by importing. In the Database Explorer window,

select Code lists, and then select either Pick lists, Icon lists or SCC lists. Right-click and select
Import.

Creating a security file

In order to control access to your iBase database, you must create a security file. You use the security
file to control who can access the iBase and iBase Designer applications, and any iBase databases
secured by the security file.

The first step in designing the security for your iBase system is to create a new security file (. i ds file).
You always create the security file as an MS Access file but you can choose to convert it to SQL Server
format later.

Try to avoid creating multiple security files. You can provide groups with varied but restricted access to
many databases secured by the same security file.

To create your own security file, you must first create or choose a folder to hold it. Only one security file
can be created in each folder, but you can create subfolders to hold security files if required.

A good strategy is to create a shared folder on a server machine with high availability to all likely users.
All users of a database must have access to the folder to log on and open databases.

The default location for the database or the database connection file is the same folder as the security
file.

Note:
e [For Access databases, you must allow enough disk space to hold the database files (Access
databases are limited to 2 Gb).

* For SQL Server databases, the database files that are held in the folder with the security file are
connection files that hold only enough administrative data to allow connection to the SQL Server
database system. These connection files are much smaller than full databases, typically in the range
50 kilobytes through 1 MB. Full use of iBase facilities imposes some other requirements on the
machine that is running SQL Server.

To create a security file:

1. Start iBase Designer.

2. From the File menu, select New Security File. The Create New Security File dialog is displayed.

3. Browse to the folder you for your security file.

Note: If you want the security file to be accessible from any machine on the network, you must use
a UNC path. For example: \ \ Ser ver 1\ Dat abases\ Fr aud. i ds
4. In the File name field, enter a name for the file.
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iBase Designer creates the i ds file and displays a message that says that you are logged on to the
new security file as, for example, SYSADMIN (with the password SYSADMIN).

Important: Do not use this user or this password for an operational database. Create another user
with system administration rights, with a different name and password, then delete the SYSADMIN

user.

The path that is used to create the security file is displayed in the status area at the bottom of the

iBase Designer window.
6. Click OK.

Now that the security file is available, you can start the following tasks:

e Create groups and users. For more information, see Creating Groups and Adding Members.

¢ Change the administrative password. See Changing the administrative password.

After you create a security file, you must give authorized users access to it at the Windows™ level, and

also protect it from accidental deletion.

You must also include it in any backup schedules for the database. For more information, see iBase

backup policies on page 94.

You can move or copy a security file to a different server machine. For more information, see:

¢ Moving Access databases or security files on page 101

« Moving SQL Server databases or security files on page 102

Creating an example database

After you log on to a security file, you can create a new database.

Every iBase database contains several types of information, such as:

Types of information

Type

Description

Database management information

Entities and links

Information on statistics and access control to

the database. The statistics are held within the
database. The separate security file can be used
to make access control unique to one database or
consistent across several databases.

iBase stores data that is organized as entity
and link types; link types define the relationship
between entities. Fields are the basic building
blocks of the data, and their types vary in
complexity.

Note: Each entity and link type has a separate
table in the database. Entities and links are stored
as records in those tables.
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Type Description

Folder objects Folder objects support the use of the database,
for example, browse definitions, labeling schemes,
sets, and queries.

Data sheets You can define data sheets to enter specific types
of data.

To create an example database:

1. Select Create New Database and click OK.
2. In the Name box, enter a name.

3. For Database Type, select MS Access.

Choosing MS Access simplifies the initial setup of a database. However, you can create an SQL
Server database. For an SQL Server database, you must specify how to connect to the database
server. If you know these details, you can choose to create an SQL Server database now. If you do
not know these details, create an MS Access database and then convert (upsize) it to SQL Server
later.

4. Click OK to create an empty database with the name you have entered.
iBase Designer creates a database file with extension . i db in the folder that contains the security file.

« For Microsoft” Access databases, this file is the actual database.

« For SQL Server databases, this file is a connection file to the actual database that is managed by the
server.

The configuration options for security files and databases are described in Configuration Options for an
iBase System.

Access control

There are various internal features of an iBase database that can be used to apply levels of security. All
features are optional and can be added as their usefulness becomes apparent.

Auditing is included here but it can have other uses, including review of analysis steps that are taken to
reach a result. In SQL Server databases, auditing is also used with alerting to give users information on
why an alert is raised.

The need for security

Security has several aspects, which can depend on legislative and operational circumstances.
You might need to apply security for several reasons, such as:

« Restricting access to sensitive data.

< Providing a record of how data was added, changed, viewed, or exported to other systems.
The benefits of an appropriate security policy and its implementation can include:

« Assurance that data is protected from deliberate or accidental change.

< Assurance that sensitive data is protected from inappropriate viewing or other use.

« Simple and appropriate working environments for staff in different functional areas or operational
groups.
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Applying security

The fundamentals of computer and database security apply to iBase. The first levels of protection are
control of physical access and proper use of login identifiers and passwords. Full information about
physical access control is outside the scope of this document, but you should not ignore the need for it.

User names and passwords

With iBase, you use user names and passwords to control access to databases, either database by
database or in groups of databases (controlled by the same security file). You can choose to use
Windows user names (single sign-on) or iBase user names.

All user names and passwords are stored in encrypted form, in security files, typically held in the same
folder with the databases that they control.

After a user has access to a database, they might be subject to the following types of security:
< Database permissions, to read or alter data.

« Command access or denial, and usage monitoring.

« Data access, for viewing or changing records.

« Folder objects, to provide private storage of analysis methods.

Each of these types of security is applied through a dedicated type of security group, with a common
method of defining their membership. See Types of Group for details.

Groups and their membership are held in the same security files as user identifiers and passwords.

Auditing

A final aspect of security is monitoring the use of databases, user access, and use of commands. iBase
supports monitoring through audit logs and provides a dedicated application for viewing and analyzing
logs.

Comparison of Access and SQL Server databases

You can use iBase with both SQL Server and Microsoft Access databases. This allows you to work with
the scale of data appropriate to your analysis. iBase automatically recognizes the type of database and
you can switch between them within an iBase session.

Access should only be used as the supporting database if the number of simultaneous users is five or
less. When a database of more than 200 Mb is accessed by a humber of users simultaneously then
consideration should be given to using SQL Server. Using SQL Server increases the size of database
that can be created and analyzed beyond the theoretical 2 Gb limit of iBase using Access. However,
there is no definitive maximum database size because this depends on factors, such as: the nature of
the data, the configuration of the server, the type of analysis, and acceptable response times. The most
significant factor is the amount of memory on the server.

There are some extra capabilities when the database is stored in SQL Server format. These additional
features are summarized below:

iBase feature comparison
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Feature

Description

Search 360

Queries

Alerting

Bulk import

XML import

XML export

Use of Security Classification Codes

Use of cases

Provides extra and more powerful features to
Word Search, in particular the ability to search

for words or phrases, allowing for typing errors,
spelling mistakes, missing spaces, and so on. See
Setting up Search 360 on page 177.

SQL Server databases allow:

e Queries to be run that count the number of
different entities linked to a specific entity
(called distinct counts)

* The use of Any Link/Entity queries as source to
other queries

¢ You to run more flexible queries that use
semantic types

SQL Server databases allow users to set up

alert definitions to monitor items of interest in the
database, such as single records or the results of
queries, and receive alerts when any changes are
detected. For details, seeConfiguring alerting on
page 201 .

SQL Server databases allow you to import large
volumes of data more quickly than using the
standard import mechanism. See Overview of
Bulk Import for details.

SQL Server databases allow you to import from
an XML data source when you work in iBase
Designer.

Note: An XML import is a type of bulk import.

SQL Server databases allow users that work in
iBase to export data as XML.

Note: An XML export is a type of database
subset.

SQL Server databases allow you to classify each
record with a security classification code so that
access is restricted on a record by record basis.
For details, see Using Security Classification
Codes. This feature requires an Extended Access
Control license.

In an SQL Server database, you can partition
your database by case so that access to data is
restricted on a case by case basis. See What is
case control? for details.
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Feature Description

Audit level 5 This additional audit level allows you to log when
entity and link records are accessed or viewed,
without change to the data.

For example, it logs all records which have been
in a human readable form in the session whether
charted, printed, shown, and so on. This feature
does not necessarily log all records that were
requested. This keeps the audit file smaller and is
a more accurate reflection of what the user may
have seen.

Audit history You can audit changes to the data in the database
by selecting the Audit History option. This is
available regardless of the audit level of the
database.

Configuration options for an iBase system

There are various ways of configuring the iBase system. The differences between theses configurations
are illustrated below.

There are two ways of holding security information:

* In a security file (in Microsoft Access format).

« In an SQL Server database, to which you connect at logon time by using a security connection file.
The connection file contains only enough information to allow users access to the security database
on the server.

Both files are . i ds files and users see no difference in how they log on to them.
There are also two ways of holding the user and administrative data for the database:

* In an Microsoft Access database file.

¢ In an SQL Server database that is opened by using a connection file. The connection file contains
only enough information to allow users access to the main database on the server.

Both the database and the database connection file are . i db files, and users see no difference in how
they open them.

Note: The name for the database(s) on the server match, or partially match, the name chosen for the
connection file, subject to naming conventions on the server.

This means that there are various ways of configuring the iBase system. The following sections illustrate
the differences between these configurations.
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Microsoft Access

The simplest possible arrangement is to have one security file and one database file held in a disk
folder, typically shared to network users. The diagram shows two users: the upper one able to read and
write data to the database, the lower one denied all access to the database.

( ‘ Disk folder

Users / Security file Database file

7/

e
A

The important points to remember are:

« Users gain access to databases through the security file, by logging on with an appropriate user
name and password.

e A security file can control access to several databases.
« Each database is associated with just one security file.
« Each database records which security file is used to access it.

This configuration provides the lowest level of security. The Microsoft Access files are encrypted and
password protected to resist intrusion from casual users, but might not be proof against attack from a
determined technical person.

This simple configuration can be extended in several ways: by adding many databases, by adding
more users, and by allowing those users different degrees of access to the databases ranging from full
administration rights, through varying levels of ability to change or inspect data, down to no access at
all.

It is also possible to create additional security files for other databases provided the security files are in
separate folders.
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SQL Server database

The simplest possible SQL Server arrangement is an extension of the one shown for an Microsoft
Access database. There is still a security file, but there is now a connection file in place of the database
file, and there is a server to hold the SQL Server database.

( \ Disk folder

SQL Server
( database

—

Users / Security file Connection file

7

e
A

From the user’s point of view nothing has changed, because they see a connection file that appears to
be a database. The points to remember are still:

» Users gain access to databases through the security file.

e A security file can control access to several databases.

« Each database has just one security file associated with it.

« Additionally, users can make use of functionality specific to SQL Server databases.

For an administrator, there are differences:

« There is a server running SQL Server, with consequent changes in performance and administration.

e There is an opportunity to centralize the operation and administration of multiple databases, and
automate more of the routine administration.

* There is an opportunity to operate another level of security between the user and the data.

This configuration is more secure than Microsoft Access on page 16.
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SQL Server database and security

In this option, there are now two connection files, one to replace the Microsoft Access security file and
one to replace the Microsoft Access database. There is a server to hold the SQL Server databases that
contain the security data and the main database.

X

__ N
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connection file onnection Tile
-4 > —»
o g

Users

SQL Server
database for
iBase records

SAL Server
database for
security data
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Of the three options, this is the most secure configuration. However, from the user’s point of view
nothing has changed, because they see connection files that appear to be a security file and database.
The points to remember are still:

« Users gain access to databases through the security file regardless of its file type.

« A security file can control access to several databases regardless of their file type.
« Each database has just one security file associated with it regardless of its file type.
For an administrator, there are differences:

e There is a server running SQL Server, with consequent changes in performance and administration.

* There is an opportunity to centralize the operation and administration of multiple databases, and
automate more of the routine administration.

* There is an opportunity to operate another level of security between the user and the data.

« There is an opportunity to use replication to distribute copies of iBase data and database objects
between servers and keep these synchronized.

This configuration provides the highest level of security.

Mixed iBase systems

The similarity in the user view of iBase operating with Microsoft Access and SQL Server database is
intentional and real. You can operate iBase with a mixture of database types, even securing Access and
SQL Server databases with the same security file.

When you want to migrate an Microsoft Access database or security file to SQL Server, by upsizing,
you can do so in place, so that users need not see a difference until you choose to add features that are
only available in SQL Server databases.

SQL Server clients, servers, and networks
You can run iBase on a system configured in a number of ways.

The system uses a combination of these elements:

e SQL Server database server for managing access to the databases
* iBase clients, or,
* An application server that is running iBase with thin clients, if you are using Terminal Services/Citrix

The following figures summarize the possible configuration options for iBase.

iBase Standard configuration option 1
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Client machine Database Server

iBase Standard configuration option 2

Application server
running iBase
(Windows
Terminal Services/

hin client Citrix) Database Server

Hardware specifications and supported operating systems

Hardware specifications and the supported operating systems for a particular release of iBase are
defined in its system requirements.

Client machines

The client should be sized to suit all the applications that it is intended to run alongside iBase. Mapping
products in particular can place heavy demands on the host's processor and memory resources. The
type of iBase usage that is expected on the client machine should also be taken into account: manual
data entry places much lower stress on the client than analytical use or large data imports.

Server machines

iBase data is stored in database files that are managed by SQL Server. When your administrator first
installs Microsoft” SQL Server, they are prompted for the location of the program files and the data files.
The default is that both sets of files are placed on the boot drive of the server. It is important to ensure
that the data files are stored on the dedicated data partition. Typically this is a dedicated set of disks in
a RAID 5 configuration. SQL Server stores the database files created by iBase in the default location for
the database files.

We suggest that your SQL Server administrator use a RAID 1 configuration for the system disks and
transaction logs, and RAID 5 for the data. The major activity in an iBase Standard installation is reading
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data and RAID 5 offers a performance advantage in reading. RAID 5 requires a minimum of three disks.
The more disks used, the better the performance.

If the read auditing of activity is turned on, it is advantageous to place files for the iBase Audit Log
database, both main data file and transaction log file, on a disk array with good write performance such
as RAID 1. For maximum performance this should be on a separate disk controller.

Network requirements

Analysts use large amounts of data that must be transferred from the server to the client across the
network. For example when starting up, finding, charting, and so on. A measure of the suitability of

the network is latency: that is how long a packet of data takes to get from the server to the client and
vice versa. Most local area networks should have low latency. Poor network performance leads to poor
iBase performance when you browse, query, chart, map, and export to Data Miner.

Note: Deployment of iBase clients over a wide area network (WAN) is not supported. The architecture
of iBase Standard requires relatively large volumes of network traffic. However, because the data flows
in relatively small packets, the effect of latency, which is usually higher on WANS is more pronounced.
The effect is that not only would client performance be slow and inconsistent but iBase would also
disrupt other services that run over the WAN. As an alternative, i2 offers support for iBase WAN
deployment using terminal services emulation.

The example user guide database

An example database that is called User Cui de. i db is installed with iBase. This is a Microsoft Access
database and demonstrates many of the features of iBase and iBase Designer. Typically each user
needs a separate copy of the database if used for training purposes. There is a command to reset the
database to its original state.

Some features are specific to SQL Server databases only and you might need to convert (upsize) each
copy of the database to SQL Server before your users can use these features. Alternatively, users might
be able to do this for themselves, using the Database Upsize Wizard, if you provide them with details of
how to connect to the SQL Server machine.

Before users upsize their copy of the database, they must to rename the User Gui de. i db file so that
it is unique on the SQL Server instance. For example, they might add their initials to the file name: User
Gui de EB. i db. They will also need to rename the other files associated with the database (with the
suffixes . dot , . doc, . ant, and . i dx).

See Upsizing a Database to SQL Server for further details.

Copying the User Guide database to a user application data area

The User Guide database is copied automatically to the user's application data area when they first
open the database. This gives each user a separate copy of the database and ensures that the security
file is in the correct location.

To copy the database and open it, each user selects from the Programs group on the Windows Start
menu:

i2 iBase > Documentation > iBase User Guide Database

The first time that they open the database in this way, the Exanpl es folder is copied to their application
data area. User Cui de. i db is opened from this location, and a shortcut to this location is added to the
user's My Docunent s folder (or equivalent depending on the version of Microsoft Windows).
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On Windows XP, the database is copied to the C. \ Docunents and Setti ngs\ <user nane>
\Local Settings\Application Data\i?2\i2 iBase <n>\en-us\ Exanpl es directory, and
users navigate to the folder that contains the database using the shortcut My Docunent s\i 2\i 2

i Base <n>\ Exanpl es.

On Windows Vista, this is the C: \ User s\ <user name>\ AppDat a\ Local \i 2\i 2 i Base <n>\en-
us\ Exanpl es directory, and users navigate to the folder that contains the database using the shortcut
Docunents\i 2\i 2 i Base <n>\ Exanpl es.

Standard user accounts for the User Guide database

These are the standard user accounts for the User Guide database:

Example user accounts

User account Password Role

General General A user with all the permissions
required for general use.

SYSADMIN SYSADMIN A full system administrator.

DataEntry DataEntry A Data Entry User with restricted
menu functionality and access to
fewer links.

Analyst Analyst An analytical user with read-only
access.

Reverting to a clean copy of the User Guide database

At any point, a user can restore the database to an unmodified state by replacing the database in their
application data area (see above) with the database as installed initially. If the database has been
upsized to SQL Server, it restores the Access database but leaves the SQL Server database on the
server.

To revert the database:
1. Select the following from the Programs group on the Windows St art menu:

i2 iBase > Documentation > iBase User Guide Database.
2. Click Yes when prompted to reset the database.

Note: Reverting to an unmodified User Guide database means that you lose any changes that you
made to the User Guide database. For example, you delete all entities, links, sets, queries, and other
folder objects that you created or modified.

Note: Any files that are created independently, such as export files remain.

Moving the User Guide database to a new location

If you move the User Guide database from the standard location, you need to open it in iBase Designer
to reregister the location of the security file that controls it.
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Opening a database

If you are a database administrator or a security administrator, you can open a database, or create a
new one, after logging on to a security file. You can have several databases open in the same session
provided that the databases are associated with the same secuirity file.

You can also choose to work without an open database, for example to work with the Security Manager
or to check and repair databases.

There is an example database, the User Guide database. See About the example database on page
25 for details.

Note: You will not be able to open the database if someone else has already opened it in any other i2
application. Examples of such applications are iBase, iBase Designer, and i2 Analyst's Notebook.

Listing records

You can list the records for a selected entity or link type so that you can review the data and take action
as required. All the field values are shown, as well as the label for the entity or link type as defined in the
default labeling scheme.

1. In the left pane of the Database window, select an entity or link type.

2. Right-click and select Records.
The records of that type are displayed. You can sort the records by the values in specific columns or
change the order of the columns.

3. To change the number of records that are displayed, enter the number of records in the Number of
records to be displayed box, and then click Refresh.
Note: If there are a very large number of records, you may prefer to use a different method of
viewing the records. For example, by using Find or Query in iBase.

4. To copy the information about records in the list, select the required records, and click Copy to
Clipboard. You can then paste the records into another application, such as Microsoft Word or
Microsoft Excel. Each record becomes a separate paragraph in a document or a separate row on a
spreadsheet.

Menus and record lists

In record lists and from the icons that are used in records, you can work on the selected records by
right-clicking and selecting an action from the menu. The available commands depend on the record list
and the current selection.

Show, Show With, Show Records There are three ways of opening and viewing a
record:

« Show - displays the selected record, either
in the show record view, or the default data
sheet.

* Show With

¢ Select Show With Show Record to display
the selected entity.

* Select Show With datasheet name to use
the indicated data sheet.

© N. Harris Computer Corporation (2022)




i2 iBase documentation | 24

* Show Records - lists two or more records so
that you can compare the selected records and
browse their field values.

Show History Displays the audit history so you can view the
changes to the current records and find out who
made those changes.

Note: Only available in databases that are set up
to use this feature. See your system administrator.

Links View the links and the link end entities for the
selected record.

Matching Records Finds any records that match the selected record,
and then displays them. iBase searches for
matching records using the fields that are defined
as discriminators in the entity type.

Note: It might take a while to retrieve and display
the records. To pause the retrieval, press the Esc
key.

iBase Link Chart Shows the links and link end entities for the record
in an iBase Link Chart.

Add to Set Adds the selected records to a new or existing set.
Set Membership Lists the sets to which the record belongs.
Create Report Sets up the report wizard to create a report on

the selected record. It uses the default report
definition for the entity type selected (if there is
one).

Create Link Create links between two or more selected
records. Only available when you select multiple
entity records:

* With two entities selected, the entities are
placed at either end of the link.

« With more than two entities selected, the
entities are placed at the End 2 of the link,
leaving you to specify the End 1 entity.

Chart Add the selected records to an Analyst's
Notebook chart:

¢ Chart > Add to Chart - create chart items for
the selected records.

e Chart > Expand - create chart items for the
selected records and then expands them as
specified in the Charting Settings dialog to add
associated records to the chart.
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Monitor activity on a record or changes to the
results of a query by adding an alert.

Note: Only available in databases that have
been set up to use this feature. See your system
administrator.

Properties

Shows the properties for the selected record.
These include the record's system properties such
as its creation date, the name of the user who
created it, and its record identifier (unique record
number).

About the example database

An example database called User Gui de. i db is installed with the product. This can be used to
understand the way that databases can be set up, allowing you to apply these concepts to your

database.

1. To open the User Guide database:

a) From the Programs group on the Windows Start menu, select i2 iBase > Documentation >

iBase User Guide Database.

iBase is started and the Logon dialog is displayed.

b) Enter your user name and password and click OK.

Unless your database administrator has made a change and told you about it, these are the
standard user IDs for the User Guide database:

User ID Password Role

general general A user with all the permissions
required to perform general
work.

SYSADMIN SYSADMIN A full system administrator

DataEntry DataEntry A Data Entry User with
restricted menu functionality
and access to fewer links

Analyst Analyst An Analytical user with read-
only access

c) Click OK.

When you use the User Guide Database for the first time, the database is automatically copied to
your application data area. For example: C: \ Docunent s and Setti ngs\ < username>\ Local
Settings\Application Data\i2\i2 i Base n\<l|anguage>\ Exanpl es\User Cuide

Dat abase

This means that you can change the Microsoft Access database and the records as you want. This
option is not available if you are using an SQL Server database.

At any point, you can restore the database to an unmodified state:
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« From the Programs group on the Windows Start menu, select i2 iBase > Documentation >
iBase User Guide Database, and click Yes when prompted to reset the database.

Note: Reverting to an unmodified User Guide database will mean that you will lose any changes
that you made to the User Guide database. For example, you will delete all entities, links, sets,
queries, and other folder objects that you created or modified. Any files created independently, such
as export files will remain.

2. To upsize the User Guide database to SQL Server:

a) Check that the server does not have an existing database called User Guide. If it does, rename
the User Guide.idb file, for example to User Guide 2.idb. You will also need to rename the other
files associated with the database (with the suffixes .dot, .doc, .ant and .idx).

b) Copy the User Guide Database folder to a suitable place. It is located in the following folder
(where n is the version number of the product): C: \ Program Fi |l es\i 2 i Base n\ Resour ces
\ <l anguage>\ Exanpl es\ User Gui de Dat abase

c) Start iBase Designer, and then log on to the security file User Gui de. i ds as user SYSADMIN
and cancel the option to open a database or create a new one.

d) Select Tools > Database Administration > Upsize > Database to SQL Server.
e) Accept the option to make a backup.

f) Enter the name of the SQL Server machine and a login and password that has the dbcreator role
on the server.

Do not use the server name (local) since other clients will not be able to use the database. This
server name is intended only for local use on the server computer. If the database name does not
appear when you refresh the list, type in the machine name of the server.

g) Click Finish.

The database will be copied to the server using the name of the .idb file and the .idb file will
become a connection file for the database.

h) If you want your users to use Search 360, follow this additional step: in iBase Designer, use the
option Search Administration on the Tools > Search menu to build a full index for all fields of all
entities and links. An SQL Server administrator will also need to set up the index service for the
database.

Security files, users, and groups

A security file controls who is allowed to log on to iBase and, after they have logged on, what they are
allowed to do in both iBase and iBase Designer. Permissions are defined by creating user groups and
assigning users to those groups.

In iBase, you use a security file to control who has access to an iBase database and the type of access
they have. There are two formats for this file depending on the degree of security required.

For an introduction to these formats and to the different ways of configuring an iBase system, see
Configuration Options for an iBase System.

Access to data and to parts of iBase itself is controlled by creating users and assigning them to user
groups. Permissions are defined for user groups and inherited by users according to their membership
of one or more user groups.

There are different types of group that control:

* Read/write access to records
« Commands on the iBase menus
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« Access to entity types, link types, and fields

e Access to Security Classification codes (requires an Extended Access Control license and an SQL
Server database)

» Access to named folder control objects; folder control objects include report definitions, import
specifications, queries, and so on

The use of cases also determines how security works at your site. For example, in a database that is
partitioned by case, a user only has access to the data in a case if they are assigned to the case, and
they are prevented from updating that data if the case is closed. For more information on cases, see
Creating and Managing Cases in iBase.

An extra aspect to security is the physical security of the iBase installations and the network, and
permissions to iBase files and folders.

Security files

The first step in designing the security for your iBase system is to create a new security file. You use
the security file to control who can access the iBase and iBase Designer applications, and any iBase
databases secured by the security file.

Note: The security files that are supplied with iBase are examples only. You can inspect the contents
of these files, but you should create a new security file before you implement your own security scheme
and creating databases.

Only users whose details are known to a security file can start an iBase session or open a database.
When they log on to a security file, they can only open one of the databases secured by that security
file. A security file secures access to any database that is created in a session started by logging on to
the security file.

You should keep the security file in the same folder as the database files that it secures. You can move
both the security file and its databases as required. For more information on moving files, see Moving
and Copying Databases.

Creating a security file

In order to control access to your iBase database, you must create a security file. You use the security
file to control who can access the iBase and iBase Designer applications, and any iBase databases
secured by the security file.

The first step in designing the security for your iBase system is to create a new security file (. i ds file).
You always create the security file as an MS Access file but you can choose to convert it to SQL Server
format later.

Try to avoid creating multiple security files. You can provide groups with varied but restricted access to
many databases secured by the same security file.

To create your own security file, you must first create or choose a folder to hold it. Only one security file
can be created in each folder, but you can create subfolders to hold security files if required.

A good strategy is to create a shared folder on a server machine with high availability to all likely users.
All users of a database must have access to the folder to log on and open databases.

The default location for the database or the database connection file is the same folder as the security
file.

Note:
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« [For Access databases, you must allow enough disk space to hold the database files (Access
databases are limited to 2 Gh).

e [For SQL Server databases, the database files that are held in the folder with the security file are
connection files that hold only enough administrative data to allow connection to the SQL Server
database system. These connection files are much smaller than full databases, typically in the range
50 kilobytes through 1 MB. Full use of iBase facilities imposes some other requirements on the
machine that is running SQL Server.

To create a security file:

1. Start iBase Designer.

2. From the File menu, select New Security File. The Create New Security File dialog is displayed.

3. Browse to the folder you for your security file.

Note: If you want the security file to be accessible from any machine on the network, you must use
a UNC path. For example: \ \ Ser ver 1\ Dat abases\ Fr aud. i ds

4. In the File name field, enter a name for the file.

5. Click Save.
iBase Designer creates the i ds file and displays a message that says that you are logged on to the
new security file as, for example, SYSADMIN (with the password SYSADMIN).

Important: Do not use this user or this password for an operational database. Create another user
with system administration rights, with a different name and password, then delete the SYSADMIN
user.

The path that is used to create the security file is displayed in the status area at the bottom of the
iBase Designer window.

6. Click OK.
Now that the security file is available, you can start the following tasks:

« Create groups and users. For more information, see Creating Groups and Adding Members.
¢ Change the administrative password. See Changing the administrative password.

After you create a security file, you must give authorized users access to it at the Windows™ level, and
also protect it from accidental deletion.

You must also include it in any backup schedules for the database. For more information, see iBase
backup policies on page 94.

You can move or copy a security file to a different server machine. For more information, see:

* Moving Access databases or security files on page 101

¢ Moving SQL Server databases or security files on page 102
Upsizing a Security File to SQL Server
In order to convert a Microsoft Access security file to SQL Server format, you need to upsize it. Upsizing

creates an SQL Server database leaving the .ids file in the database folder as a connection file for the
SQL Server database.

The SQL Server database will be added to SQL Server Enterprise Manager as <file>_ Sec, where <file>
is derived from the name of the .ids file.

Once you have upsized the security file, you can rename the security connection file if required, and
review its database properties: select File Security > File Properties.

© N. Harris Computer Corporation (2022)



i2 iBase documentation | 29

You need to log on as a security administrator or as a system administrator to perform the following
steps.

Note: Before starting the conversion, you need to discuss the server to use and the security mode with
your SQL Server administrator. See the Administration Center for details.

To convert the security file:

1.
2.
3.

Log on using the Microsoft Access security file.

Click Cancel when you are prompted to open or create a database.

Select Tools > Database Setup > Upsize > Security File to SQL Server.
The Upsize Security File dialog is displayed.

Note: A backup of the Microsoft Access security file is made automatically, and you are informed
when this is completed. The backup file has the file extension . ids.bak (or .ids.bak1 if there is an
existing BAK file in the folder).

Enter the name of the SQL Server instance.

Note: Only select the (local) option from the Server list if the database is for personal use.
Select the security mode. This will be Windows Authentication unless your SQL Server administrator
directs otherwise.

If you are using iBase Database Replication, you must enter a site identifier in the Identifier box
that is unigque to the sites in your replicated iBase system. The identifier for the security file and its
database will generally be the same.

Note: Database identifiers are optional if you are not using iBase database replication.

Click OK to validate the settings and perform the upsize, and then click OK when it completes.
The path of the security connection file will be displayed in the status area with (SSE) after the file
name to indicate that it is SQL Server format.

. Copy the backup of the Microsoft Access security file to a safe location. It is particularly important to

keep this file if you are using i2 iBase Database Replication.

Once you have created the security file, you must protect it. See the Administration Center for details.
Viewing the Properties of the Security File

You can view the properties of a security file, whether in Microsoft Access or SQL Server format. To

display the properties, select File > Security File Properties.

Microsoft Access security files

As a security administrator, you can view, and change, the properties of an Access security file.

Property Description
Security File The location of the Microsoft Access security file.
Identifier A code that uniquely identifies the security file.

The identifier is optional for Microsoft Access
security files.

SQL Server security connection files

Property Description

Security File The location of the connection file for the iBase

security database.
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Property Description

Database Type The security data is held in an SQL Server
database.

Database name The name of the SQL Server database, which

may be different to the name of the connection file
that you use when you log on.

Server The name of the server machine on which the
security database is stored.

Login Name The SQL Server login used when iBase connects
to the SQL Server instance.

Password The password is never displayed.

Use Windows Authentication The mechanism used for validating attempts to

connect to the SQL Server instance that holds
the database. Windows authentication is used
when the check box is turned on, and SQL Server
authentication when the check box is turned off.

Identifier A code that uniquely identifies the security
database and is, typically, the same as the main
iBase database. This is mandatory for SQL Server
connection files in a replicated iBase system
where the identifier should be unique across all
the replicated databases.

Support for Unicode characters

Although iBase supports Unicode, the security file and database may not. Because security files are

typically in Microsoft Access format, they will support Unicode characters in user names, passwords,
group names and so on. However, these user names will not be supported in a non-Unicode enabled
SQL Server database when saved as part of the entity and link records, for example in system fields

such as Created By.

If the SQL Server database does not support Unicode then user names must not contain any Unicode
characters.

Important: To avoid possible problems, you should convert all non-Unicode security files and
databases. See the Administration Center for detailed information.

Viewing security settings and properties

The security files that are supplied with iBase are examples only. You should inspect the contents of
these files, but create a new security file before you implement your own security scheme and creating
databases.

Viewing the properties of a security file

Any user can review the properties of the security file:

e IniBase Designer, select Fil e Security File Properties.
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The Security File Properties dialog displays the format of the security file and its location. If the security
file is SQL Server format, it displays the connection details for the associated SQL Server database.
See Creating an SQL Server Security File for further details.

Viewing the existing security settings
To view the existing settings in the security file:

1. IniBase Designer, log on to the security file for the relevant database. If your installation does not yet
have a customized security file, you can view the one supplied with the iBase User Guide database.
See About the User Guide Database.

2. Select Security > Security Manager. To display the permissions of a Database Management group,
select the group and click Edit.

In an existing security file, other types of group might exist. To display their permissions, select one of
these commands from the Security menu:

« System Commands Access Control
e Data Access Control
You can also produce a Security Design report:

1. Select Security > Security Design report.
2. Select the information to include in the report.

About the settings in a new security file

If you have a newly created a new security file, it has one administrative user called, SYSADMIN (with
password SYSADMIN). This user has all database management permissions as a result of membership
of the System Administrators group. The security file also contains a range of database management
groups but no security policy.

Database management groups are necessary to all iBase databases. A user who does not belong to
any database management group has only read-only permissions in the database. To grant a user
additional permissions, you must add them as member of a database management group with the extra
permissions they need.

There are three default database management groups. In the Security Manager, click the Groups tab to
display these. You can display and edit the described permissions to match your own needs:

Summary of types of user

Group Members of the group...

System Administrators Have full database permissions.

Users Able to create and modify data, and perform
analysis by creating and saving sets, queries, and
so on.

Guests Cannot modify any data but can create and save
analysis items.

The default security file also contains optional System Commands Access Control groups. The
following groups are defined (but these are examples only, and can be added to, changed or deleted as
required):
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Summary of example groups

Group Members of the group can...

Browse Users Run queries, search text, and chart data to
Analyst's Notebook®. In SQL Server databases,
they can add alert definitions and view the history
of records.

Data Entry Commands Can enter records and load data from Text Chart.
In SQL Server databases, they can add alert
definitions and view the history of records.

Read Only Users Perform basic and advanced analysis that
involves searching, defining queries, sets, and
scored matching. In SQL Server databases, they
can add alert definitions and view the history of
records.

Standard Users Perform basic and advanced analysis, create
records and define reports.

Super Users Perform all iBase tasks (including import, export,
and manage cases), apart from destructive
operations on groups of records: batch edit, batch
delete, merging entities, purge, and restore soft
deleted records.

To view these groups, in iBase Designer, select Security > System Commands Access Control.

Logging on and changing your password

To complete any security work, you must log on to the security file for the relevant database or group of
databases, with a user account with the Security Administrator role.

There are various ways of logging on in iBase Designer:From the menu, select
1. Log on to iBase Designer

« If you have a newly created a security file, you are already logged on.
¢ Select File > Open Database and then browse for the database you want to open. If you are not
using single sign-on, you are prompted to enter your iBase user name and password.

You do not need to open a database, but opening a database can be the most convenient way to
identify the security file for that database. You can close the database immediately after you log
on.

2. Change the administrative password:
a) Select Security > Security Manager
b) Select the user, for example SYSADMIN, and click Edit.

Note: Do not use the user SYSADMIN for an operational database. Create another user with
system administration rights, with a different name and password and then delete the SYSADMIN
user.
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¢) Change the password as required. If you have just created a new security file, then the default
password for a new SYSADMIN user is the same as the user name.

Note: You can change your own permissions by adding additional group membership or
permissions. The User Permissions dialog shows you the changes to database management
permissions but, like any other user, you do not see the effect of these changes until you log off
and log on again.

Creating an SQL Server security file

You always create security files in Microsoft” Access format and then convert them to SQL Server. The
main reason for converting to this format is to increase the security of your security data.

The conversion leaves a security connection file (the . i ds file) in the iBase database folder and create
an SQL Server database with the name <f i | e>_Sec on the designated server (where <fi | e> is the
name of the i ds file). Users connect to the SQL Server database by logging on to the connection file.
The connection file holds just the information necessary to allow the user to connect to the SQL Server
instance.

Note: If you copy security connection files to client machines, it might compromise the security of your
system and adds to the administrative workload. You should keep the connection file, in the same folder
as the database connection file, in a central location. If it becomes necessary to copy it, then the file
name and path must be identical on each machine to which you copy it.

For SQL Server databases, the name of the security file is used to generate the name of the SQL
Server database so you might want to discuss the naming convention to use with your SQL Server
administrator and, if necessary, rename the security file before you upsize it. Although, you can always
rename a security connection file, you cannot rename the associated SQL Server database. See SQL
Server Database Names for details.

To upsize a security file:

1. Using iBase Designer, log on as a security or system administrator using the Microsoft” Access
security file you want to convert.

2. Click Cancel at the prompt to create or open a database.
3. Select Tools > Database Setup Upsize Security File to SQL Server.

4. Click OK when you are informed that a backup has been made. This is a backup of the original
Microsoft” Access security file and has the file extension . i ds. bak (appended with a number, such
as . i ds. bakl, if there is already a file with this extension in the folder).

5. In the Upsize Security File dialog, enter the server name. Do not select the Local option from the
Server list.

6. Select the security mode as directed by your SQL Server administrator.
7. Skip the Identifier field - identifiers for security files are only used in iBase database replication.
8. Click OK to validate the settings and perform the upsize, then click OK when the upsize is complete.

If you want to review the connection details and ID of the security connection file, select File
Security File Properties. The path of the security connection file will also be displayed in the status
area with (SSE) after the file name to indicate that it is SQL Server format.

9. Back up the connection file (. i ds file). If you lose the connection file, you are not able to connect to
the SQL Server database.

You can protect the SQL Server security connection file by making it read-only or by setting appropriate
security permissions.
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This will allow any user in iBase Designer to view the properties of the connection file but prevents
anyone, including iBase administrators, from changing the SQL Server connection details. This applies
to SQL Server files only.

You should also ensure that the security connection file is included in any backup schedules for the
database folder. For more information, see Backing Up iBase Databases.

Creating users and groups

The first step in designing security for your iBase is to identify the groups of administrators and users
that you want to use. iBase is supplied with some default groups and an administrative user, all of which
are created in any new security file.

You can add new groups and users, and modify or remove the supplied groups and users. You must
modify the administrative user, if only to set a secure password in place of the default. If you do not
use single sign-on, and before you add any users, you might need to define a security policy to control
passwords and how users log on.

As an administrator, you need to create a user account for each individual who uses iBase, or access
an iBase database from Analyst's Notebook®. This allows them to log on to the security file and open the
database with the lowest possible level of access to the data. You define what they can do in iBase by
setting up database management groups with specific permissions and assigning users to those groups.

Users gain the permissions that are accumulated from all database management groups of which they
are a member. Further control is possible by creating other types of group.

Note: For information on SQL Server logins for iBase users, see the Administration Center document
Managing Access Control.

Creating a security policy

A security policy sets restrictions on the user accounts that are set up to access iBase. The security
policy specifies rules for adding and changing passwords that apply only to user accounts with iBase
usernames and passwords.

New security files do not have a security policy because by default none of the settings on the Security
Policy page of the Security Manager are turned on.

The absence of a security policy means that:

¢ Minimum password length is four-characters.

« No restriction on the characters that are used to make up passwords.

* Passwords never expire.

¢ No limit to the number of attempts to log on.

» Last used username is displayed at the next logon.

« No password history (although a new password cannot be the same as the current password).
Note: Although a security policy is part of the security file, it is not replicated even if you choose to
replicate the security file. Enabling each site that is involved in iBase Database Replication to maintain
their own security policy. However, the password history is replicated as it is possible that users might
need to log on and change their account details at any of the sites.

To view a security policy or change its settings:

1. IniBase Designer, Select Security > Security Manager > Security Policy.

2. Enter the requirements for new iBase passwords.

© N. Harris Computer Corporation (2022)



i2 iBase documentation | 35

Option

Use this option to

Minimum password length

Enforce a minimum number of characters for the
password, 1 - 20 characters.

Minimum password age

Prevent the user from changing their password
for a specified number of days.

Note: This restriction can be overridden by
turning on Reset password at next logon.

Maximum password age

Force the user to change their password after
a specified number of days has passed. By
default, passwords never expire.

Show password expiry reminder

Remind the user to change their password for a
specified number of days before the expiry date.

Enforce password history

Prevent the user from changing their password
back to one used previously. The new password
is compared to all previous passwords. Set

the passwords remembered option to limit the
number of passwords that are used in validating
the new password.

Lock out user after

Control the number of times the user can enter
an incorrect password before their account is
disabled.

Note: You can unlock the account in the User
settings by turning on Account is active.

Reset account lock-out after

Automatically unlock an account that has been
disabled as a result of too many failed logon
attempts.

Note: Administrative accounts are automatically
reset after thirty minutes.

Enforce complex passwords

Force the user to select a password of a suitable
complexity.

Hide last username when logging on

Hide the name of the last user to use iBase. By
default, last used username is displayed at the
next logon.

Enforce FIPS compliance

The Federal Information Processing Standards
(FIPS) are standards that are specified by

the United States Government for approving
cryptographic software. If you are working in
environments that enforce FIPS compliance, you
must ensure that your passwords are encrypted
using logic that matches this standard.

Note: FIPS compliance prevents iBase from
using advanced and more efficient cryptography
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Option Use this option to

algorithms. However, if your windows policy is
FIPS enabled, you must select this option before
creating your database.

Note: The changes that you make do not affect existing passwords unless you require users to
change their passwords when they next log-on.

3. Click Apply to save your changes. The changes come into effect when you log off.

4. If you are editing an existing policy, and change the password settings, select whether you want to
force users to change their password when they next log-on.

Password settings
The password settings only apply to accounts with iBase user names and passwords. Some
considerations are described below.

Note: Turning on a check box next to a password setting selects that setting. If you do not specify a
setting, then the standard settings apply as described above. The standard settings are not the values
displayed next to the check boxes.

Password age

A user cannot change their password until it reaches the minimum password age, unless an
administrator forces the user to reset it (for example, by turning on Reset password at next logon).
This helps prevent a user from changing their password back to one previously used.

Password history

Specifies whether a password history is stored to prevent the reuse of old passwords. New passwords
are validated against the user's complete password history unless you enter a specific number of
previous passwords. If this option is not used, then the new password is only checked against the
current password.

Account lock-out

You can choose to unlock the account automatically after a period of time, or you can unlock it manually
using the User dialog in iBase Designer. Administrative user accounts are always reset after 30
minutes.

Note: Failed logons that result in an account lock-out are recorded in the audit log.

Creating groups and adding members

You set the permissions for all users by adding groups and defining the permissions for each group.
Users acquire permissions by becoming a member of one or more groups.

Adding groups to a security file
Users gain the database management permissions that are accumulated from all database
management groups of which they are a member. There is a similar combination of permissions or
restrictions for the user's membership of each other type of group.

If you are adding many users, you might want to consider this work flow:

1. Identify the different types of user who will use iBase. Each type of user is represented by one or
more Database Management groups, and possibly by other groups of different types depending on
the complexity of your security arrangements.

2. Define the permissions for each of the required groups.
3. Define a template user to represent each user type and assign them to the correct groups.
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4. Finally, create each user and assign permissions by copying the permissions of the appropriate
template user.

Creating groups
You use groups to grant basic permissions to users. You may find that you want to create a group of
each type for a particular purpose.

For example, you might create four groups with Analysts in the names and use these groups to define
the basic database management permissions and, optionally, access to commands, access to data, and
grouping of folder objects for analysts.

All groups have users as members. A particular user can be a member of any number of groups, of any
type. The user gains the permissions that are defined for all the groups in which they are a member.

1. Select Security > Security Manager > Groups, and expand the group type.
2. Click New.

Database Management groups
Database Management groups grant permissions to users. For each Database Management group, you
define the permissions of the group by turning on one or more check boxes.

Users who become members of the group inherits these permissions:

Permission options

Permission When turned on When turned off
Add Entity/Link Records « Entity and link records can be Records cannot be created,
added, either individually or ~ Mmembers can still find, browse,
by importing and show the records in the
database.
¢ Labeling schemes can be
created
Update Entity/Link Records Records created by the user, can Records cannot be changed in
be edited. any way. This includes batch
editing, assigning new icons, and
merging.
Delete Entity/Link Records Records created by the user, can Records cannot be deleted,
be deleted. either individually or by using
batch delete.
Update/Delete Entity/Link Members can edit and delete: Members cannot edit or delete

Records created by other users any of the items listed opposite.

* Any record in the database
that they can see

» Entries on pick lists
* Entries on icon lists
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Permission

When turned on

When turned off

Add Folder Objects

Update Folder Objects

Delete Folder Objects

Update/Delete Restricted Folder
Objects created by other users

Update/Delete Public Folder
Objects created by other users

Database Creator,
Database Administrator, Security
Administrator

Audit Administrator

Members can add or save, for
example:

» Sets
* Queries
* Report definitions

* Import and export standard
and batch specifications

e Charting schemes (providing
they also have the Add Entity/
Link Records permission)

For folder objects created by

a member, a member can edit
existing objects (see the above
list). Members can also edit
the contents of existing sets,
including appending records to
existing sets.

Members can delete folder
objects that they have added.

Members can update and delete
restricted folder objects in the
database.

Note: Do not grant this
permission to non-administrative
users if it is important to preserve
folder object restrictions. See
Folder Object Control Groups for
details.

Members can update and delete
any public folder object in the
database.

Members can run queries,
reports, and so on, either
by using definitions created
by others or by using new
definitions of their own but
they cannot save their own
definitions.

Once a member has added a
new folder object, they cannot
edit it.

Once a member has added a
new folder object, they cannot
delete it.

Members cannot update or
delete restricted folder objects
created by others. Members can
only update or delete the objects
that they create.

Members cannot update or
delete public folder objects
created by others. They can only
update or delete folder objects
that they create.

System roles that are only for administrative users. See

Administrative Users for details.

This role allows members of the group to view restricted audit logs

in Audit Viewer.

For additional details, see Database Management Groups.

Creating optional groups
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To create a System Commands Access Control group, a Data Access Control group or a Folder Object
Control group, you first create a group that has no defined permissions. Once the group exists, you can
define the permissions.

1.
2.

Select Security > Security Manager > Groups, and expand the group type, and click New.

Define the permissions for the group by using the following commands on the Security menu:

e Systems Command Access Control

» Data Access Control

Note: There is no command for defining the permissions for Folder Object Control groups. The use

of these groups is defined entirely by the members that belong to it, and are specific to the database.
For more information, see Folder Object Control Groups for detalils.

Adding a user to several groups
You can use the Security Manager to add a user to multiple groups.

To add a user to several groups:

1.

Select Security > Security Manager > Users.

2. Right-click on the user, and select Edit.
3.
4. On the Permissions page, turn on or off the required group check boxes to define the user’s

On the Account page, make sure that Account is active is turned on.

membership of the groups.

Note: You can deny access for this user by turning off the Account is active check box. An inactive
user is unable to log on to the security file but the security file still holds a record of their password
and group membership.

Click OK to save the details of the new user and then log off from the security file. The users will only
be able to use their new permissions when you log off and when they next log on.

Adding several users to a group
If you add a group, you can add multiple users at the same time.

To add several users to a group:

1.

o ke

Select Security > Security Manager > Groups, and expand the group type.
Right-click on the group, and select Edit.

Click the Users tab to list the users defined in the security file.

Select each user you want to add to the group.

Click OK.

Note: The users will only be able to use their new permissions when you log off and when they next
log-on.

Reviewing the permissions defined in the security file
The permissions available to groups and users in a security file can be reviewed by users that have
permission. You can also create reports that detail the information that you need.

You can see the permissions that are granted to a database management group or user by:

On the Groups page of the Security Manager, expand the group type, select the required group, and
click Edit.

On the Users page, select the group and click Edit > Show User Permissions.. The database
management permissions that are granted to the user by virtue of their membership of one or more
groups are displayed.
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Users do not see the effect of any changes to their permissions until they log off and log on again.

You can also produce a Security Design report:
1. Select Security menu > Security Design report.
2. Toinclude information, for example user information in the report, turn on the relevant box.

Creating users

If you have large numbers of users to create, you might find it easiest to add the security groups first,
and then create template users to represent the different types of user in your organization so that you
can copy their permissions.

Users can use their Windows credentials to automatically log on to iBase if the Windows account is
domain-based and accessible through Active Directory.

A user is automatically logged on if their Windows credentials match an iBase account for either their
Windows user name or the name of a Windows group to which they belong. In iBase Designer only, you
can override single sign-on and log on as an iBase user by logging on using Logon As.

Note: Even if the iBase user account is for a Windows group, the audit log will always record the
network details of the individual users, such as the computer names.

A user cannot log on automatically if they belong to two or more Windows groups and there is an iBase
user account for each group. In this situation, the user is prompted to select the user to log on as.
However, there is a Remember my selection option in the Logon dialog so that users do not need to
repeat the selection each time. (Users can reset this option in the iBase Options dialog.)

Note: Security policies do not apply to this type of user.

Creating single sign-on user accounts
Single-sign on users use their Windows credentials to authenticate with iBase. Users that use single
sign-on do not need to provide their details to access iBase.
To add a user that will automatically log on with single sign-on:
1. Select Security > Security Manager > New.
2. Select Windows User / Group.
3. Enter the Windows user name, in any of these formats:
¢ DisplayName (example: Fi r st Nane Last Nane)
¢ ObjectName (example: Groupl)
¢ UserName (example: User nanel)
¢ ObjectName@DomainName (example: User namel@omai n1)

¢ DomainName\ObjectName (example: Domai n1\ User nanel)

4. Click Check Name to verify the name. The name is converted to the format <dorai n name>
\ <account nane>. Successfully verified user names are displayed underlined.

5. Enter the basic details of the user account:

Option Description

Account is active By default, an account is active when created
but you can suspend it by turning off the check
box to prevent them from logging on.
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Option Description

Restricted Audit Log This setting is applicable only if you use Audit
Viewer. It is used to restrict other users from
viewing the audit logs of the current user.

Account expires after The user can log on up to and including the
specified date.

Default Category Enter the name of the default folder in which
the user will save their folder objects. This is
described in more detail in Default Categories
for Users.

Define the permissions for the user by assigning the user to one or more groups on the Permissions
page.

For more information, see Assigning Users to Groups.

Optional: Enter contact details for the user, such as their email address, on the Information page.

For more information, see Contact Details for Users. This topic also describes how contact
information can be used in iBase.

Click OK to create the new user.

Creating iBase user accounts
iBase users have specific iBase accounts in addition to their Windows credentials. Users that use iBase
user accounts need to provide their details to access iBase.

To add a user who will log on by entering an iBase user name and password:

1.
2.

Select Security > Security Manager > New.

Enter a name up to 255 characters in length.

Note: For more information, see Unicode support if the name you want to enter contains any
Unicode characters.

Select iBase Security.

Enter and then confirm the password. The requirements that the password must meet are
determined by the security policy.

Note: IniBase, users can change their own passwords by selecting Change Password from the
File menu. If required, you can remove this permission by defining System Commands Access
Control Groups.

Enter the remaining details of the user account:

Option Description

Account is active By default, an account is active when created
but you can suspend it by turning off the check
box to prevent them from logging on.

User cannot change password When this option is selected, the user will

never be prompted to change their password
regardless of the security policy and, in fact, will
be unable to do so. Use this setting for accounts
set up for services such as Scheduler.
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Option

Description

Restricted Audit Log

This setting is applicable only if you use

Audit Viewer or Audit History. The audit log
generated by this user will have restricted
access and only authorized users will be able
to view it. Authorized users will have the Audit
Administrator role.

Account expires after

The account will be accessible up to and
including the specified date.

Reset password at next logon

When turned on, it forces the user to change
their password when they next log on. The
check box is then turned off after the user has
done this.

Password never expires

Turn on to create an account that will not be
affected by the security policy of this security file.
Use this setting for accounts that will be used for
services such as Scheduler.

6. Inthe Default Category box, enter the name of the default folder in which the user will save their

folder objects.

For more information, see Default Categories for Users

7. Define the permissions for the user by assigning the user to one or more groups on the Permissions

page.

For more information, see Assigning Users to Groups.
8. Optional: Enter contact details for the user, such as their email address, on the Information page.
For more information, see Contact Details for Users. This topic also describes how this information

can be used in iBase.
9. Click OK to create the new user.

Default categories for users

You can manage the folder objects that users create (such as queries and sets) by requiring them
to save them in specific categories. Categories appear to users as folders, with similar behavior to
Windows Explorer folders, and users navigate the folders in a similar way.

Categories should be organized systematically for each iBase database, for example, by departments,
functions or projects. A category can contain several levels of subcategories. If required, each user

can have their own personal category in which their folder objects are saved or it can be shared with
other users. If there is no personal category for the user, and the user does not specify a category when
saving, then a folder object is saved in the default category specified in the Options dialog.

There are two ways of handling what happens when a user clicks Save:

< Either, you set up iBase to prompt the user to specify a category for each new folder object that they
save. The category defaults to their default category (or to the General category if the user does not

have a default category).

« Or, the folder object is automatically saved in their default category (or in the General category if the

user does not have a default category).
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Users can move folder objects between categories but they cannot rename existing categories.
Folder objects comprise:

¢ Browse definitions

¢ Queries and scored matching definitions

* Report definitions

* Import specifications and import batch specifications

« Export specifications and export batch specifications

e Charting schemes

e Sets

* Mapping configurations (if iBase GIS Interfaces are in use)
There are different types of access for folder objects.

To define the name of the default category for a user:

1. Inthe Security Manager in iBase Designer, select the user and click Edit.

2. In the User dialog, enter the name in the Default Category box. The default category is the value as
specified in the Options dialog if you leave the Default Category box blank.

You can edit the name at any point but this will not update existing folder objects in the database. To
apply the new category name to existing folder objects, you need to ask the user to recategorize them.

Contact details for users

More details of the user can be recorded to provide contact information for other iBase users who need
to establish the history of a particular record or modification, or for use by Alerting. This information is
available in the Property dialog of each record, and also in the Show dialog and datasheets if owner
hyperlink fields are added to the entity and link types. This feature is intended for users who have iBase
user accounts rather than users who use single sign-on.

Contact information consists of a user's:
e Full name
* Location (which is predefined by the security or system administrator)

« Email address (used for email alerts, however, iBase cannot check whether the email address is
valid)

¢ Telephone number
* Notes

Contact details are stored in the security file not in the database.

Note: It is simplest to ask your users to add their own details: in iBase, select Change User
Information from the File menu.

You might want to assign each user a location, such as a site or department, as part of their contact
details.

You can derive the location from the user name; however, the advantage of using the location field in
the contact details is that the user can keep the same user name even if they move location. Typically
the location is the physical location of the user rather than the location of the database.

You can structure the location name to facilitate wildcard search in the Audit Viewer.
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You must predefine the locations by adding contact information for a sample user from each location:
1. In the Security Manager in iBase Designer, select an existing user and click Edit.

2. Click the Information tab.

3. Enter the location name, up to a maximum of 50 characters.

4. Click OK.

Note: As a security or system administrator, you can also add and modify location names in the
User Information dialog in iBase.

When you add a record or updating an existing one, you can:

* Make yourself the owner by typing $ (if it is not already displayed); your user name is inserted when
you save the record.
* Select a different user as the owner:
1. Click Browse next to the "owner" field to display the list of possible owners. If you know the first
few characters of the name, enter these first - this will then scroll down to that position in the list.
2. Double-click a name to select that person as the owner and close the dialog.

Users can find out who the owner of a record is when using either the Show dialog or a datasheet.
There are two ways of displaying the contact details for the owner of the record:

¢ Click the user name shown in the owner, or a similarly named, field. The user name is displayed as a
hyperlink.
¢ Click Edit and then double-click the user name.

The record owner might be a different person to the user who created or updated the record. To find out
who these users were:

1. Right-click on the record in any record list, and from the menu, select Pr operti es to display the
Properties dialog.

2. Click the User Information button to display the contact details for the person who created or
updated the record.

Assigning users to groups

You set up permissions by adding groups and defining the permissions for each group. Users then
acquire permissions by becoming a member of one or more groups.

For example, users gain database management permissions by accumulating them from all database
management groups of which they are a member. The same principle applies to the other types of
group. By default, new users have the lowest level of access defined in the database.

To assign a user to one or more groups:

1. Select Security > Security Manager.

2. On the Users page, select the user and click Edit.
3. Click the Permissions tab.
4

. Optional: To assign a user to the same groups as another user, click Copy Permissions and then
select an active user with the required permissions. The checkboxes display the updated group
membership.

5. Change the user's group membership by turning on or off the checkbox for each required group:
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Option Description

Database management groups allow the

@ user to add, modify, and delete records and
folder objects or administer the database.

You must assign the user to at least one

database management group. To check which

permissions are granted, click Show User

Permissions.

Note: A user who does not belong to any
database management group has read-only
access to the records in the database, and is
unable to create any folder objects.

System Commands Access Control groups deny

the user access to specific menu commands or

audit their use of specific commands.

The user is automatically made a member of all

ﬂ the Data Access Control groups defined in the
database. This means that they automatically

acquire the lowest level of permissions.

Review these groups and, if required, turn off

the checkboxes to grant the user additional

permissions.

To allow the user to save folder objects in
restricted categories, turn on the required Folder
Object Control checkboxes.

L.l

Note: At least one administrative user should
have membership of all the groups of this type.
This is required for a full view of the restrictions
on folder objects and the ability to change each
restriction individually.

6. Click OK to save your changes.

Administrative users

You can create members of the default system administrators group and grant all administrative powers
to members of that group. Alternatively, you can create new groups that divide administration into
separate roles.

This section describes the roles, how to give each role to a group, and the common tasks that the roles
enable a user to perform.

Roles

When you are editing a database management group, the administrative roles that are shown in the
System Roles area of the Permissions page of the Group dialog are:

+ Database Creator
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+ Database Administrator
e Security Administrator

Each of these roles can be given to a group by turning on the relevant check box, along with any wanted
data or folder object permissions.

There is another specific role, System Administrator. This role is given to a user only by membership of
a group in which all system roles (apart from Audit Administrator) and database permissions are given.
That is, the System Administrator requires all the permissions from the Security Manager dialog, not just
those in the System Roles area. The System Administrator has a few powers that are not available to
any other combination of roles and database permissions, so is more powerful than you could predict by
adding the individual roles or permissions.

There are various other combinations of roles that you can assign by turning on the check boxes for
more than one role, but these combinations work exactly as predicted by combination of the individual
roles.

A description of the capabilities of users with assigned system roles, starting with none and ending with
the most powerful, System Administrator is given below.

User with no system roles

Without any system role, anyone with an iBase Designer license can:

e Log on to iBase Designer and log off.

* View their current user permissions.

e Create a security file.

* View the properties of the security file.

* Run these commands:
« Repair/ Conpact Security File,aslong as exclusive access is obtained to the file.
« MRU List Manager

e Plug I n Manager, depending on permissions defined in System Commands Access Control
groups and file-level security permissions on the Setti ngs. xni file.

e Opti ons, modifying some of the settings in the Options dialog depends on file-level security
permissions on the Set ti ngs. xni file.

Users without any system role cannot open the database in iBase Designer.

Audit Administrator role

A user with this permission can view the records that are displayed and modified by other users who are
defined as having a restricted audit log.

Database Creator role

Users with only this system role are not able to administer the new database. Therefore, this role is
most useful when databases are created from templates.

The Database Creator role is required to use iBase Designer to:

« Create templates from databases secured by the current security file.
* Create new databases.
« Manage templates using the Template Manager, depending on file level security permissions.
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The Database Creator role is required to use iBase to:

* Create new databases.
* Create database subsets.

Note: The Audit Administrator role is also required to see the audit history of users with restricted audit
logs, in iBase and in Audit Viewer.

Security Administrator role

Users with only this system role can open the database and view the database schema but they cannot
change it or view any records in the database.

The Security Administrator role is required to use iBase Designer to:

* Move a security file.

« Modify the properties of the security file, such as the server details and security file identifier, in the
Security File Properties dialog.

* Use the Security Manager.

¢ Produce a Security Design report.

« Upsize a security file to SQL Server.

e Create Database Design reports* and view database statistics*.
¢ Use Data Access Control*.

¢ Use System Commands Access Control.

« Open and close databases to allow the security administrator to perform the tasks marked with an
asterisk (*) above.

This system role is also required to:
¢ View the audit log.

Note: The Audit Administrator role is also required to see the audit history of users with restricted
audit logs, in iBase and in Audit Viewer.

Database Administrator role

The Database Administrator role is required to use iBase Designer to:

¢ Open and close databases.
« View database properties and database statistics
« Upsize an iBase Access database to an SQL Server database.

* Check database and data integrity using Schema Integrity Check, Link Integrity Check and Valid End
Types

« Work on the database schema, such as add entity types, fields, pick lists, and assign semantic
types.

e Create Database Design reports

 Run Updat e Dat abase Schena

* View records in iBase Designer

e Set up database functions (such as text search)
e Activate and run Bulk Import
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Note: Extra permissions are required for exporting and importing data (including Bulk Import). Both
export and import require Add Entity/Link Records, Update Entity/Link Records and Update/Delete
Entity/Link Records. Importing also requires Update/Delete Entity/Link Records created by other users

In iBase, this system role allows a user to:

« Purge and restore soft deleted records
« Initialize databases for mapping or database subsets
¢ Synchronize database subsets

Note: The Audit Administrator role is also required to see the audit history of users with restricted audit
logs, in iBase and in Audit Viewer.

Security Administrator and Database Administrator roles

Both the Security Administrator and Database Administrator roles are required to use iBase Designer to:

« Update specific database properties, such as the audit level SQL Server details, and turn on case
control.

e Create, modify, and delete SCC lists.

Note: The Audit Administrator role is also required to see the audit history of users with restricted audit
logs, in iBase and in Audit Viewer.

System Administrators

A user with all the system roles, apart from Audit Administrator, and all the database management
permissions is referred to as the System Administrator. This user can use iBase Designer to:

* Import and export data.
« Obtain the database password from the Advanced page of the Options dialog.
» See statistics for all the cases in a case-controlled database (even if they select a single case).

In iBase, this user can:

< Edit existing text in a Multi-Line Text (Append Only) field.

« Delete alert definitions belonging to other users, in particular alert definitions without owners (for
example belonging to deleted users or users removed from cases).

e Select any case in a case-controlled database.
* See statistics for all the cases in a case-controlled database (even if they select a single case).

Note: The Audit Administrator role is also required to see the audit history of users with restricted audit
logs, in iBase and in Audit Viewer.

Editing and deleting users

Edit and delete users in the current security file by using the Security Manager.

You manage the users defined in the current security file by using the Security Manager and User
dialogs. For example, you can:

e Change user passwords.
e Add and remove users from groups to control users' permissions.
* Prevent users from logging on.

* Delete unwanted users.
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« Record personal details.

Editing a user

To edit the details of an existing user:

1. From the Security menu in iBase Designer, select Security Manager.

2. In the Security Manager, select the user and click Edit.

You can change any of the details; however the changes are not retrospective. For example, changing a
user name does not update the user name shown in any existing records added by that user.

You can also change the user's permissions by changing their membership of the different groups. For
example, turning on a check box grants the permissions of the group to the user. The user will only gain
these permissions when you log off and they next log on.

You can also:

« Remove or restore the user's access by turning off or on the Account is active check box. An
inactive user is unable to log on to a security file. Their alert definitions are set to expired and can
be deleted by a system administrator; any alerts that are raised by those alert definitions are not
deleted. Inactive users cannot be added as subscribers to new alert definitions.

For information on adding a user to a case, see Giving and Revoking Access to Cases.

Making a user inactive versus deleting a user

You can delete a user if required. However, after you have deleted the user, you are not able to do any
of the following:

« Selectively restore or purge soft deleted records that belong to that user.
« View audit log activity, or the audit history, exclusively for that user.
« View or modify their alert definitions and any alerts raised by these definitions.

To delete a user:
¢ In the Security Manager, select a user and click Delete.
Note: Deleting a group does not delete the users within the group. It removes the group membership
only.

Types of group
There are four types of group that can be used to control the access that users must data in an iBase
database and to the iBase features.

Database Management groups

Database Management groups allow you to define groups with basic permissions to affect data records
or folder objects (sets, queries, and so on), and entire databases or security files.

Database Management groups are defined in the Group dialog:

« From the Security menu in iBase Designer, select Security Manager and, on the Groups page,
click New.

The Permissions page of the Group dialog divides permissions into these areas:

« Entity/Link Records
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« Folder Objects
e System Roles

Entity/Link Records

In this area of the Group dialog, you can give the group members permission to manipulate entities and
links. This applies only to records that they create. To allow group members to update or delete records
that are created by other users, turn on the Update/Delete Records created by other users check
box.

Typically, you want to give Add and Update permissions to all data entry staff. You might want to give
Delete permission to all data entry staff, which enables them to remove records that they personally
created, for example to correct mistaken or duplicate entries. In some cases, you might want to restrict
both the Delete and Update/Delete data Created by Other Users permissions to supervisory or senior
staff roles.

Folder Objects

In this area of the Group dialog, you can give the group members permission to manipulate folder
objects (sets, queries, and so on). This applies only to folder objects that they create. To allow group
members to update or delete folder objects belonging to other users, turn on these check boxes:

« Update/Delete Restricted Folder Objects created by other users (for details of restricted folder
objects, see Folder Object Control Groups)

« Update/Delete Public Folder Objects created by other users
Note: Even if you give a Database Management group every permission in the Entity/Link Records and
Folder Objects area, you can still restrict what a user does by making that user a member of other types

of group. For example, you can use System Commands Access Control groups to hide some or all of
the commands that implement actions of a type enabled in the Database Management group.

System Roles

In this area of the Group dialog, you can give the group members one or more of the administrative
roles, or grant them permission to view restricted audit logs. These roles are not modified in any way by
the other types of iBase security groups. See Administrative Users for details of the administrative roles.

What users see

In general, users without a particular permission can start iBase and related applications but the
affected commands in menus and shortcut menus appear as unavailable (dimmed or gray).

Some affected menu commands, mostly those linked to folder objects (sets, queries, and so on), remain
available but, when selected, these commands display a dialog saying that the user has insufficient
permissions to continue.

Note: In addition, you can define System Commands Access Control groups and deny commands to
hide unavailable commands. See System Commands Access Control Groups.

In the Audit Viewer, users without the Security Administrator system role, see commands as available
but are unable to open any log.

© N. Harris Computer Corporation (2022)



i2 iBase documentation | 51

System Commands Access Control groups

System Commands Access Control Groups can be used to deny and hide specific iBase commands to
users.

System Commands Access Control groups allow you to:

< Deny use of iBase commands that would otherwise be available to users because of their
membership of one or more Database Management groups.

« Hide iBase commands and toolbar buttons that are not available because of a user's membership
of one or more Database Management groups. Where it is not possible to hide these, a message is
displayed You do not have the necessary pernissions to performthis action.

* Record the user's reason for using a particular command.

¢ Log the use of the command in the audit log.

To display the System Commands Access Control dialog:

¢ Click From the Security menu in iBase Designer, select Syst em Conmands Access Control .

Existing security groups are listed in the left of the dialog. See Creating Groups and Adding Members if
there no groups of this type defined in the security file.

Note: You can also deny use of iBase functionality to all the users of the local machine, rather than just
to the members of a specific user group.

Access to basic menu commands in iBase

A user with full database management permissions (such as SYSADMIN) always has access to the
following menu commands in iBase, even when they are denied access to all the system commands
listed in the following section:

* Find, list, and show records

¢ Use iBase Link charts

¢ Create reports

e For links, view the valid end types

e Lists sets, add records to sets, and view set membership

« List labeling schemes and set a default labeling scheme

e Search for duplicate and matching records

< Examine their user details and the database properties

» Set session defaults and change the settings in the Options dialog
« Export data to Microsoft Excel using the Excel Interface

« Define folder objects as common folder objects (only of use when there is a Schema Update license)

Denying access to menu commands in iBase

iBase has several hundred commands including some with very similar names, which would make
administration tricky and tedious if you had to make individual decisions for each command. To reduce
this complexity, the commands are divided into groups.

To deny access to the commands in a command group:

¢ Inthe System Commands Access Control dialog, select the group on the left and then turn on the
required check boxes on the Access Denied page to deny access to those commands.
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Group Name

Advanced Analysis

Alerting

Basic Analysis

Batch modification

Charting

Charting Schemes

Code lists

Description

Denies access to Scored Matching, Field
Calculator, starting Analyst's Notebook from
iBase, sending data to Analyst's Notebook charts,
and commands for Mapping Configurations and
sending data to maps.

SQL Server databases only: denies access to the
commands in the Database Explorer for adding
alert definitions. Users are still able to receive
alerts.

Denies access to queries, combining sets and
analyzing sets, and the Coordinate Query Builder.

Denies access to commands that affect batches
of records: Merge Entities, Batch Edit and Batch
Delete.

Denies access to all the commands on the
shortcut menu in Analyst's Notebook that apply
to existing records in an iBase database. For
example: users cannot expand records, use

the Timeline Wizard, find common neighbors,
populate cards, expand records and so on. It also
prevents a user from opening Analyst's Notebook
while iBase is open. It does not restrict the use of
iBase link charts.

Note: Users in Analyst's Notebook can continue
to add new records to the iBase database, and
add the records created during the session to sets
but cannot expand them.

Removes or denies access to the commands for
creating, editing, and saving charting schemes,
as well to the commands on the shortcut menu for
categorizing, listing and renaming them as folder
objects.

Note: Users can still send data to Analyst's
Notebook for charting and are prompted to select
a charting scheme as usual.

Removes the Code Li st s command from the
Edit menu so that users cannot change items on
pick lists or icon lists.
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Create Link/Entity Removes the commands and toolbar buttons
for adding new entity or link records whether
using a standard dialog, a datasheet or Analyst's

Notebook.

Database Statistics Removes the commands for Database Statistics,
Database Design Report, and Security Design
Report.

Define Analysis Users can chart existing queries but they

cannot define new queries in iBase or Analyst's
Notebook. Also, in iBase, they cannot open,
categorize, list or rename queries, or use the
Coordinate Query Builder.

Labeling Scheme Users can still list the labeling schemes and select
a default labeling scheme but they cannot add,
delete, edit or rename labeling schemes, alter the
contents of a labeling scheme or copy them.

Report Definitions Users can still produce reports but they cannot
add, edit, delete, categorize, list or rename report
definitions.

Soft Delete Removes the commands on the Edit menu for

restoring and purging soft deleted records.

Tools Removes the commands on the Tools menu in
iBase for editing the MRU list and activating plug-
ins.

View History SQL Server databases only: prevents users from

displaying the audit history both in iBase and in
Audit Viewer. If alerting is used, it prevents users
from displaying the alert details.

You can inspect the detailed definitions of these groups by looking in a supplied, unsecured Access
database, ConmandG oups. ndb. This is in the application data area of your installation (see
Installation and Application Data Folders for details). The command groups, their descriptions, and their
definitions are in the _CommandGroup table.

Do not attempt to change these definitions, at least not without obtaining advice from your supplier. If
you make changes to CormandG oups. ndb, then you need to apply it to the current security file by
selecting Database Setup > Update Command Groups from the Tools menu.

Recording the reason for an action

You can require the user to enter a reason for using a particular command in iBase, or an iBase
command when working in Analyst's Notebook. The reason is recorded in the audit log; however, the
records affected by the command are only recorded if you set the audit level of the database to level 5.

To prompt the user to record a reason for an action:

* In the System Commands Access Control dialog, select the group on the left and then turn on the
required check box on the Reason for Action page.

The three command groups
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Group
Audit Analysis

Audit Charting

Audit Data Exposure

Data Auditing: create, edit, delete

Description

Members of the group are prompted to enter
a reason whenever they open a database or
perform any analysis on iBase records, such as:

« Run a folder object such as a browse
definition, report definition, query, import
specification and so on

e Use any iBase command when the database is
open in Analyst's Notebook

e Use any charting commands when in iBase
« Use any mapping commands when in iBase
¢ Use the Field Calculator dialog

e Copy data to the clipboard

» Export data using the Excel Interface dialog
« Use the Coordinate Query Builder

Members of the group are only prompted to enter
a reason when they work with iBase data on
charts, specifically:

¢ Open Analyst's Notebook

e Use any iBase command when the database is
open in Analyst's Notebook

e Use any charting commands when in iBase

Members of the group are prompted to enter a
reason when they use any command in iBase
that may result in data being printed (for example
by exporting or reporting); or use iBase data

in Analyst's Notebook, or i2 iBase Geographic
Information System Interfaces.

Members of the group must enter a reason for
adding, editing, or deleting records before they
can save the record. They are also prompted to
do this when merging entities, batch editing and
deleting, and assigning icons.

Auditing the commands used

You can record the commands used by a user in the audit log:

¢ In the System Commands Access Control dialog, select the group on the left and then turn on the

required check box on the Audit page.

The three command groups are identical to the groups on the Reason for Action page. See above for

details of the commands covered by each group.
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What users see

Users do not see the commands that you have denied, so named menus (such as File) and shortcut
menus become shorter, and some submenus might disappear entirely.

Note: Although some command groups deny commands for listing folder objects, users can still see
which folder objects exist by using the Details window of the Database Explorer.

Installation and application data folders
When you install iBase, you can install it in the folder suggested by the installer or to a folder of
your choice. Regardless of where you choose to install the product, any data that is used by the i2®
application is automatically copied to the application data folder as defined by the version of Microsoft™
Windows"™ that you are running. These are hidden Windows " folders.

The application data folder is defined by the version of Microsoft” Windows™ that you are running.
Users also have a folder for storing files such as iBase templates. The folder can also contain shortcuts
to other folders that contain per user application data.

Per machine data

Data that is specific to the machine on which iBase is installed is held in the per machine application
data area given previously. This is a copy of data in C. \ Progr am Fi | es. You should not use any data
held in the Program Files area. If you choose to copy configuration files from one machine to another,
then you should always overwrite the files in the application data area.

Data of this type consists of configuration files such as:

Folder Files or folders

i2\i2 iBase <n>\ en- us\Configuration |.onlist.txt

Mlitary lconlist.txt
Conbi ned | conlist.txt
FTSexcl ude. t xt

Weexcl ude. t xt

i 2\i 2 iBase <n>\ en-us\ CommandG oups ComandG oups. ndb

i2\i2 iBase <n>\ en-us\Settings Settings. xnl (as set by options in the Options
dialog)

Note: All users have read/write access to this file
unless you change the permissions on the file.

i 2\i 2 i Base <n>\ en-us\ *. i dt files (the default workgroup templates and

Wor kgr oupTenpl at es any templates that you want to make available to
all users)

i2\i2 i Base <n>\ en-us\ Mappi ng Mapping configuration files. For information on the

mapping configuration files, see the release notes
for iBase GIS Interfaces.

i 2\i 2 i Base <n>\ en-us\ Schedul er Schedul er . mdb (you can specify an alternative
location)

© N. Harris Computer Corporation (2022)



i2 iBase documentation | 56

Per user data

Application data that is specific to a user of the machine is copied to, or created in, the per user
application data folder given previously.

Data Access Control groups

Data Access Control (DAC) groups control permissions related to entity types, link types, fields, and
records in each database. This allows a very fine control of how individual items of data are made
visible to, or changed by, groups of users.

Among the possibilities are:

« Denying all access or change to all records for a particular entity type or link type. For example, you
could deny access to all witness statements if those statements are stored in a particular entity type.

« Hiding administrative fields in records or making administrative fields read-only to certain groups of
users.

« With SQL Server databases only, making selected records of various entity types or link types
inaccessible according to the security classification (SC) code given to each record. For example,
you could create DAC security groups called Public and Security Cleared, then use Data Access
Control to deny the Public group access to records given an SCC level of Secret.

Note: New users are automatically made a member of all the existing Data Access Controls groups.
This automatically gives them the lowest level of permissions defined for the database. You should
review this default group membership whenever you add new users.

Note: After you make changes to a Data Access Control group in a database that uses alerting, log
off and reopen the database as soon as possible, in either iBase or iBase Designer. This applies the
security changes to any existing alert definitions.

Implications of using Data Access Control groups

You should consider carefully how you might want to use a scheme using conditional access.

A simple scheme with few combinations of access permissions is likely to work better than a scheme
that implements many levels of restriction. Remember each combination of restricted data access has
potential consequences for users by blocking access to queries using those restricted entities, links, or
fields. This is true of all folder objects related to data items, not just queries.

You can start with a simple scheme and increase its complexity if needed.

What the user sees in iBase

The consequences of placing a user in a Data Access Control group can be wide ranging and can mean
that different users see different databases.
A selection of the effects upon a user in a group with each of the possible restrictions:

Restriction Details
Denied tables (entity types and link types) are This means that the user does not see the records
entirely invisible to the user for those types, and does not see even that the

entity or link types exist. They are not able to run
queries or reports for the denied entity or link type.
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Restriction

Details

Read-only tables appear as normal, but do not
have editing or creation options

Denied fields are entirely invisible to the user

Read-only fields appear in data entry forms in the
same form as equivalent system or calculated
fields

Denied records (entities and links), denied
because of an SC code, are made invisible on a
record by record basis, so other entity and link
records remain visible

For example a read-only entity does not have New
command in the shortcut menu and the New and
Edit buttons are unavailable in Show dialogs and
data sheets for that entity.

For example, a denied field does not appear in
Show dialogs, datasheets or when setting up
browse definitions.

For example, a read-only text field appears with
a gray background even when other fields are
editable.

For example, if there are some Crime entity
records denied to a user, they may see other
Crime records and they will always see that the
Crime entity type exists, even if all records are
denied to them.

For details of further limitations that apply to
matching records and merged entities, see Using
Security Classification Codes.

The effects mentioned previously are direct and predictable. There are also effects that may seem less
predictable, but are required to avoid users deducing what is hidden from them:

« All folder objects with references to denied tables become unavailable to the user. For example,
users cannot see or use a query that refers to a denied entity or link.

« Users see data sheets, statistics, and design reports that match the entities and links that they see.

Denied fields, entities, and links do not appear.

« If there are denied fields, users see a Show dialog without those fields. Users do not have access to

a data sheet using a denied field.

What the administrator sees in iBase

You might see the following effects where users do things that are reasonable given their view of the

database:

« Duplicate records that are created by users who have entities or links hidden by SCC restrictions.

e Users creating private queries to perform related tasks.

« Users in different Data Access Control groups see different results from performing the same

analysis.

Creating Data Access Control groups

To create a Data Access Control group:

1. IniBase Designer, log on and open the database for which you want to set up Data Access Control.
You do not have to open the database to create the group and add members to it but you do need to

open it to define the permissions for the group.

2. Use the Security Manager dialog to create one or more Data Access Control groups, and make
users into members of those groups. See Creating the optional types of group for details.
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3. From the Security menu, select Dat a Access Control .

4. In the Data Access Control dialog, select the group and then define the group's access. You must
repeat these steps in each database that is secured by the security file— the groups are defined in
the security file but the permissions of each group are defined in the database.

The different types of access:

Page Description

Tables Lists the entity and link types in the database
schema. To hide all records for a specific entity or
link type, turn on the check box.

Fields Lists the fields of all the entity and link types in the
database schema, including standard fields and
mandatory fields. To hide a field in records of a
specific entity or link type, turn on the appropriate
check box.

Note: You are warned if you deny access to a
mandatory field (or if you make a denied field
mandatory). If you choose to deny access to
this field (or make a denied field mandatory),
you prevent members of the group from adding
records of the entity or link type.

Note: Users who plot data on maps might need
write access to the fields containing coordinate
values if an iBase or Microsoft Access geocoding
database is used.

Read-Only Tables On this page, records are visible to members of
the selected security group but are protected from
change.

Read-Only Fields On this page, data in the specified field is visible

to members of the selected security group but are
protected from change.

Note: Users who plot data on maps need write
access to the fields containing coordinate values if
an iBase or Microsoft Access geocoding database
is used, unless a more powerful user populates
those fields for them.
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Page Description

Security Classification Codes The Security Classification Codes page lists the
SC codes defined in the database schema. Turn
on check boxes for all classifications that you wish
to be denied to members of the selected security
group. If any classification name appears in more
than one SCC list, the denial of records applies to
all records with that classification regardless of the
list in which it appears.

For further information, see Using Security
Classification Codes.

There is no Security Classification Codes page if
you open an Access database or if the database
is case controlled.

Where Data Access Control groups are stored

The relationship to database contents means that the full definition of a Data Access Control group

is stored in two parts. The name and membership of each group is stored in the security file. The
restrictions on members of each group are stored in the database, because it is in the database that the
restrictions and their linkages to entities, links, and fields are stored.

If you create a new database from a template based on a database with DAC restrictions, the new
database has no data access restrictions, but it does have access to the security groups in the relevant
security file and any SCC lists in the template. This allows you to reproduce the security settings more
easily than at first creation.

Folder Object Control groups

You can use Folder Object Control (FOC) groups to control access to queries, sets, and all other folder
objects that require restricted access. When a member of a FOC group wants to save a report definition,
for example, they can choose to restrict access to themselves and other members of the group. They
can also choose to save it as a public or private object if they want.

The user’s viewpoint

In understanding how this type of group works, it is important to consider the user’s viewpoint:

e A user sees only the Folder Object Control groups in which they are a member. The user can see
and change folder objects that are saved with restrictions based on those groups.

« |If there are other FOC groups, the user does not see those groups and cannot directly change
objects that are saved with restrictions based on those groups. Depending on database permissions,
the user might be able to make the object public.

Here are some design and management ideas:

« Ensure that at least one administrative user has membership of all FOC groups. This access is
required for a full view of the restrictions on folder objects and the ability to change each restriction
individually.
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« Do not give the permission Update/Delete Restricted Folder Objects created by other users to
non-administrative users if it is important to preserve folder object restrictions. For more information,
see Creating mandatory Database Management groups for details.

Managing Folder Object Control groups

In iBase Designer, you use the Security Manager to create Folder Object Control groups, and to declare
appropriate users as members of those groups. See Creating the optional types of group for details. The
members of the groups define how the groups are used.

You can also delete FOC groups. If you delete a FOC group, you must use iBase Designer to open
each database that is secured by the security file before the change is fully applied. What happens in
the databases is that the deleted FOC group is removed from all folder objects to which it has been
applied. If that FOC group was the only group applied to an object, the object becomes public.

There is no other specific management activity.

Where Folder Object Control groups are stored

The relationship to database contents means that the full definition of a Folder Object Control group

is stored in two parts. The name and membership of each group is stored in the security file. The
restrictions on members of each group are stored in the database because it is in the database that the
folder objects and their linkage to the groups are stored.

If you create a new database from a template based on a database with FOC restrictions, the new
database has no folder object access restrictions, but it does have access to the security groups in the
relevant security file and any folder objects in the template. This behavior allows you to reproduce the
security settings more easily than at first creation.

Security Classification codes

With SQL Server databases only, you can choose to make selected entity or link records inaccessible
according to the Security Classification (SC) code that is given to each record. Who can access records
with specific Security Classification codes is determined by membership of a Data Access Control
group. Each group denies members of the group access to specific SC codes.

Requirements for using

To apply security on a record by record basis, and allow filtering by SC code:

< Each entity or link type in the database requires a field of type Security Classification Code (SCC).
You can add only one Security Classification Code field per entity or link type.

« The classification levels that apply to entity and link records are defined as an SCC list, each
classification level is represented as a Security Classification (SC) code. Multiple SCC lists can be
added to the schema if different entity and link types use a different range of classification levels.

e The SCC list must be assigned to the SCC field in the relevant entity and link types.
Security classification codes and cases

If you want to use SC codes to classify your data, then you cannot also use cases. If you decide that
you need to partition your data by case, then the conversion to case-control removes all the SC codes in
your database. For more information about cases, see Creating a Case-Controlled Database.
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Restricting SCC lists to accessible items only

By default, an SCC list displays all the SC codes on the list regardless of the current access to records
classified with those SC codes. All the codes are provided to allow users to add a record and select an
SC code for it that then denies that user access to the record they entered or updated.

Note: The user continues to have access to the record while it remains listed on their screen.

To prevent users from entering records with SC codes that represent security levels that are denied to
them:

e Select iBase Designer > File > Database Properties > Advanced and turn on Restrict SCC lists
to accessible items only.

SCC limitation in charting merged entities

When a chart contains denied entities or links, all the labels and data records for merged entities
become available, including the labels and data records for denied entities and links. However, if the
record is accessed in iBase, the message Thi s record has been del et ed is displayed.

Defining access to security classification codes

An SCC field on its own cannot enforce security. You need to add a Data Access Control group for
each of the security classifications (in the Security Manager) and assign users to those groups. The
group initially allows access to everything in the database; you must use Data Access Control to deny
access.
1. Create a Data Access Control group and assign users to this group.

For more information, see Creating Users and Groups for details.

2. Select Security > Data Access Control.

Note: This menu command requires a license for Extended Access Control.
3. Click Security Classification Codes.

Note: If the Security Classification Codes tab is not present, you cannot use SC codes, either
because you are working in an Access database, or the database is case-controlled.

4. Select the group that you defined.

5. For the members of the selected group, turn on each Security Classification code that you want to
deny.
6. You must repeat these steps in each database that is secured by the security file.

The groups are defined in the security file but the permissions of each group are defined in the
database.

Configuring and maintaining databases

You can create and maintain iBase databases, whether in Microsoft” Access or SQL Server format.

Create databases
You can create different types of iBase database for operational use.
The different types of database include:

« Empty databases without any schema. You must define the schema, or copy and paste it from
another database.
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« Databases that use the schema of another database (the new database is based on a database
template). You can add to the schema, or modify and delete the objects in it.

< Databases that partition their data by case. A database of this type must contain a minimum of one
case and the only access to the data is through the case or cases to which the user is assigned. See
What is case control?.

The database is either MS Access or SQL Server:

« Microsoft” Access databases offer most of the database features of iBase and creating each
database is simpler. However, they are only suitable for small amounts of data (up to 2 Gb) and
small numbers of simultaneous users (up to 5 or 6). For more information, see Before Creating a
Database.

e SQL Server databases are more suitable for large databases with large numbers of simultaneous
users. They also provide additional features.

Before creating a database

Consider the following points, at least before you create your first operational database, and then review
your decisions as you create other databases.

Should the database be SQL Server or Microsoft” Access?

Microsoft” Access databases offer most of the features of iBase and creating each database is simpler.
However, over time and with growing size or numbers of databases, you might find that administration
becomes difficult.

For personal use, and especially for use with a portable computer, an iBase Access database might
be the best choice. You can always upsize any iBase Access database to SQL Server, allowing a
straightforward transfer of all data and folder objects to the new format.

In general, the advantages of SQL Server databases make it the preferred choice:

« The advantages include the ability to work with larger databases, more users, better performance
with large databases, and a higher level of data security with more flexible access control.

* You need to use one or more of the features specific to SQL Server databases. For a summary of
these features, see Comparison of Access and SQL Server Databases.

The different combinations of Microsoft” Access and SQL Server databases and security files are
summarized in Configuration Options for an iBase System.

System requirements

All iBase installations can use Access databases. Multi-user sites need only a shared disk folder on a
suitable server.

If you decide to use SQL Server, you need the following before you create an iBase database:

e SQL Server instance on a server or locally
< Suitable logins on that server

For more information about SQL Server logins, see Access control on page 12.

Identifying other database requirements

There are also some standard decisions to make for each database.

« Should the database have Federal Information Processing Standards (FIPS)
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compliance enabled?

If you are working in environments that enforce FIPS compliance, you must enable FIPS
when you create your database. FIPS enablement cannot be modified later because this
changes the encryption algorithms, and existing users are prevented from logging in.

Before you create database records, you should consider the following questions:

« Do you want to identify records in this database uniquely when combined with records from other
iBase databases?

If so, you need to choose a text string, up to 5 characters long, that is unique to this database and
that can be guaranteed to remain unique as new databases are created. (This is mandatory for
replicated iBase databases.)

¢ Should the data be read-only to users?

For example, this state might be appropriate if the database is used only for analysis of historical
data collected from other databases. Database administrators can change this setting at any time,
but you might prefer to make such a database read-only from the time of creation and change it to an
editable state only when necessary for a specific task. Only the data is read-only, users (depending
on their permissions) can still add, modify, and delete folder objects, such as queries.

¢ Should the database be partitioned by case?

Do you want to restrict access to the records in the database on a case-by-case basis? If so, you
need to create a case-controlled database. However, this setting cannot be changed at a later date.
For details of how case control works, see What is case control?

With the exception of case control and FIPS, most other decisions can be made now or easily modified
after the database has been in use for some time. For example:

* What level of auditing is appropriate?

A low or intermediate level of detail is often a good starting point, because it is easy to modify
settings for operational databases.

¢ Should audit logs contain a cross-reference for records from external data sources?

If you do not have this need, there is nothing to do now. If you want this functionality, the process is
complex and extends across database design, configuration choices, and auditing.

With the answers and information that is prompted by these questions, you are ready to create the
database.

Logging on to the correct security file

You must be logged on to the correct security file when you create the database. The new database can
only be accessed through this security file. In iBase Designer, the name of the security file is displayed
in the second area from the left of the Status Bar at the bottom of the application window.

Note: Each database shares a unique identifier with the security file used when you create the
database. You can only use the database with this security file (or with a copy of the security file).

Database templates

You can create a new empty database from a template that is created from an existing iBase database.
Creating databases in this way reduces the time that is taken to define core components.

Depending on the type of database, the template contains:
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Entity types, link types, fields, and standard fields
Pick lists, icon lists, and SCC lists

Datasheets

Charting and labeling schemes

Folder objects such as report definitions and queries
Mapping configurations

Common folder objects

The template does not contain anything that relies on the existence of specific records. For example, it
does not contain:

Sets

Alert definitions

Database subset definitions

Data Access Control group permissions

Cases (even if the source database is case-controlled)
Support files, such as Analyst's Notebook templates

Access permissions for folder objects (permissions are always set to Public unless you are using
iBase database replication)

A template is saved with the file extension i dt .

It is important to make sure that the template you select for use is up-to-date. It can sometimes be
difficult to change the schema of a database that is in constant use or is off-site. A Schema Update
utility is available to reduce the time that is taken to apply schema changes. For more information, see
Updating Database Schemas.

Templates and database formats

You can create templates from both Microsoft™ Access and SQL Server format databases, and create a
database of any format from that template.

However, a Microsoft” Access database that is created from a template based on an SQL Server
database does not contain any objects that rely on SQL Server. For example:

L]

Cube definitions
Queries containing semantic conditions or distinct counts
Import specifications and Import Batch specifications

Note: A template that is created from a case-controlled database is also case controlled. You can
never create a Microsoft” Access database from this type of template.

Where database templates are stored

Templates are stored in either the Tenpl at es or Wor kgr oupTenpl at es folder. By default the
workgroup folder contains the database templates that are supplied by i2 and the Tenpl at es folder
contains the ones that are created by the user locally.

Database templates are always created in the Tenpl at es folder. To distribute a database template
for general use, you need to copy it to the Wor kgr oupTenpl at es folder. For more information, see
Installation and Application Data Folders for details of paths.
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Any user can change the path of their Tenpl at es folder.

Note: To prevent users from moving the templates folder, change the permissions for the
Settings. xnl file. See Location of Templates, Icons, and other Files for details.

Backing up database templates

Make sure that the folder in which you keep your database templates is included in any backups that
are made of the iBase system.

Creating a database template
Database templates hold no data records but that do contain definitions of database objects to allow
databases to be created quickly that match frequently used configurations. You can use any database
that you can access to create a database template.
To create a template from the database:

1. In iBase Designer, log on to the security file associated with the database but do not open the
database.

2. Select File > New Database Template.

3. Use the file browser to locate and select your database. You can only create a template from a
database associated with the current security file.

The name of the security file is displayed in the second area from the left of the status bar at the
bottom of the application window.

4. Review the entity and link types listed in the dialog to check that you have selected the correct
database.

5. In the Template Name box, enter a name—you may want to include the version number of the
template in the file name. For example Cri me_v1_O0.

6. Click OK to create the template. Templates are always saved in your folder for user templates.
You can now create a new database from this template or use it to update the schema of a copy of the
database (from which you created the template).

Creating a Database
Databases can be created in both iBase User and iBase Designer.
Before you start to create a database, check that:

¢ You are logged on to a suitable security file (see Logging on to the correct security file for details).

* The security file is stored in the correct folder because iBase Designer creates the new database file
(- i db file) in the same folder as the security file (. i ds file).

When you are ready to create the database:

1. In iBase Designer or iBase User, select File > New Database.
2. Inthe Name box, enter a unique name for the database.
When you choose the name, consider:
« Whether the name uniquely identifies the database, not only within your iBase system but
also when the database is used with other iBase databases from other organizations, which

is possible if maps and Analyst's Notebook® charts are created using data from multiple iBase
databases.
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« For SQL Server databases, the name you choose is used to generate the name of the SQL
Server database so you might want to discuss the naming convention to use with your SQL
Server administrator. For more information, see SQL Server Database Names.

3. From the Database Type list, select the file type of the database you wish to create:

Option Description

Microsoft Access Creates a Microsoft” Access database. Click the
Details tab to continue.

SQL Server If you have a suitable server available, you can
create an SQL Server database. To do this:

a. For the Database Type, select SQL Server.

b. Enter a Server name in the box to use a
known server. Only select the local option, if
available, if the database is for personal use.

c. Choose how your computer connects to that
server, using one of these options:

» If your SQL Server database administrator
has given you a login name and password
for SQL Server, type these items in the
Login Name and Password boxes. Each
iBase user connects to the server using
this login.

e Turn on the Use Windows
Authentication check box if you wish
to use integrated security, where SQL
Server accepts the fact that a user has
logged on to a Windows " domain as
sufficient permission to connect to the
server. If you choose this option, the SQL
server login entered above is never used,
and each user that attempts to connect to
use the iBase database is validated by the
server using their network credentials.

The different methods of authenticating

a connection are described in detail in

Authenticating Connections to SQL Server.
d. Click the Details tab to display the Details

page.

4. On the Details page, add a Title for your database.
The title will appear in the title bar of the application window when the database is open in iBase.
5. Optional: Enter a Description of the database.

You might want to enter a brief description that is seen by users opening the database. You might
also want to record the name of its database template and the version number of the schema or
template.

6. Set the Audit Level which you want to log changes.
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Level 1 means that the audit log collects the lowest level of detail, and level 5 the highest. (If you are
creating an Microsoft” Access database, the highest setting is 4.) Level 4 and higher collect large
amounts of data about user activities so you should use these levels with care, and monitor the size
of the log file as the database is used.

You have now set enough properties to create a blank database. .

Depending on your requirements:

¢ Click OK to close the dialog and create the database now.

e Specify a template for the database. For more information, see Creating a database from a
template on page 67.

e Set advanced properties for your database. For more information, see Setting advanced
properties on page 68.

The final step is to control the type of access allowed to the database folder and its files. By default,
Windows " users do not have sufficient permissions to log on and open the new database.

Creating a database from a template
Database templates contain standard components. Creating a database from a template reduces the
time that is taken, and ensures that databases for a specific task are created consistently.

To create a new database from a template:

1.

Ensure that you are logged into iBase, but have no databases open.

2. Select File > New Database.
3.
4. Select a template. Click View if you wish to see the entity types, link types and fields in the template.

Click the Template tab.

Note: You can also create a template from a different database, and use that template instead. For
more information, see Creating a template from an existing database.

Click the Configuration tab, and select the database type.

Click the Details tab, and enter the name of the database and some information about the purpose
of the database or its contents.

Click the Advanced tab, and enter the details:

Option Description

Database Identifier Optionally, enter a short string of text in the
Database Identifier box. Do this if you wish to
identify entity and link records as belonging to
this database. This database identifier is only
necessary if you plan to perform operations
outside iBase on records taken from different
databases.

A Attention: The use of a database
identifier has an impact on performance
since the database identifier is
appended to the record identifier on
every record.

Extra Detail Field for Audit Log Type the name of a field (in this database) in the
Extra Detail Field for Audit Log box if you wish
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Option Description

to have the audit log record the value of this field
when recording actions that affect records.

Soft Delete Turn on the Soft Delete check box if you wish
to use a two stage process for deleting records.
With Soft Delete turned off, all delete operations
take place immediately. If the Soft Delete check
box turned on, all Delete commands mark
records for deletion and make those records
unavailable for most analysis, but do not delete
the records. .

Read Only Turn on the Read Only check box if you wish to
make the entire database read-only, and prevent
any changes to records. Users can still create
sets, queries, and other folder objects.

Security Classification Codes / Case Control [ Determines whether the database uses
Standard Security Classifications or restricts
information based on specific cases. If you
select Standard (SCC), you can additionally opt
to Restrict SCC lists to accessible items only.
Turn on this option to restrict any lists of Security
Classification Codes to accessible ones only.
This will apply when you add or edit a record
that includes an SCC list.

First Day of Week Displays the first day of the week as set for this
database. This defaults to <System> which is
Sunday for Microsoft Access databases. For
SQL databases, this is derived from the current
locale as set on your machine or via the locale
ID of the SQL Server machine.

You should only need to change this if the locale
on the SQL Server machine is different to your
local machine or you are working with statistics
and you want your week to start on a different
day.

Note: The start day of the week may affect
calculations on dates and date parts.

8. Click OK to create the database with the settings you have made.

Setting advanced properties
When you create a database, you can set certain advanced properties. The following information
describes the properties that need to be set before data is entered.

Advanced database properties that need to be set before data is entered

Advanced property Reason for using this
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If you want to identify entity and link records as
belonging to this database, enter a short string
of text (up to five characters). This is appended
to the identifier of each new record; for example,
PERA4A75\ GEN where GENis the database
identifier. This identifier is only necessary if you
plan to perform operations outside iBase on
records taken from different databases or if you
use iBase database replication.

Note: If you intend to use this feature, you must
enter this string before you create any records
in the database. The field remains editable after
database creation and the addition of records,
but any change you make will mean that records
created before and after the change will have
different database identifiers.

A Attention: The use of a database
identifier has an impact on performance
since the database identifier is appended
to the record identifier of every record.

If you want the audit log to record the value of a
particular field when recording actions that affect
individual records, enter the name of a field (from
this iBase database).

The audit log always records the iBase Record ID
so this extra recorded field is a free choice from
data entered in iBase or imported from another
database. Typically, the database designer sets
up the schema so that the named field or standard
field contains an external reference number or
some other way of assessing the history or validity
of a record.

For example, this feature can be used to maintain
an audit log with details of data and record
identifiers imported from external databases.

Leave the Standard (SCC) Control option
selected. This gives each user access to all the
records in the database, depending on their user
permissions. For details of creating a database
that is partitioned by case, see Creating a Case-
Controlled Database.

Other properties can be set, or changed with caution, at any time during the life of the database. For
more information about all of these properties, see Summary of the Database Properties.

To set advanced database properties:

1. Click the Advanced tab to display the Advanced page.
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2. Select the properties that you would like to use.
3. Click OK to create the database with the settings you have made.

For any open database, you can view the properties by displaying the Database Properties dialog.
When viewed in iBase Designer, you can change the Title, Description and, with caution, the settings
displayed on the Advanced page.

Summary of the database properties

The properties of the database provide detailed information about the database.

At any time you can view the properties of the database in iBase Designer, by selecting File >
Database Properties.

Database Properties

Option Description

Title The title for the database, as displayed in the
application title bar.

Description The description of the database, as displayed
when any user first opens the database.

File The location of the database (. i db) file.

Version The database version nhumber.

Audit Level The detail level at which the audit log collects data

on changes to the database and security file. You
can change the audit level: level 1 means that the
audit log collects the lowest amount of detail and
level 5 collects the highest amount of detail (SQL
Server databases only). Level 4 and higher collect
large amounts of data about user activities so you
should use these levels with care, and monitor the
size of the log file.

Audit History In SQL Server databases only, all updates to data,
including code lists, are logged and can be viewed
either in Audit Viewer or in the iBase History. In a
database that is set to audit level 5, records that
are viewed but not updated are also logged.

Note: This property is automatically turned on if
the database is initialized for alerting and cannot
be turned off while alerting is in use.

Configuration details

The configuration page shows details of the database file and format, and the security mode. You can
change the authentication mode when connecting to the SQL Server instance on this page or by using
the Database Configuration tool (see Managing SQL Server Connection Settings).

Database configuration options
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Database Type The file format of the database, either Microsoft
Access or SQL Server.

Database Name The name of the SQL Server database on the
server. See SQL Server Database Names.

Note: You cannot rename an SQL Server
database in iBase Designer. See SQL Server
Database Names for further details.

Server The name of the database server. You can
change to a different server provided that the
database exists on that server. Enter a name in
the field to use a known server. Only select the
(local) option if the database is for personal use.

Note: This and the following changes do not take
effect until you reopen the database.

Login Name, Password An SQL Server login name and password is
displayed if SQL Server authentication is used to
secure access to the SQL Server instance. See
Authenticating Connections to SQL Server for
details.

For security reasons, the login that is used to
create the database might be different from
the one used after creation. After creation, you
might prefer to change the login to one with a
lower level of SQL Server permissions. After
creation, you might also want to change the
authentication mode by turning on the Use
Windows Authentication check box.

Use Windows Authentication The Use Windows Authentication check box is
turned on if Windows authentication (integrated
security) is used to secure access to the SQL
Server. Each user that attempts to connect
to use the iBase database is validated by the
server using their network credentials. See
Authenticating Connections to SQL Server for
details.

Advanced properties

The Advanced page displays the current setup of the database, which you can change with caution.

Passwords for Microsoft Access databases

A 20-character password is generated for you when the Microsoft Access database is created.
You should keep a record of this password. The password is the same for all the Microsoft Access
databases created from the same security file.
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To see the password, select Tools > Feature Availability > Options > Advanced.

Advanced database settings
In addition to the details that must be entered to identify and secure your database, you can set
additional options that determine how your database operates. To view the advanced settings, select
Database Properties > Advanced.

Setting a database identifier
A database identifier is a code of up to 5 characters in length that is appended to the identifier of each
record in the database. This identifier can be used to track the origin of records when they are exported
into other systems.

The database identifier is only necessary if you plan to interact with records taken from different
databases. If you are using iBase database replication, a database identifier is mandatory.

Important: The use of a database identifier has an impact on performance since the database identifier
is appended to the record identifier on every record.

To set a database identifier:

1. Select File > Database Properties.

2. Onthe Advanced page, enter your Database Identifier.

Note: The database identifier can be up to 5 characters in length and must be alphanumeric.
3. Select OK.

Adding extra details for auditing
When records are being audited, you can specify a field that is included in all audit entries. You can use
this field to include extra information.

When the audit level is set high enough to log information about item creation, modification, and
deletion, iBase searches for a field on the item with a name that matches the text in the Extra Detail
Field for Audit Log field. If the field is available, the value from the field is entered into the 'Extra detail'
column in the audit log.

For example, if you set the free-text field to AKA, then create a person who is called Rober t , with the
AKA field is set to Bob. The audit entry for that item creation has Bob as the Extra Detail value. If you
then edit Rober t to be called Jonat han and as part of that same edit, change AKA to Jon. The audit
entry for the modification has Jon as the Extra Detail value.
To set a field to be used for extra details:
1. Select File > Database Properties.
2. On the Advanced page, enter the name of the field to use Extra Detail Field for Audit Log.
3. Select OK.

Enabling soft delete
Deleting records is a permanent and irreversible operation unless soft delete is enabled for your

database. When soft delete is enabled, deleted records, whether deleted individually or in batches, are
removed from the user's view of the database but you have an opportunity to undo the deletion.

Soft deleted records do not appear in search results or in record lists (when listing and browsing
records). A soft deleted record is a record that is marked in the database to prevent it appearing in
general use, but without removing the information completely.

If you have system administrator rights:

¢ You can view the soft deleted records that are not purged.
¢ You can restore soft deleted records.
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¢ You can permanently remove soft deleted records.
If soft delete is not enabled, then deleting records is a permanent and irreversible operation.

Note: If records are currently soft deleted, you are unable to disable soft delete on your database
without resolving these records.
To enable soft delete:
1. Select File > Database Properties.
2. Onthe Advanced page, select Soft delete.
Setting the database to read only

A database can be set to read only to prevent changes to the records that it contains. When a database
is set to read-only, sets, queries, and other folder objects can still be created.

You might want to set a database to read only for a number of reasons, for example:

« An investigation might be complete
e The records might be imported from a different data source that is regularly updated

To set the database to read only:
1. Select File > Database Properties.
2. Onthe Advanced page, select Read Only.
3. Click OK.
Turning on Security Classification Codes control
Standard (SCC) security restricts record access based on membership of specific user groups. By

restricting access on a need to know basis, restricted data can be accessed by authorized users but not
generally available.

Security Classification Codes must be set up before you enable SCC control.

Note: If you would like to restrict a set of records for access by the same group of users, the alternative
to Standard (SCC) control is to enable Case Control.
To turn on Security Classification Code control:
1. Select File > Database Properties.
2. Onthe Advanced page, enter your Restrict SCC Lists to Accessible Items Only.
3. Select OK.
Turning on Case control

Case control is used to partition the records in your database into a number of cases. Partitioning your
database allows you to provide groups of users with access to the records in particular cases.

For more information about case control, see Working with cases on page 221.

To turn on case control;
1. Select File > Database Properties.
2. Onthe Advanced page, select the Case Control option.

Note: Case control options are only available if database replication is not installed.

Setting the first day of the week
The first day of the week is used in calculations on dates and date parts. A default first day of the week
is taken from your system, but can be set to match your needs.

The first day of the week defaults to <System>:
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« For Microsoft” Access databases the first day of the week is Sunday

« For SQL databases, the first day of the week is derived from the current locale as set on your
machine or using the locale ID of the SQL Server machine

This setting only needs changing if the locales on the SQL Server machine and your local machine
differ, or you want your week to start on a different day.

To change the first day of the week:
1. Select File > Database Properties.

2. Onthe Advanced page, select the First Day of Week.

3. Select OK.

Global setting validation in a replicated environment

To prevent issues, certain database settings must be used consistently in environments that use either
database replication, or database subsetting. When you are working in replicated environments, you
are notified if these settings are not consistent, and must resolve the issue before the database can be

used.

iBase setting

Description

Audit level

The amount of information that is stored about
user interactions with the data that is stored in
your system. As different audit levels record
different amounts of information, it is impossible to
synchronize data in environments where the audit
levels differ.

Audit history

The types of interaction that are recorded

in the audit logs. As different audit history
settings record different types of information, it is
impossible to synchronize data in environments
where the audit history is different.

Field attachments

Whether documents and images can be
associated with specific fields rather than stored
in fields that are set up as document or image
field types. To prevent these attachments from
potentially being lost, you cannot synchronize
databases unless their field attachment setting
matches.

Note: You can use field attachments to change
how entities are displayed on charts based on
the information of interest. This information is
accessible when the record is open, but is not
searchable.

For more information about field attachments, see
Enabling field attachments on page 217.

Field security

Whether you can set the SCC access to a
record at a field level. To prevent information
from potentially being visible when it should be
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iBase setting Description

restricted, you cannot synchronize databases
unless their field security setting matches.

For more information about the field security, see
Enabling field security on page 217.

Field confidence Whether you can grade the information in a
record at a field level. To prevent this grading
information from potentially being lost, you
cannot synchronize databases unless their field
confidence setting matches.

For more information about field confidence, see
Enabling field confidence on page 217.

Soft delete Soft delete allows records to be removed from
view without removing their details from the
database.

For more information about the soft deleting, see
Enabling soft delete on page 72.

Note: Soft delete has to be enabled in replicated
databases.

Changing the Bulk import location
When you activate bulk import, you enter the SQL Server credentials and the location of the files to
import. You can change the location of the bulk import data files folder later, without having to reactivate
the database for Bulk Import.

The database must be set up to use bulk import. For more information see Activating bulk import on
page 231

You can change the location of the bulk import data files folder later, without having to reactivate the
database for Bulk Import. This changes the path for all users of Bulk Import:

Note: This folder must be shared. iBase users must have a Windows account that has read/write
permissions for this folder. The account under which SQL Server runs requires read permission for this
folder.
1. Open File > Database Properties > Advanced.
2. Enter the UNC path of the folder in Bulk Import Data Files Folder.

Allowing non-adjacent filtered pick lists
Pick lists can be set up to display different values based on the selection of a value in a parent pick list.
Normally, to filter a pick list, you must have the parent list field placed directly next to the child list, but
you can select to allow filtering if both fields are available.
1. In iBase Designer, open File > Database Properties > Advanced.
2. Select Allow non-adjactent filtered pick lists.
3. Restart any open iBase clients to see the changes.
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SQL Server database names

The names that you choose for the security (i ds) file and database (i db) file in iBase are used to
generate the names of the SQL Server databases. For this reason, you might want to discuss the
naming convention to use with your SQL Server administrator.

Main iBase database

A complete logical iBase database (for entity and link data) contains two Microsoft” SQL Server
databases:

* An iBase database:

Typically the database name is similar to the name of the connection file, but is subject to
modification to comply with SQL Server naming rules.

The database name always contains an underscore (_ ). For example, if the requested database
nameis | ntel | i gence, SQL Server uses the name | nt el | i gence_ and the connection file
remains | nt el | i gence. i db. Additionally, any spaces in database names are replaced by
underscores (). T

¢ An Audit Log database:

The Audit Log database is the database name with _log added at the end, for example
Intelligence_ | og.(Notice the double underscore in this single-word database name.)

These two databases are always present.

iBase security database

Optionally, iBase security data can be held in an SQL Server database. The SQL Server name follows
the rules for the main iBase database but is appended with _sec. For example, if the name of the
Access security file is I nt el | i gence. i ds then the SQL Server nameis | ntel | i gence__sec.

Renaming SQL Server databases

To rename an SQL Server database that contains entity and link data (not security data), create a new
database in iBase Designer with the wanted name. The name must uniquely identify the database within
your iBase system and also when used with third-party iBase databases. You must be logged on to the
correct security file when you do rename a database. The connection file that is required by iBase to
connect to the database on the server is also created. To move the data to the new database, your SQL
Server administrator must make a backup of the SQL Server database that you want to rename and
then restore the backup over the new database.

Attention: You cannot rename an SQL Server security database in this way. You lose the
connection between the security file and the databases that it secures and prevent your users
from opening the databases.

Upsizing a database to SQL Server

Existing iBase databases can be upsized from Access to SQL Server. The original Microsoft Access
connection file is replaced with a connection file for SQL Server, but the content of the upsized database
and text search indexes remains unchanged

Important: Upsizing a database is an irreversible operation.

1. Select Tools > Database Setup > Upsize > Database to SQL Server.
2. In the first page of the wizard select the database.
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3. Enter a name for the backup file. If you do not want to create a backup to disk, delete the suggested
name. Click Next.

4. In the next page enter the SQL Server information and click Next.
Note: Only select the (local) option from the Server drop-down list if the database is for personal
use.

5. Check the information in the third page and click Finish.

As the database is upsized a list of operations is displayed. When the upsize is complete, scroll
through this list and check that all values in the Status column are "Success". When you close list,
iBase Designer opens the SQL Server database.

6. Check that the settings in the Configuration and Advanced pages of the Database Properties dialog
are as expected; they are for an SQL Server database.

7. Close the database.
8. Select Tools > Database Administration > Schema Integrity Check.

9. Select the upsized database and complete each page of the wizard. When you have completed the
wizard, the SQL Server database is opened and ready to use.

Database subsets

A database subset is a portion of records in the database that are copied into a separate database. This
collection of records are selected by creating a database subset definition that consists of the results of
queries and sets.

You might want to create a database subset for a number of reasons:
Creating an environment that matches your current production environment for testing or
training.

Adding a smaller amount of real data from a production environment lets you test changes to the
database, or train users in as close to the production environment as possible.

Working with a set of data that relates to a specific department or organization.
By creating an environment that only contains specified data allows sanctioned data to be shared.

A database subset can be created from a query at any time, unlike the information in a case, that is
assigned as the data is added.

To create a database subset:

1. Define the records to include using a subset definition.
2. Create the database subset in either Microsoft” Access or SQL Server.

The database subset can then be used independently, and if required, you can synchronize any
changes with the original database.

Creating a database subset definition

The records in a database subset are selected by creating a database subset definition. When you
have created the definition, you can use it to export the data you selected as XML, or you can create a
database containing the selected records.

To define the records in a database subset:

1. Log on as a user with permission to add folder objects, and open the database.

2. Select File > Data > Database Subsets > Database Subset Definitions.

3. Click New.
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4. Select the records by adding queries and sets to the definition.

The queries and sets form a part of the definition and deleting any of these sets or queries, as
opposed to just removing them from the definition, invalidates the definition and any database
subsets created from it.

Note: If the subset definition is being used to create database subsets in Microsoft Access, you

can use parameterized queries and the values required to run these queries are entered when the
database subset is created (or synchronized). If you include parameterized queries, then you must
enter values for them when creating database subsets (and when synchronizing). Advanced subsets
cannot be created using subset definitions that include parameterized queries.

5. Click Save to save the definition.
To create a database subset from your definition:
6. Select the type of database storage to use for your subset:

* To create a subset in a Microsoft Access database, select Create Subset, and follow the
instructions in Creating database subsets (Microsoft Access) on page 78.

* To create a subset in a Microsoft SQL Server database, select Create Advanced Subset, and
follow the instructions in Create advanced database subsets (SQL Server) on page 80.

The database subset definition is created.
At any stage, you can:

« Change the definition by adding new sets and queries or by removing them (during synchronization
the database subset will be re-created).

+ Rename and move the sets and queries that are listed in the definition (this updates the definition).
« Rename the definition.
« Move the definition to a different folder.

You can also delete the definition if it is:

* No longer required to create new database subsets.
* No longer required to update database subsets at the end of synchronization.

Creating database subsets (Microsoft Access)

You can create a database subset from the records that are included in the results of running queries or
sets that are specified in a database subset definition. If you use the Create Database subset option,
the subset database will be in Microsoft Access format.

Before you can create a database subset, you need to specify the records that you want to copy to the
new database by creating a database subset definition.

Note: Only database administrators can initialize the database for database subsets.

To create a database subset:

1. Log on as a user that has the Database Creator role.

2. Open the database from which you want to create the database subset.
3. Select File > Data > Database Subsets > Create Database Subset.
4

. In the Identifier box, enter a unique ID for the database subset. The ID is up to five alphanumeric
characters long. Previously-used identifiers are listed in the Utilized Identifiers list.

5. In the Name box, enter a name that will be used for both the subset security file and subset
database.
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6. A new user account with system administrator permissions will be created in the subset security
file. Enter the username and password for this account. This account will be used to synchronize
the database subset with the main database and to log on to the database subset if no other user
accounts are added to the security file.

Note: Any records added to the database subset will have this user as their “Create User”. You may
therefore want to select a username that will be meaningful once these records are uploaded to the
main database.

7. In Destination folder, browse to the folder where you want to create the subset security file and
database. You can create a new folder if you have sufficient Windows permissions. The folder you
use can contain only one iBase database and security file.

8. In Subset Definition, browse for the definition that defines the data to be copied to the new
database. At this stage, it is not possible to know whether the definition is still valid or whether the
total number of records exceeds 50,000 (the maximum allowed records).

9. Click Create to continue.

You will be warned if the definition is invalid because it contains deleted queries or sets, or if the total
number of records exceeds the 50,000 record limit.

10.Click OK to create the database subset.
If the definition contains any parametrized queries then you will be prompted for the values. You can
click Cancel but doing so will also cancel the creation of the database subset.

Synchronizing database subsets
Database subsets are used remotely, and the records they contain must be synchronized with the main
database regularly. Although in most cases, records are modified either in the subset or in the main
database, you might need to resolve conflicts that arise.

You must connect to that database as a system administrator of the database subset to ensure that you
have access to all records in the database subset and the necessary permissions.

During synchronization, you can choose whether the database subset expires after synchronization is
complete.

Synchronization begins by identifying the records that are needed to repopulate the database subset
by examining the queries and sets in the database subset definition. If the definition comprises any
parameterized queries, then you are prompted for the parameter values. If you cancel entry of these
values, then synchronization is also canceled. This step is not necessary for database subsets that are
set to expire.

The main database is then updated in three phases:

1. All newly created records in the database subset are added to the main database, with the same
record identifiers, create date and time, and the same create user.

2. Any updated records in the database subset are copied to the main database:

< An update to a database subset record is applied to the main database if the main database
record is unchanged since the last synchronization.

« Ifarecord is changed in both the main and the subset databases since the last synchronization,
then the conflict is resolved by applying the rule that is selected by the user.

« All soft deleted records in the database subset are ignored. They do not delete the corresponding
record in the main database.

3. Finally, either:
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¢ The database subset is updated with the changes and additions that are made in the main
database.

e Or, if the database subset is set to expire, then all the entity and link records are deleted, and the
database subset is set to read only.
To synchronize a database subset:
1. Back up the main database if it is an Microsoft” Access database.

This step is unnecessary for SQL Server databases because updates are committed to the main
database after each phase of the synchronization process.

2. Log on to iBase as a user with the Database Administrator role, and then open the main database.
3. Select FileData Database Subsets Synchronize Database Subset.

When a conflicting change is made in the same record (in any field in that record) in both the main
database and database subset, you can choose to:

» Keep the changes made to all the main records that are in conflict, and discard all the changes that
are made to the corresponding subset records

« Keep all the changes made to the subset records that are in conflict, and discard all the changes that
are made to the corresponding main records

The user decides without knowing which records are affected or what the conflicts are, and the rule that
is selected applies to all records with conflicting changes.

Note:
« If the main record is deleted, and is changed in the subset, then it is either restored and updated (to
match the subset record) or re-created (depending on whether it was soft deleted or purged).

< Restoring or re-creating a link always results in its link ends being restored or re-created if
necessary.

» Restoring or re-creating an entity results in its links being restored or re-created; but only for those
links where the other end of the link is still active.

Create advanced database subsets (SQL Server)

You can create a database subset from the records that are included in the results of running queries or
sets that are specified in a database subset definition. If you use the Create Advanced Subset option,
the subset database will be in Microsoft SQL Server format.

Before you can create a database subset, you need to specify the records that you want to copy to the
new database by creating a database subset definition.

Note: Only database administrators can initialize the database for database subsets.

To create an advanced database subset:

1. Log on as a user that has the Database Creator role.

2. Open the database from which you want to create the database subset.
3. Select File > Data > Database Subsets > Create Advanced Subset.
4

. In the Name box, enter a name that will be used for both the subset security file and database
subset.

This also generates the Database Name displayed in the SQL Server (subset) section.
5. The subset security file will be generated with the same users as the master database.
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6. Enter the Server connection URL in the Sever box, and enter your database credentials, these can
be:
* An exact duplicate of the credentials used to access the master database.
e A specified user name and password
¢ Windows Authentication

Tip: Test your connection each time you change the server or the credentials used to access it.

7. In Destination folder, browse to the folder where you want to create the subset security file and
database identifier. You can create a new folder if you have sufficient Windows permissions. The
folder you use can contain only one iBase database identifier and security file.

8. In Subset Definition, browse for the definition that defines the data to be copied to the new
database. At this stage, it is not possible to know whether the definition is valid.

9. Click Create to continue.

You will be warned if the definition is invalid if it contains parameterized queries, deleted queries or
sets, or if the total number of records exceeds the record limit (5 million).

10.Click OK to create the database subset.
Advanced synchronize
Synchronizing databases, uploads the data from the database subset to the main database and

downloads new and updated records in the subset definition to the database subset. You can update
the database subset using the original subset definition or you can select a different subset definition.

When you synchronize an advanced database subset, the records are compared, any records that have
been updated either the main database or the database subset is updated in the other location.

A conflict occurs when an entity or link is changed in both the main database and the database subset.
To resolve the conflict, you need to decide which record you want to keep. You can either:

« Discard the subset record changes, keeping the changes to the record in the main database and
lose the information in the record from the database subset.

» Keep the subset record changes, keeping the information in the record in the database subset and
overwriting the changes in the main database.

If the main record is deleted, then it is:

« Restored and updated to match the subset record if Soft Delete is in use.
* Re-created if the record is deleted or purged.

Restoring or re-creating a link always results in the link ends being restored or re-created if necessary.
Restoring or re-creating an entity also restores or re-creates any associated links if the other end of the
link is still active.

During synchronization, the following error messages might be displayed:

* The database subset has expired. - You cannot reuse an expired database subset. Re-create it from
its database subset definition.

« The database subset has an incompatible schema. - The database subset is invalid because the
schema of the main database was changed after the database subset was created. To fix this
problem, use the Database Schema Update option in iBase Designer.

« The database subset is read-only. - Use iBase Designer to change the database properties of the
database subset so that it is no longer read-only. Although you can change the Read-only property in
an expired database, you cannot reuse it.
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« This is not a valid database subset. - The selected database subset is either not a database subset
or it might be a subset of a different database. You can set the database subset to expire if you do
not need it any longer. This deletes the contents of the database subset and mark it as read-only.
The database subset can never be reused.

When you synchronize an advanced database subset with the main database:

* Newly created entities and links in the database subset are added to the main database, with the
same record identifier, create date or time, and create user.

« All (soft) deleted records in the database subset are ignored - they have no effect on the main
database.

¢ Records in the main database are updated to match the changes in the database subset if there are
no conflicts.

< If arecord has changed in both the main database and database subset, since the last
synchronization, then conflict resolution is applied. See below for details.

At the end of synchronization, you are informed of the changes made to the main database:

¢ The number of new records added to the main database.
« The number of records updated in the main database with changes made in the database subset

If Soft Delete is used: the number of records restored as a result of conflict resolution

If Soft Delete is not used: the number of records that are re-created as a result of conflict resolution
¢ The total number of conflicts resolved (at record level)

When synchronization is complete, an updated database subset, re-created using the latest version of
the subset definition, is available for reuse in the field. Alternatively, the database subset is set to read-
only if the database subset was set to expire.

To synchronize an advanced database subset:

1. Log on using a user account that has the Database Administrator role and permission to add
records, update records, delete records, and update or delete records created by other users.

Open the database from which the database subset was created.

Select File > Data > Database Subsets > Advanced Synchronize (SQL Server).
Browse for the database subset containing the records that you want to load.

Enter the iBase username and password used to access the database subset.

o ke

Note: This user account should also have the Database Administrator role and permission to add
records, update records, delete records, and update or delete records created by other users.

6. Optional: Use the Options to determine whether field attachments and records that have been
deleted are included in the synchronization.

7. Click Next.

8. Decide how you want to handle any conflicts between changes made in the main database and
those made in the database subset. By default, synchronization will never overwrite changes in the
main database.

Note: At this stage it is not possible to know whether there are actually any conflicts.
9. Click Next.
10.View the list of changes and use Ignore Selected to stop selected records from being updated.

11.Optional: Decide whether to update field attachments where they differ using Include field
attachments when repopulating.
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12.0ptional: To discard the subset after uploading the records to the main database, turn on The
database subset should expire after synchronization.

13.Click Syncronize.

Advanced synchronization behavior

Subset synchronization is a two-step process. First, the changes in the subset are pulled into the
original database, and then the subset is repopulated from the original database that uses the current

version of the subset definition.

This process leads to the following synchronization behavior for records that match the subset definition:

Main

Subset

Synchronization result

Added

Changed
Unchanged
Changed

Soft-deleted

Soft-deleted

Added

Unchanged
Changed
Changed

Unchanged

Changed
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No changes to synchronize so
both remain unchanged.

Record added to the subset if
the record matches the subset
criteria.

Record added to the main
database.

Subset record is updated.
Original record is updated.

The user's preference of conflict
resolution behavior is used.

Note: If the changes in the
main database include security
changes that remove your
permission to update the record,
you are unable to synchronize.

¢ If the subset definition
includes soft-deleted records,
the record is marked as soft-
deleted in the subset.

¢ If the subset definition does
not include soft-deleted
records, the record is
removed from the subset.

Record updated in the main
database to match the subset
changes.
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Main Subset Synchronization result

Unchanged Soft-deleted Record marked as soft-deleted
in the main database.

* If the subset definition
includes soft-deleted records,
the record is marked as soft-
deleted in the subset.

« If the subset definition does
not include soft-deleted
records, the record is
removed from the subset.

Changed Soft-deleted The record recreated in the
subset including the changes.

Changed Changed then soft-deleted The user's preference of conflict
resolution behavior is used.

Note: If the changes in the
main database include security
changes that remove your
permission to update the record,
you are unable to synchronize.

Changed then soft-deleted Changed The user's preference of conflict
resolution behavior is used.

Note: If the changes in the
main database include security
changes that remove your
permission to update the record,
you are unable to synchronize.

Purged/Deleted Restored from a soft-deleted Record recreated in the main
state database.
Purged/Deleted Unchanged Record removed from the
subset.
Purged/Deleted Changed Record recreated in the main
database.
Changed then Purged/Deleted Changed Record recreated in the main

database but without any
changes made to the main
record since the subset was last

populated.
Unchanged Purged/Deleted Record recreated in the subset.
Changed Purged/Deleted Record recreated in the subset.

Note: If the subset definition is changed, or records are added to the subset that do not match the
criteria in the definition. New or updated records will be added to the master database and subsequently
removed from the subset.
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Configure auto-synchronization
If you have advanced subsets, you can set up automatic synchronization between each subset and the
master database. Automatic synchronization means that any data changes are detected and refreshed
regularly.

When automatic synchronization is enabled, the process is added to the system tray, and any changes
are resolved following the options that are selected when the synchronization is set up.

1. Log on using a user account that has the Database Administrator role and permission to add
records, update records, delete records, and update or delete records that are created by other
users.

Open the database from which the database subset was created.

Select File > Data > Database Subsets > Configure Auto Sync.

Browse for the database subset that contains the records that you want to synchronize.
Enter the iBase username and password that is used to access the database subset.

o s b

Note: This user account also needs to have the Database Administrator role and permission to add
records, update records, delete records, and update or delete records created by other users.

6. Optional: Use the Options to determine whether field attachments and deleted records are included
in the synchronization.

7. Click Next.

8. Decide how you want to handle any conflicts between changes that are made in the main database
and changes made in the database subset. By default, synchronization never overwrites changes in
the main database.

Note: At this stage, it is not possible to know whether there are any conflicts.

9. Click Next.

If the subset definition contains any parameterized queries, then you are prompted for the values
to use. If you cancel entry of the parameter values, you also cancel the synchronization of the
databases.

10.Optional: Decide whether to update field attachments where they differ using Include field
attachments when repopulating.

11.Click Syncronize.

Creating case-controlled databases

If you need to restrict access to data on a case by case basis, you must to create a case-controlled
database. Because you cannot convert a case-controlled database to a standard (SCC) controlled
database, consider carefully whether you require this facility.

Note: You cannot use cases and Security Classification (SC) codes in the same database. You cannot
use cases in a replicated database (or if iBase database replication is installed).

What is case control?

All data in a case-controlled database is partitioned by case. Every record belongs to a single case, and
each user is assigned to one or more cases. Data cannot be shared between cases - data can only be
entered, whether by manual entry or by importing, when a single case is selected. However, records
from two or more cases can be analyzed together, for example by running queries and reports.

A record in a case-controlled database:

* Belongs to a single case.
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« Might be duplicated across cases, such as a repeated telephone number, address, vehicle, but with
distinct case ownership - updating one record does not update the other.

e Can only be edited or deleted when working in a single case.

e Cannot be linked to records in other cases.

« Is always read-only if it belongs to a closed case (but still appears in searches and queries).
A user in a case-controlled database:

» Sees only the records in the cases to which they are assigned.

« Sees all the records to which they have access when they work in multi-case analysis mode.

e Can only update records (either manually or by importing) in a single, open case. When working in a
case, all reports, queries, browses, and so on, apply just to the records in that case.

Note: Sets are not specific to any case. A set can contain records from all the cases assigned to the
user and, if the access to the set is Public, might also contain records added by other users, from other
cases. However, a user only ever sees the records that belong to the current case (or all their assigned
cases if working in multi-case analysis mode).

The history of each case can be recorded in the audit log. Actions include: Case Added, Case Closed,
Case Deleted, Case Name Changed, Case Reopened.

Defining access to cases

All users, including database administrators, must be assigned to one or more cases before they can
open a case-controlled database in iBase.

You do not need to assign system administrators to cases. Any system administrator can, in iBase
Designer, add cases and assign users to the cases. They can also assign all the users who are
members of a Data Access Control group.

See Creating and Managing Cases in iBase for details of creating cases and assigning users to them.

Displaying case names

By default, the case name is not displayed as part of the record - to display the case name in iBase you
need to add a case field to each entity and link type. You might prefer to use a standard field for this.

A case field is useful to users working in multi-case mode who might want to know which case a record
belongs to. Case fields are less useful to users who work only in one case at a time because the name
of the case is displayed in the title bar of the iBase window at all times.

Note: Itis not possible to change the value of a case field.

Creating a case-controlled database

You can create a new case-controlled database. This is similar to creating a standard database.
In the Create New Database dialog:

1.
2.

=

In iBase Designer, select File > New Database.

N

. On the Configuration page, select SQL Server as the database type.

w

On the Advanced page, select Case Control.
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This option is not available in the following situations:

¢ If you also select a database template that uses SCC control - you must to create the database
first and then convert it to case control later (before any records are entered).

« If iBase database replication is installed on the machine.

Note: After you create the database, you are not able to select the Standard (SCC) Control

option, on the Advanced page of the Database Properties, which would allow the use of security

classification (SC) codes. It is not possible to create a case-controlled database from a template

that uses standard (SCC) control and vice versa. A template always inherits this setting from the
database used to create it.

Converting a database to case control

SQL server databases without database replication can be converted to case-controlled databases. This
allows copies of the data to be used remotely without connection and synchronized when connection is
available.

Turning on case control is an irreversible process. Ensure that you back up your database before you
experiment with this facility on a database that contains data. Where there is no data yet, you might
create a template from your database instead of backing up.

After you convert to case control:

* You cannot convert the database back to standard (SCC) control.

¢ Menu commands and options that apply to security classification (SC) codes and SCC lists are no
longer available.

« Any records that are classified by using security classification codes are stripped of those codes and
assigned to a default case.

Note: You can preserve the classifications represented by security classification codes, for example
to place Confidential records in a separate case to other records. Before you turn on case control, you
would need to export the Confidential records that you want to allocate to a different case. If required,
you can delete those records from the database - this means that the Confidential records will not
become part of the default case. After the database is case controlled, import the Confidential records
into the required case(s).
To convert an existing database to case control:
1. If you have an Access database, convert the database to SQL Server format.

For more information, see Upsizing a Database to SQL Server.
2. Select File > Database Properties.
3. On the Advanced page, select Case Control and click OK.

Note: This option is not available if iBase database replication is installed on the machine.

4. Confirm that you want to proceed with the conversion to case control and the removal of existing SC
codes and SCC lists.

5. Enter the name of the default case. All existing records, folder objects, and alert definitions will be
moved to this case.

You can use export and import to move records between cases.

6. If alerting is in use, assign all users who have created alert definitions to the default case. You must
do this before you close the database.
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é Warning: Alert definitions without owners are deleted when you close the database.

iBase cases

Cases can be created in either iBase or iBase Designer. Cases can be accessed by people who are
assigned to the case.

Before a user can open a case-controlled database, you as a system administrator must assign them to
one or more cases. When a user opens a case-controlled database, they then select:

« Either, a single case to obtain read/write access to the case, if the case is not closed and that they
belong to a user group that grants add, modify, and delete permissions. (Some analysts only ever
require read-only access to the data.)

e Or, all their cases (by turning on Multi-Case Analysis) to obtain read-only access to all the cases
assigned to them.

Regardless of the type of access, a user who selects all their cases, when they open a database, only
ever has read-only access to their cases.

When no cases are defined, only administrators with the Database Administrator and Security
Administrator roles can open the database in iBase; for example, to create a new case. To add data to
the new case, they must select the case by selecting File > Change Case.

Note: To obtain information on the cases in a database, run a Security Design report.

Creating new cases

Cases can be created and updated by any administrator with both Security Administrator and Database
Administrator roles.

1. To create a new case:

« In iBase Designer: Select New > Case from or in the Database Explorer, right-click on Cases,
and select New.

< IniBase: If required, select a single case on opening the database and select New > Case.
Creating a case does not select it. To change to the new case: select File > Change Case. The
name of the current case is shown in the title bar of the application window.

2. Enter the details of the case.
3. Assign users to the case.

Giving and revoking access to cases

You authorize users to work on a case when you create or edit it. You can either assign users one at a
time or you can assign all the users who are members of a Data Access Control group.

Note: The Users page lists the users who are assigned individually to the case. If a user has access
to a case because they belong to a group that is assigned to that case, then they are not listed on the
Users page of the Case.

You do not need to assign system administrators to cases. Administrators (with both the Database
Administration and Security Administration roles) always have access to all cases.

New or amended access to a case only takes effect the next time a user opens the database.

When you revoke access to a case, note:

© N. Harris Computer Corporation (2022)



i2 iBase documentation | 89

« If a user has access to a case because they belong to a group that is assigned to a case, then you
can only revoke access by removing the user from the group.

« If alerting is in use, then the user is removed from any alert definitions that they own. These alert
definitions remain active for other users. A system administrator can delete the alert definitions if
required.

Listing existing cases

You can view a list of all the cases in the database in two places:

< In iBase Designer: Click Cases in the left pane of the Database Explorer to list the cases in the right
pane.

* IniBase: Log on with an account with both the Security Administrator and Database Administrator
roles and select a database to open.

To obtain information on who is assigned to which case, run a Security Design report, select Security >
Security Design Report.
Modifying cases

In both iBase Designer and iBase, you can modify the description of a case, change who has access to
it, and open or close it (see the following sections). You can only change the name of the case in iBase
Designer. When you change the name, all the records belonging to the case are updated as well.

In iBase, for users with current sessions, the changes take effect next time they open the database.
To modify a case:

* IniBase Designer, right-click on the case in the Database Explorer, and select Edit.

« IniBase, select from the Edit menu, select Case. You can only modify the case that you selected
when you opened the database.

Viewing case statistics

You can view statistics by case or by database. To view statistics:

« In iBase Designer, select File > Database Statistics.
« IniBase, select File > Properties Database Statistics.

In iBase Designer, record statistics are displayed by case (both open and closed) for the whole
database. For example, click the Entity Types by Case tab to see the number of entity records by type
for each case. The number of entity records for the database is displayed on the Entity Types page.

In iBase, Database Statistics display only the statistics for the cases that are accessible to the user.
For example:

* A user who selects a single case sees statistics for that single case.

« A user who works with all their cases sees statistics for entities in all their cases on the Entity Types
page, and a breakdown by case on the Entity Types by Case page.

< A system administrator always sees statistics for all the cases in the database, even if they select a
single case when opening the database.

You can also print the database statistics with a breakdown by case if required.
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Closing and reopening cases

In both iBase Designer and iBase, you can close cases. When you close a case, the closure date is
recorded. The closure date is taken from the date set on the user's machine. If required, you can reopen
cases, and the closure date is retained until you close it again.

A closed case is read-only and no one can edit the records that belong to the case. However, any user
who is assigned to the case can select it when they open the database. When more than one case is
selected, operations such as finding and querying includes results from both closed and open cases.

To review the complete history of a case, use the audit log.
To close or reopen one or more cases:

¢ IniBase Designer: in the right pane of the Database Explorer, right-click on a case, and from the
menu, select Edit.

« IniBase: log on as an administrator with the Security Administrator and Database Administrator
roles, select the case that you want to close or reopen, and select Edit > Case .

You can then change the status of the case on the General page.

Deleting cases

When you delete a case in iBase Designer, you delete all the records that belong to that case, all the
entries in the audit log for those records, and all alert definitions.

Before you delete a case:

1. Archive the records in the case. Either by backing up the database, or alternatively, exporting all
records to text files.

2. Archive the audit log for the case, making sure that you have archives that cover the period of the
case.

To delete a case in iBase Designer:

« In the Database Explorer, right-click on the case, and select Delete.

Routine maintenance

There are several areas in iBase that require routine maintenance to ensure that your database
continues to run correctly. Where possible, you can use tools that are provided in iBase Designer to run
maintenance tasks.

The commands for routine database maintenance are available from the Tools menu in iBase Designer:

Maintaining database tables and indexes
All databases and security files operate more slowly as deletions and changes increase the
fragmentation of the data.

For Microsoft” Access databases and security files, use the relevant Tools > Database
Administration > Repair/Compact option.

For more information about maintaining tables and indexes in SQL Server databases, see
Performance Tuning in iBase Designer on page 117.

Maintaining search indexes
Depending on the type of search, the method of maintaining the search index varies:

» For Search 360, ensure that:
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e The Index Service is scheduled to run regularly.

« The | Basel ndexDB database and Searching Conf i g. xm configuration file are included in
your backup schedule.

* The transaction log is monitored, and cleared when it becomes too large.

» For Word Search indexes, run Tools > Search > Word Search Indexing each time that you
want to update the index.

* For Full-Text Search indexes, you can use Tools > Search > Full-Text Search Indexing to set
up ongoing updates, either with a regular schedule or in response to changes in the database
content. On a less regular basis, you might want to respond to user comments or new types of
recorded data by updating the lists of excluded words or synonyms.

For more information, see Setting Up Search on page 176.

Check for responsiveness and integrity of the database.
If users report slow performance or recurring errors in normal operation, it might indicate fragmented
disk files or some kind of corruption.

In iBase Designer, you can use the commands: Repair/Compact Database File, Schema Integrity
Check, and Link Integrity Check. There might also be causes external to the database system,
such as other processes that run on the server or client computers or poor network connections.

For more information, see Checking a database on page 107.

Managing databases that use Soft Delete

In databases using soft deletion of records, purge or restore records as required. For more
information, see Batch delete on page 93.

Managing databases that use cases

In databases that use cases, add new cases, give and revoke access to cases, and close old cases
as required. For more information, see iBase cases on page 88.

Monitoring iBase usage

Monitor the following regularly:

Audit logs

Use the external iBase Audit Viewer to monitor usage and identify any repeated events such as
failed logons or repeated editing or analysis activities that might indicate user difficulties.

Pick lists

You might find that users are frequently typing to supply alternatives to entries suggested in a pick
list. You can add these entries to the pick list if required.

Datasheets

Datasheets provide alternative ways of creating or viewing records. Their effectiveness might need
monitoring. For example, you might find that analysts want to view an entity in association with
selected fields from a particular type of link and linked entity, or that data entry might be made faster
by reordering and regrouping the fields of information.

Select Tools > Datasheet Manager to start editing or creating datasheets.

Reviewing database design, statistics, and security

At any time, you can use iBase Designer to view, or change, the database properties that are chosen
when you created the database, and view data statistics and a database design report. With default
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access control, all users of iBase can view, but not change, database properties, database statistics,
and a database design and statistics report. Select the relevant command from File > Properties.

The security design report can have several forms, but always lists security groups, users, and their
consequent permissions or restrictions. You can choose to include user information if required.

The security design report presents all the information held in the security file to which you are logged
on. The report does this first by group, listing the group's properties (if any) and user membership; then
by user, listing the accumulated permissions of the user, possibly gained by membership of several
groups, and the groups of which the user is a member.

If you have databases open, the report includes the use made of Data Access Control groups in the
active database.

Note: The security design report does not include details for the use made of Folder Object Control
groups.

Routine maintenance on the database servers

You need to maintain adequate free space on disk for databases, search indexes, audit logs, and any
linked documents. This is largely a matter of using tools supplied with Windows™ to monitor both the
free space and the size of the files that are growing most quickly to reduce that free space.

The strategy that you adopt for databases might vary from moving old data to archives with iBase batch
export, batch delete, or creating new databases to hold current data for each year or other time period.
For audit logs, the external iBase Audit Viewer provides a way to view, archive, and delete old audit
records.

You need to maintain adequate backups of the database, security file, and audit logs. You should
schedule backups for a time when no users are using the database. See Backing Up iBase Databases.

Database backup procedures depend upon the type of database, Microsoft” Access or SQL Server.
Back up each security file frequently, as a complete file. Back up audit logs using the external iBase
Audit Viewer to identify data for archiving. For further details, see the Audit Viewer help.

Routine maintenance in SQL Server

For large SQL Server databases, disk operations have a significant effect on the performance of the
database. To reduce the amount of data that is read from disk during queries, iBase applies indexes to
the data. Over time as data is added to and deleted from the database the indexes become fragmented
and larger than they need to be. This reduces performance because more data blocks are read into
memory to process a query. Eventually, without corrective action, the result is queries that run many
times slower than in a newly indexed database.

You need to maintain the indexes of an SQL Server database. The larger the database, the more
benefit comes from regular maintenance of the indexes:

« For databases that use legacy indexing or that are tuned in SQL Server, this is done by your SQL
Server administrator.

« For databases that use indexes that are optimized in iBase (and that are not tuned in SQL Server),
this can be done in the Performance Tuning dialog in iBase Designer. See Performance Tuning in
iBase Designer for details.

The indexes should be rebuilt regularly, at intervals that are determined by your SQL Server
administrator who is able to measure the fragmentation of the indexes using tools in Enterprise Manager
or Management Studio. For example, a database that is updated with imports that use the Bulk Import
method might require reindexing after each bulk import.
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Each rebuild takes some time and should be scheduled to take place when the database is not in use.

Batch delete

Users can delete records from the database either individually or in batches. When an entity record is
deleted, all links to that entity are also deleted - the link end entities are not deleted.

Deleting records is a permanent and irreversible operation unless soft delete is enabled for your
database. When soft delete is enabled, deleted records, whether deleted individually or in batches, are
removed from the user's view of the database but you have an opportunity to undo the deletion.

You can use Batch Delete with or without soft delete.
Note: You can deny users access to the Batch Delete menu command by using a System Commands
Access Control group.

Soft delete

Soft deleted records do not appear in search results or in record lists (when listing and browsing
records), but are not removed from the database.

For system administrators, soft deleted records:

e Can be restored using Restore Deleted Records in iBase.
e Can be permanently removed using Purge Deleted Records in iBase.

If soft delete is not enabled, then deleting records is a permanent and irreversible operation.
To check the setting of soft delete:

1. IniBase Designer, select File > Database Properties.
2. On the Advanced page, view the Soft Deletesetting.

Batch Delete

To delete batches of records:
* |IniBase, select Edit > Batch Delete.

The deletion can take a while to complete if you are deleting many records. The speed of the deletion
depends on several factors:

« Whether Data Access Control is used and is restricting access to the records selected for deletion.
« The format of the database (Microsoft™ Access or SQL Server)
e The audit level if the database is in SQL Server format

The following information describes these factors.

Batch Delete and Data Access Control

The actual records that are deleted depend on whether Data Access Control restricts access to the
records selected for deletion.

Consider this example: there are a 1000 telephone entities in the database with many telephone call
links between them. A user has permission to view all 1000 telephone records but has restricted access
to the telephone call links. In fact, of the 1000 telephone entities, only 200 of them have unrestricted
telephone call links. This means that although the user has full access to all the telephone entities, they
can only delete the 200 telephone entities with unrestricted telephone call links.
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This table summarizes how Batch Delete works when Data Access Control is used with access

restrictions on the entities at each end of the link and on the link itself:

Entity 1 Link Entity 2 Delete entity 1
access restriction access restriction access restriction and/or link?
None None None Yes
None None Read-only table Yes
None None Hidden table No
None None Record is restricted Yes
(using an SC code)
None Any restriction Any restriction No
Any restriction Any restriction Any restriction No

Note: Any restriction includes making a table or field read-only, hiding a table or field, or applying a
Security Classification (SC) code to deny access to a record.

If Batch Delete encounters a record with restricted access, iBase skips that record. It does not report
that it encountered a record that it could not delete. At the end of the operation, it reports on the number
of records that it successfully deleted.

Batch Delete in Access databases

After batch deletion starts in an Access database, you can press the Esc key to stop the deletion but
you cannot cancel the deletion of records already deleted. A message is then displayed that tells you
how many records have been deleted.

Batch Delete in SQL Server databases

How Batch Delete works in an SQL Server database depends on the audit level of the database. Batch
Delete runs fastest with the audit level setto 1, 2 or 3:

Audit level 1,2 or 3

After batch deletion starts, you can press the Esc key to cancel the deletion and, provided that Esc
is pressed before the deletion finishes, no records are deleted.

Audit level 4 or 5
After batch deletion starts, you can press the Esc key to stop the deletion— you cannot cancel the

deletion of records that have already been removed. A message is then displayed that tells you how
many records have been deleted. An entry is made in the audit log for each deleted record.

iBase backup policies

It is important to establish a backup policy that covers all the elements of an iBase installation.

Attention: Backup databases at a time when no users are using the database or services are
accessing it, because some iBase operations can take place over a relatively long time and
affect multiple database records. Examples of such operations are data imports, batch edit,
batch delete, merge, or deletion of entities with many links. If the backup was performed during
such an operation, and the database is subsequently restored from the backup, the restore
operation restores data on which work was in progress at the time the backup was taken and
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is potentially in an incomplete state. It is safest if backups are completed while no users are
performing operations on the database and no services are running.

Data to back up includes the following folders and databases:

Folders and databases Description
Database folder This folder contains, for example:

e Security file (i ds file) - this is a connection file
if the security data is held in an SQL Server
database

< Database file (i db file) - this is a connection
file if the data is held in an SQL Server
database

+ Logfile (i dl file) for Microsoft™ Access
databases only

« Word search index (i dx file) for Microsoft”™
Access databases only

« Default Analyst's Notebook template for use
with iBase

All' Users application data area This folder contains, for example:

< Database templates (although the installation
can be customized so that workgroup
templates are held in a different folder)

¢ |con lists

e Text Chart templates

Note: Users do not write to this folder but to their
own application data area. See Installation and
Application Data Folders for details.

SQL Server databases SQL Server databases include, for example:

e The SQL Server database that contains the
entity and link data. The name is based on the
name of the i db file in the database folder.

e The SQL Server database that contains the
security data if it is in SQL Server format. The
database name is based on the name of the
i ds file in the database folder appended with

Sec.

Other For Microsoft” Access databases, there might be
separate folders for archive log files (. i dl a file).

For SQL Server databases, there might be
separate databases that contain archived data.
These databases are on a different SQL Server
machine.
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In addition to your regular backup cycle, there are other occasions when you should also make a

backup. Some examples include:

« Before you upsize a Microsoft” Access database (or security file) to SQL Server

« Before and after you import data using Bulk Import

» Before you delete the records held in a case
« Before you convert a database to case control
« Before you use Update Database Schema

« Before you synchronize a database subset with an iBase database in Microsoft” Access format

Backing up SQL Server databases

SQL Server provides tools for performing the backups and automating them. However, other backup
tools can be used if the right files are backed up at suitable intervals.

In an iBase SQL Server database, there are five types of data to back up:

Type of data

Description

Main database

For each iBase SQL Server database you must
decide on your backup regime based on how you
populate the main database:

e Continuous updates

If the iBase database is populated by users that
enter data continuously, then backing up the
database is in two parts. You must back up the
data file in which SQL Server keeps its data, and
the file in which it keeps a log of all of the changes
that are made to the database. This Transaction
Log file can be used by SQL Server to recover
changes made between main backups. The
Transaction Log itself can be backed up during
the working day.

* Regular bulk updates

If the database is populated by periodically
loading a set of data such as daily changes then,
you can turn off the Transaction Log mechanism
in SQL Server and you need only back up the
data file in which SQL Server keeps its data.

Note: Significant data can also be held in
database subsets on users' own machines.
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Type of data Description

Security database The security database stores user information and
the group membership information for all the users
in the system. Loss of this information can result
in an inaccessible database until it is recreated
and the user, group and extended access control
information is rebuilt. After created, the information
within the security database rarely changes, so
backups of this database need only be completed
when the information changes; for example, when
alerting is switched on.

Audit data If the audit information is vital to your organization,
for example you are using alerting, then in addition
to doing backups of the main database and
security database, you must to back up the audit
log database and its Transaction Log file.

Connection files Connection files to the SQL Server security and
main databases store only the configuration
details that are required to log on to, and access
the databases on the SQL Server. The loss
of either of these files and the absence of a
backup involves a complicated recovery process
before users are able to gain access to the iBase
database once more.

Report templates, database templates, icons These operating system files will either be stored
in the same directory as the iBase database
connection file or in a subfolder of the All Users
application data area. All the files within these
folders should be backed up to avoid unexpected
behavior from iBase if they are inadvertently lost.

Archived audit data Audit information can be archived using iBase
Audit Viewer to a separate SQL Server database
on a different server machine (a linked server).

Search 360 indexes A separate database, | Basel ndexDB, contains
configuration information used by the service that
builds and updates Search 360 indexes. This
may be on a separate machine used by iBase
administrators. When you back up this database,
you should also back up the configuration file,
Sear chi ng Config. xm , in the All Users
application data folder on the local machine,
specifically: C: \ Docunents and Setti ngs
\All Users\Application Data\i2\i2
i Base <n>\<| anguage>\ Sear chi ng

Note: The backup must also include the files holding the search catalogs and indexes used by Full-
Text Search. Backup and restoration of these files is separate from SQL Server backup and recovery,
but you should coordinate any recovery process of databases and files to ensure synchronization.
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For detailed information on backing up SQL Server databases, see the Microsoft” SQL Server
documentation.

Restoring SQL Server databases and security files

When you back up SQL Server databases, you must always back up the associated connection (. i db)
files and, when you restore those databases, you must always restore the corresponding connection
files.

This also applies to security (. i ds) files which also have connection files if created in SQL Server
format.

Moving and Copying Databases

The procedures used to move and copy databases are slightly different for Microsoft Access and
SQL Server databases. The principles of moving a database applies equally to copying a populated
database.

An iBase system might contain several related databases, for example copies on laptops of a main
database on a central server. In this situation, you might want to define the folder objects that are
shared by all the databases before you create or copying the main database. You might also want to
consider Database Subsets as an alternative to copying the database.

Note: For greater control over these folder objects, use the separately-licensed Schema Update utility;
for details, see Handling updates to the schema and folder objects.

There are several reasons why you might need to move, copy, or rename a database and its security
file. Among these reasons are:

« Migration to a different computer or server
« Providing a copy for use at another site or on a laptop

é Warning: Consider using database subsets where only a portion of the records is required.

« Routine backup

When you copy or renaming a database, you should select a name that uniquely identifies it within your
iBase system and also when used with third-party iBase databases.

The procedures for moving or copying a database and its security file are different for Microsoft Access
and SQL Server databases and are described separately in:

¢ Moving a Microsoft Access Database or Security File
« Moving an SQL Server Database or Security File

You always need both the Windows permissions to move the files, and the ability to log on in iBase
Designer as an iBase Security Administrator. If you are moving an SQL server database, you also
require an SQL Server login name and password for connecting to each of the relevant SQL Server
instances.

Note: Each database records the location of the security file that protects it. Each database is secured
by only one security file but there might be several databases secured by the same security file. There
must be only one security file in any one folder. The folder should be shared and referenced by a UNC
path.
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Handling external files

Databases can make references to, or otherwise use, external files. Many of these files must to be
moved or copied with the database:

External file Description
Hyperlink fields As file names given in Hyperlink fields within
records.

For a database with multi-user access across a
network, good practice would mean that all such
files are held in a shared folder and named in
the field using a UNC path, such as: \\ server
\ shar edf ol der\ Report 99. doc.

* No action is needed if this is true and the
shared folder is accessible to users of the
database in its new location.

< If UNC names are not used, copy the files to
a corresponding drive letter on the destination
computer, as discussed next for a single user
database.

For a single user database, it is possible that the
files are held on a local disk and named using

a drive letter and local folder names, as in this
example: C:\ Art wor k\ House. bnp.

You must copy these files to a similar location on
the destination computer. This might not always
be possible if there is a conflicting use of drive
letters.

Support files As support files, such as chart and report
templates, held in the same disk folder as the
database . i db file.

You must copy or move these files if you copy or
move the . i db file so that the files stay together
in one folder.

Audit log files As a log file with extension . i dl , only present for
an iBase Microsoft Access database.

You can move this file if you want to maintain a
single log file for the database. If you do not move
this file, iBase creates a new log file in the new
location.
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Word Search index As a Word Search index with extension . i dx,
only present for an iBase Microsoft Access
database that uses Word Search.

You do not need to move this file. You can use
iBase Designer to create a new index file in the
new location.

You must make and restore true binary copies of all files mentioned in this section, using any
convenient method supported by Microsoft Windows. If all you do is make copies for backup and
occasionally restore from these copies to the original location, there is no special iBase procedure
to follow. The procedures for handling external files are the same for both Access and SQL Server
databases.

Handling updates to the schema and folder objects

If you have a Schema Update license, you can keep the copies of a main database, for example held
on laptops, in step with changes made to the main database. Changes could include the addition of new
fields, new pick lists, or changes to folder objects such as import specifications.

To facilitate the maintenance of copy databases on laptops, you can mark the folder objects that you
want to be able to update in the future as common folder objects. These objects can then be added to,
updated and deleted from the copy databases— standard folder objects cannot be maintained in this
way.

Common folder objects can also be used to facilitate the updating of data in a copy database. For
example, you could:

1. Add import specifications and an import batch specification to the main database, and export the
data from the main database to create import files for use with the import batch specification.

2. Mark the import specifications and import batch specification as common folder objects.
3. Save a template from the main database to give to your laptop users.

4. Each user applies the template to their copy of the database. This adds the specifications to their
database.

5. Each user runs the import batch specification to load the new and amended records.

For further information, see Using Common Folder Objects.

After the move

After a database is moved, users must find the new location of any moved files. After users open a
moved database, iBase records any change of connection file location in the most recently used (MRU)
section of their File menu.

What happens in subsequent use depends on the relative positions of the connection and security files:

« If the security and connection files are in the same folder, users see no change from behavior before
the move.

« If the security and connection files are in different folders, users see a Security File browser each
time that they need to log on and must navigate to the security file. (Where possible, you should
always keep the security file and database in the same folder.)
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Moving Access databases or security files

Move or rename an Access database or security file.
The necessary iBase database files to move are:

* The security file, with extension . i ds
* The database file, with extension . i db

Moving or renaming the security file

If you move the security file to another location or rename it, you must open each related database in
iBase Designer to update the stored location.

What happens when you open the database depends on the location of the security file. The
possibilities are:

« If there is a security file in the same folder as the database file, iBase Designer opens that file
immediately, even if it is the wrong security file.

« Ifitis the wrong security file, an error message notifies the user that the database is not associated
with the current security file.

< If there is no security file, iBase Designer displays a Security File browser for you to locate the
moved security file and click Open.

An example message:

Incorrect Security File

You normal |y connect to this database via a different security file
(\\ SERVER\ dat abases\my_security.ids).

Are you sure you want to connect via this security file

(\\ SERVER2\ dat abases2\ny_security.ids)?

If you confirm that you want to use the new file, iBase Designer stores the location. You can close the
database immediately, or continue working.

If you have other databases that are linked to this security file you can open and close them for update
now, without needing to log on each time.

Moving or renaming the database file

After a database file is moved or renamed, there is no need to open an Access database in iBase
Designer if the security file is in its original location.

As mentioned for moved security files, you (and users in iBase) need to confirm the location of a
security file that is not in the same folder as the database file. However, keep the security file in the
same folder as the databases it secures.

Note: Renaming a database file prevents any existing Analyst's Notebook charts from accessing that
database.

Note: If your organization creates maps or Analyst's Notebook charts that use data from multiple iBase
databases, the name of the database must be unique.

What users see

At their next use of each database, users must find the new location of the moved or renamed file.

After users open a moved database, iBase records any change of database location in the recently
used (MRU) section of their File menu.
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What happens in subsequent use depends on the relative positions of the database and security files:

¢ If the security and database files are in the same folder, users see no change from behavior before
the move.

« If the security and database files are in different folders, users see a Security File browser each time
that they need to log on and must locate the security file.

Moving SQL Server databases or security files

Move or rename an SQL Server database or security file.
An iBase SQL Server database consists of:

* The security file, with extension . i ds

« The database connection file, with extension . i db

« The Microsoft” SQL Server database that holds the main iBase database

« Optionally, extra Microsoft” SQL Server databases that hold the iBase audit log, archived audit logs,
and the Search 360 indexes

If the database is secured with an SQL Server security file, it also consists of:

* The security connection file, with extension . i ds
* The SQL Server database that holds the security data

It is simplest for administrators and users if you keep the security file (or security connection file) in the
same folder as the database connection files that it secures. Share the folder and reference it by a UNC
path.

Note: Do not copy connection files to client machines. This might compromise the security of your
system and adds to the administrative workload. Keep the connection file, in the same folder as the
database connection file, in a central location.

Moving or renaming the security connection file

If you move or rename an SQL Server security connection file, you must open each related database in
iBase Designer to update the stored location.

Note: If you move both the security file and database connection file to the same folder, you can
update both locations in one operation by opening the database.

What happens when you open the database depends on the location of the security file relative to the
database connection file. The possibilities are:

e If there is a security file in the same folder as the database connection file, iBase Designer opens
that file immediately, even if it is the wrong security file.

« If there is no security file, a Security File browser is displayed for you to locate the moved security file
and click Open.

When you open the database, log on as a user with the Security Administrator role. iBase Designer then
recognizes that the security file is in a new location and asks if you want to store that new location in the
database.

An example message:

Incorrect Security File

You normal Iy connect to this database via a different security file
(\\ SERVER dat abases\my_security.ids).

Are you sure you want to connect via this security file
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(\\ SERVER2\ dat abases2\ nmy_security.ids)?

If you confirm that you want to use the new file, iBase Designer stores the location. You can close the
database immediately, or make any changes that you want.

If you have other database connection files and databases linked to this security file you can open and
close them for update now, without needing to log on each time.

Moving or renaming the database connection file

You can move or rename the database or security connection files but you should not copy them to
individual machines.

After you have moved or renamed a database connection file:

« In iBase Designer, open the database connection file in its new location. The new location is stored
in the database. There is no accompanying message.

Note: Renaming a database connection file prevents any existing Analyst's Notebook charts from
accessing that database.

Note: If your organization builds up maps or Analyst's Notebook charts that use data from multiple
iBase databases, the name of the database connection file must be unique.

Moving the SQL Server database

To move a Microsoft” SQL Server database to another server:

1. Use Microsoft” SQL Server Backup and Restore to copy the database from server to server. You
must use the same name for the database on the new server as you did on the old server.

Note: Itis possible to rename the database if it is the main database containing the entity and
link data. For details of this, see SQL Server Database Names. You cannot rename the database
containing the security data.

2. Use the Database Configuration utility to open the database connection file that connects to
the database and update the connection details for the new server. See Managing SQL Server
Connection Settings.

3. If you are using Bulk Import, Alerting or Search 360 for this database, you must to set up the new
server. See:

* Bulk import details on page 234
e Configuring alerting on page 201
e Setting up Search 360 on page 177

Note: If you move a full-text indexed database to another server, you must also install the Microsoft™
Search Service on the new server if you want to continue to use Full-Text Search and install Adobe™
PDF iFilter if you want to index the content of PDF documents.

Database schema updates

Schema changes to an operational database on a server are typically made and tested in a temporary
copy of the database before application to the operational database itself. You can use the Update
Database Schema command in iBase Designer to manage this process, making the changes and then
applying them to the other databases by applying a new database template.

This process is only suitable for compatible databases. A compatible database is any database that is
created from the same database template or any copy of a database. These databases are compatible
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because their entity types, link types, fields, and standard fields share underlying table names, column
names, and identifiers. For example, you cannot make a database ‘compatible’ by adding an apparently
identical entity type because the entity type might not have the same table ID as the other databases.

A source database becomes incompatible with the other databases if you turn on case control - any
action that you take must be repeated in all the related databases. Adding, modifying, or deleting entity
types, link types, fields or standard fields does not make it incompatible because these changes can be
updated to the target databases by saving a template.

A target database becomes incompatible if there is a conflict between the identifiers in the source and
target databases. For example, if you manually add an entity type to the target database that has the
same identifier as a different entity type in the source database. It also becomes incompatible with the
source database if you turn on case control when the source database is not case-controlled.

Updating the original schema

Elements of a database schema that can be updated:
« Entity types, link types, fields, and standard fields
« Datasheets

e Pick lists, icon lists, and SCC lists

« Common folder objects, such as import specifications, report definitions, queries, charting schemes
and so on (but not labeling schemes).

You can add to and edit these items as required.
Attention: Removing entity types, link types, fields or standard fields from the schema of an
operational database deletes the data held for those database objects.

Creating a template for a schema update

To create a template that captures the updates to a database schema, including any changes to the
common folder objects, create a template from the database that contains the required updates.

You should always test the new template before you apply it to the operational database or any copy
databases. To do this, create a copy of the operational database and apply the update template to it
(using the steps in the following section). Only when you verify that the database was updated correctly,
should you apply these steps to your operational database.

Note: You can also create new databases from this template if required. Any database created from
the template contains both the ordinary folder objects and the common folder objects.

Updating the schema of a database from a template

After you create a suitable template, you can apply the new schema to the operational database and to
any copies of it. Before you start, make sure that you have:

¢ A backup of the databases
* Permissions to create and delete files in the same folder as the main database . i db file

To apply the schema change:

1. In iBase Designer, log on as a database administrator and open the database.

2. From the Tools menu, select Dat abase Desi gn Updat e Dat abase Schema. An empty Update
Database Schema dialog is displayed.
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Note: You cannot display this dialog if you are a member of a Data Access Control group that
denies access to any tables or fields in the database.

. Select the template that contains the schema changes.

After you select a template, you can review the entity types, link types, and fields in the template by
clicking

il

On the Additions and Modifications page, and the Deletions page, review the changes that are listed.
For example, the Additions and Modifications page summarizes the changes made to:

« Entity types and their fields

e Link types and their fields

e Standard fields

« Datasheets

e Pick lists, icon lists, and SCC lists

« Common folder objects (listed separately for each type of folder object)
e Semantic Type Library (but specific changes are not listed)

If required, click

K

to save a list of the schema changes in a file that you can print later.

Click Update when you are ready to apply the changes. When this is finished, you are warned if any
folder objects were renamed because they have the same name as a common folder object in the
template.

Common folder objects

You can simplify the administration of several common databases, by defining a core set of folder
objects (common folder objects).

Common folder objects across all the databases:

Have identical names
Are in the same categories
Have an identical definition

Are set to Public access (unless you are using iBase database replication in which case the original
access setting on the folder object is preserved)

Any authorized user can define folder objects as common items.

There is otherwise no visible difference between an ordinary folder object and a common folder object.
For this reason, you might want to use a naming convention for common folder objects or keep them in
a specific category.
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How common folder objects are updated

In order for the Common Folder Objects option to be available in the iBase Tools menu, you need to
have the Schema Update Option installed. You can modify your iBase installation in the usual way from
the Windows Control Panel. From the Custom Setup page in the installation wizard, select the Schema
Update Option, under Extended Features.

Common folder objects are updated by running the Schema Updat e command in iBase Designer. This
command applies changes held in a database template to the schema of the database in which it is run.

When a folder object, such as a report definition or a charting scheme, is defined as a common folder
object, it can be:

¢ Added to databases that do not already contain it
« Updated with the changes held in a database template
« Removed from a database if it exists in the database but not in the template

Ordinary folder objects remain unchanged (but are renamed if they have the same name as a common
folder object).

To update a compatible database with the current folder objects, create a template from the database
containing the folder objects, and then apply that template to the other database. For more information,
see Updating Database Schemas.

Defining a common folder object

To define an existing folder object as a common folder object:

¢ From the Tools menu in iBase, select Common Fol der Obj ect s. The Common Folder Objects
dialog is displayed. Click Help in the dialog for information on how to use the dialog.

« Dependent on a set. Being data-dependent, sets cannot be saved in a template.
« Dependent on a folder object that is not selected as a common folder object (or that is deleted).

A folder object cannot be defined as a common folder object if it is:

The settings that are made in the Common Folder Objects dialog are saved in the database.
Redisplaying the dialog displays the common folder objects defined in the database.

Any template that is saved from the database, distinguishes between ordinary and common folder
objects.

Effect of adding, modifying, and removing common folder objects

What happens when you define a new folder object as a common folder object in the source database
on folder objects in the target database is summarized below:

Summary of new folder objects in the target database
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In the source database, add a folder object and An identical common folder object is added to

define it as a common folder object the target database. If any ordinary folder object
with the same name exists, then the object is
not overwritten but it is renamed by adding an
underscore to the beginning of the name.

Note: The access permission is not copied,
unless you are using iBase database replication.

In the source database, modify a common folder = The common folder object in the target database

object is updated to match the definition in the source
database, including any updates to the name
or category. If the common folder object was
renamed in the source database, then any
ordinary folder object in the target database with
the same name is not overwritten. It is renamed
by adding an underscore to the beginning of the
name.

Note: The access permission is not copied,
unless you are using iBase database replication.

In the source database, make a common folder The common folder object is deleted from the
object into an ordinary folder object target database.

In the source database, delete a common folder =~ The common folder object is deleted from the
object target database.

Note: You are informed if any name changes are made during the update process. The renamed folder
objects are identifiable as they appear at the top of any lists (because of the underscore prefix).

Checking a database

You can check a database after upsizing, or after large changes or prolonged editing, or at any time that
you suspect problems.

There are several ways to check a database and, if necessary, repair any inefficiencies or errors found.
In approximate order of use, you should use these commands:

« Database Statistics (or Database Design Report)
¢ Repair/Compact Database File

¢ Schema Integrity Check

e Link Integrity Check

Except for Database Statistics (or Database Design Report), all these methods work with a database
that is not open in iBase Designer.

Reviewing the database statistics

Use the Database Statistics command to review the database statistics. These statistics provide a
quick way of seeing how many entity and link records a database contains.

One statistics report is only a count of the records, but seeing reports with identical counts, before and
after any conversion process, provides a quick confidence check that all data is transferred to the new
database.
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1. Select File > Database Statistics.
2. Optional: If you want to make a paper record for later reference, click Print.

Repairing and compacting the database file

Use the Repair/Compact command to reduce the fragmentation of tables in a Microsoft” Access
database where many records have been changed or removed. This command removes only the space
that is marked as being unused in the database. For SQL Server databases, it only compacts the
connection file.

You must be logged on to the relevant security file but have the database closed.

1. IniBase Designer, select Tools > Database Administration > Repair/Compact > Database File.
2. Check that the result is success.

Whether or not you see a successful report, complete the other checks described next:

« Checking the integrity of the schema on page 108
¢ Checking the integrity of the links on page 109

Checking the integrity of the schema

Use the Schema Integrity Check wizard to check the integrity of the database schema, that is, whether
the database structure follows the rules set up in the database design.

The wizard reports any problems found and offers to fix those that it can repair. Some repairs can
involve additions to the schema to make them consistent. For example, the wizard might add indexes or
fields (that can be blank or use the default field value), or change the size of fields. You can choose to
abandon repairs at any point up to final approval, allowing you to assess what the repairs would mean.
Eventually, you must repair problems to avoid the possibility of prolonged and greater errors.

Note: Schema Integrity Check is unable to check or repair the indexes if you have run the Performance
Tuning wizard but not yet completed the reindexing process. For further information, see Performance
Tuning in iBase Designer.

To use this wizard:

1. Log on to the relevant security file as a database administrator but do not open the database.

2. From the Tools menu in iBase Designer, select Database Administration Schema Integrity
Check. A list of database files is displayed.

3. Select a database from the list. If necessary, select More Files to display a file browser where you
can locate the database.

4. Click Next. The next page displays a list of all entities and links, together with details of system and
user data for each.

Note: You can expand the list into a tree by clicking the + signs. At first viewing, the All option is
selected; showing you all entities, whether or not they have errors. (Any entries without a tick or
check mark to the right of the check box have an error.)

5. Select the Errors option to see only problems.

In a properly functioning database, the list for Errors should be empty. If there are errors, you see
a message below the list as you move the mouse pointer over the errors with an X in a red circle.
Typical messages include: | ncorrect schema size and | ndex mi ssing.

6. If there are errors, turn on the check box for each of the errors that you want the wizard to repair.
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7. Click Next. The next page displays a list of all errors that you have selected for repair, and the
corresponding repairs that the wizard will perform. You can click Back to alter your selection or
Cancel to abandon all changes.

8. Click Finish to perform the listed repairs, if any.
9. The wizard performs the repairs and then displays Close. Click Close.

The database is opened, whether or not you asked for any repairs. You may want now to check the
integrity of links.

Checking the integrity of the links

Use the Link Integrity Check wizard to check the integrity of the link records for a database, that is,
whether the data held for links is consistent with that held for the entity records at the ends of the links.
You should check the integrity of the database schema before you check link integrity.

The Link Integrity Check wizard reports any problems found with links or the entities they reference
and offers to fix those that it can repair. Most repairs are safe and non-destructive, but some repairs
might involve removing invalid data. You see a list of proposed repairs and you can abandon repairs
so that you can inspect suspect data and perhaps recover it by other means. After repair, you should
look at places where the wizard has added entities and links, possibly with blank mandatory fields, and
decide how to make these records usable. Eventually, you must repair problems to avoid the possibility
of misleading analysis based on faulty data.

To use the Link Integrity Check wizard:

1. Log on to the relevant security file as a database administrator but do not open the database.
2. In iBase Designer, select Tools > Database Administration > Link Integrity Check.

3. Select a database from the list and click Next.
4

. Any links where there are problems in one of two required link records are displayed. In a properly
functioning database, the list should be empty in this and all following pages. Click Next to display
the next page if there are no errors reported:

Page Possible repair

Links with missing attribute information If there are errors, turn on the check box for
each attribute error that you want the wizard to
repair with blank data, which is the only possible
repair.

Links missing both of two required link records If there are errors, turn on the check box for
each link that you want the wizard to delete,
which is the only possible repair.

Links using end entity records where the entity I there are problems, turn on the check box for
record is missing each entity that you want the wizard to create
with blank data, which is the only possible repair.

Links appearing to use more than the two end You must make a note of these links and fix the
entity records, which is not meaningful problem by other means.

5. Alist of any repairs that you have requested in previous steps is displayed. Click:

¢ Cancel To abandon all repairs.
« Backlf you want to select a different set of repairs in earlier pages of the wizard.
e FinishTo perform the listed repairs.
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6. Click Close. The database is opened, whether or not you asked for any repairs.What you do next
depends on whether you repaired errors:

« If the wizard did not report errors, the database is ready for use.

« If the wizard reported errors and you chose to repair them, close the database and run the wizard
again. (Some errors are only revealed after the wizard has made its first repairs.)

7. Run the wizard again until you see no errors. After two uses with repairs performed, the third use of
the wizard should always be error free.

After repairs, you might need to add data for any records that are created with blank data fields or to
replace removed entities or links, perhaps by importing data from a suitable source.

Managing SQL Server databases

iBase provides the capabilities to store data in Microsoft” SQL Server databases and Microsoft"
Access databases. Microsoft” Access should be used as the supporting database only if the number of
simultaneous users is five or less. When a database of more than 200 Mb is accessed by a number of
users simultaneously then consideration should be given to using SQL Server.

Upgrading an iBase database to SQL Server

You can use iBase Designer to convert a Microsoft” Access database to SQL Server format. The upsize
process creates an SQL Server database and an . i db file that contains the connection details. For
details of this process, see Upsizing a Database to SQL Server.

Managing the security of the data in an SQL Server database

For detailed information about configuring the security of the overall system, see the Administration
Center document Managing Access Control, which provides detailed guidelines on how to control
access to iBase.

Populating the SQL Server database

If you need to import very large quantities of data, then you might want to consider using bulk import
or XML import. Bulk import makes use of the SQL Server BULK INSERT statement and requires the
database and server to be configured before it can be used. For further information, see Overview of
Bulk Import.

Optionally, iBase can load data that is extracted and structured from source documents using Text
Chart. For further information, see the Administration Center document Using iBase with Text Chart.

A Attention: You cannot use the general SQL Server tools to populate iBase SQL Server
databases. The iBase application must have complete control of the data in the database to
ensure the integrity of the entities and the links between them. Any data that is not entered or
imported by iBase tools can render the whole database corrupted.

Keeping data safe and available (backup)

This is probably the most complex area of managing a database installation, and iBase with SQL Server
is no different. SQL Server provides tools for completing the backups and automating them, although
your SQL Server administrator might use other backup tools if the right files are backed up at suitable
intervals.

With your SQL Server administrator, you must to decide on your backup regime. This can depend on
how the iBase SQL Server databases are populated: for example, whether the database is populated
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by users entering data continuously or by users importing large sets of data. For further information, see
Backing Up iBase Databases.

Note: Perform database backups at a time when no users are using the database. This is because
some iBase operations can take place over a relatively long time and affect multiple database

records. Examples of such operations are data imports, batch edit, batch delete, merge, or deletion

of entities with many links. If the backup was performed during such an operation and the database

is subsequently restored from the backup the restore operation restores data on which work was in
progress at the time the backup was taken and is therefore potentially in an incomplete state. It is safest
if backups are completed when no users are performing operations on the database.

Modifying the database schema

Your SQL Server administrator cannot modify the schema of an iBase SQL Server database using SQL.
The schema is part of the structure of iBase, and must remain unchanged to ensure data integrity and
the success of future upgrades. The only way that you can modify the schema is to use iBase Designer.

Note: Itis possible for an SQL Server administrator to modify the indexes of an iBase database to
improve performance in areas such as querying although there is a tool for doing this in iBase Designer
— see Performance Tuning in iBase Designer for details. Completing this step manually needs careful
planning, and your SQL Server administrator should keep detailed notes and take SQL scripts of the
changes to default indexing. Completing this step manually prevents the use of the iBase Designer
Performance Tuning wizard.

Note: Before you modify the indexes, your SQL Server administrator must to stop the Microsoft™
Search service if it is used to continuously update the Full-Text Search indexes in iBase. Other services,
such as alerting, are stopped automatically when you open the database in iBase Designer.

Performance tuning in SQL Server

The performance of an iBase SQL Server database can be maintained by regular reindexing in SQL
Server. A decline in performance might become apparent after the database grows larger than,
possibly, 10 — 15 GB, and is most noticeable when you run iBase queries. If you are using a database
upgraded from iBase 4, then you might be able to improve the performance of queries by optimizing
the database indexes. A tool for doing this is available in iBase Designer— see Performance Tuning for
details.

If you are already using query-optimized indexes (which is the case for databases created or upsized

in iBase 5) and query performance is still poor, you need to discuss the problem with your SQL Server
administrator. Setting aside issues with hardware and network infrastructure, the decline in performance
might occur for various reasons in Microsoft” SQL Server:

* Frequent data imports caused the data and indexes to become fragmented
« Databases that are set to grow/shrink automatically on the same disk became fragmented

« Inserting, updating, or deleting large amounts of data caused the SQL Server database statistics to
become out-of-date

There are a number of steps that an SQL Server administrator can take to address these problems:

« Data and index fragmentation can be addressed by rebuilding or defragmenting the indexes on the
database tables. An SQL Server administrator can do this while the database is online but, for the
best results, it is preferable to first take the database offline.

¢ Operating system fragmentation can be resolved by defragmenting the disk files. This can be done
by a server administrator rather than by an SQL Server administrator. It also requires the database
to be taken offline so that the files can be moved around the physical disk.
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« If automatic statistics updating is disabled, an SQL Server administrator can update them manually.

Effect of auditing on performance

Standard auditing of updates and deletions has a low impact on performance. However, the read
auditing that can be configured as an option for iBase SQL Server databases does have an impact. The
design of this auditing is such that only records, which have been displayed, charted, or reported are
audited. This means that activities such as finding and querying do not run noticeably slower. Activities
that result in a revealing a record, such as charting, can take more time to complete. If you intend to use
read auditing extensively, it is possible to configure the Audit log database to write to files on disks with
fast write performance (see Server machines for details).

Read audit places a higher load on the network and so network performance is more important when
using this option. The read audit logs grow relatively quickly and should be archived regularly.

SQL Server Replication and iBase

For details of how to replicate iBase databases, see the Administration Center document Setting Up
iBase database replication. iBase database replication is a separately licensed feature.

For more information on hardware requirements, see SQL Server Clients, Servers and Networks.

You can use iBase installation to work with data in both SQL Server and Microsoft” Access database
formats. This allows you to work with the scale of data appropriate to your analysis. iBase automatically
recognizes the type of database and you can switch between them within an iBase session.

Authenticating connections to SQL Server

All users connect to an iBase SQL Server database using the same SQL Server login identifier (ID) and
password, which is saved as part of the database properties.

The SQL Server login is used:

« when any iBase user logs on to a security file and opens the database

« when any iBase administrator upsizes a database from Access to SQL Server format, creates a new
database or uses the Database Configuration utility

The identity of the user attempting to connect is authenticated by using one of the following mechanisms
(as defined as part of the SQL Server login):

e SQL Server authentication

« Windows authentication, sometimes called integrated security, where SQL Server accepts the
fact that a user has logged on to a Windows domain as sufficient permission to connect to the
server. (This is a more secure method than SQL Server authentication because it uses the Kerberos
authentication protocol.)

You can also inspect the server and login names in the Database Properties dialog in iBase Designer.

Before you can create or upsize a database, the SQL Server login name and password must be
configured in Microsoft SQL Server, for example by your SQL Server administrator. As a minimum, the
login must have the dbcr eat or server role.

Creating databases

After creating an iBase SQL Server database, the SQL Server login and password are stored,
encrypted, in the connection file (. i db file).
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It is your choice whether all iBase administrators who create databases use the same SQL Server login
and password, or whether each iBase administrator has an individual login. Individual logins make it
easier for the SQL Server administrator to trace the owner of a database on the server, so you might
prefer this option if several users are likely to create databases.

Changing the SQL Server login after database creation

Because the SQL Server login is used when any user logs on to a security file and opens the database,
you might prefer to change the login after you create the database to an SQL Server login with a lower
level of permissions or to use Windows authentication instead.

You can do this using the Database Configuration utility. This is a much safer method than changing
settings while a database is open, using the Database Properties dialog.

If you choose to change the login that is used to a less powerful one suitable for use by iBase users,
you must to ask your SQL Server administrator to grant iBase users permissions on the new database.

Note: You could add this login, which should be mapped to a Windows user group, to the model
database. This ensures that members of this group are automatically given database access rights to
any database created in iBase.

Upsizing a Database to SQL Server

You can upsize (convert) an iBase Microsoft” Access database to SQL Server format. You must have
a backup of the original database if you want continued access to the Microsoft” Access version of the
database.

Before you can upsize a Microsoft” Access database, you need:

« An iBase logon for the original database with at least the Database Administrator role.
¢ Exclusive access to the database that you are upsizing.

« A backup of the iBase database that you are upsizing, or sufficient space to make a disk copy if you
want the upsize process to make a copy for you.

< A printout of the database statistics for the Access database— you might want to compare these with
the statistics of the upsized database.

+ The identity (network name) of the server on which Microsoft” SQL Server is running.

* The login name and password of an SQL Server user that belongs to the dbcreator server role. See
the Administration Center document Managing Access Control, for details of SQL Server logins.

« Sufficient disk space and time to complete the operation.
Note: The upgraded databases use twice the disk space of the original iBase database.

The upsize process creates an SQL Server database and an . i db file, which contains the connection
details.

Make sure that you have a backup of the database that you intend to upsize. If this is an operational
database, it is a good idea to restore the backup and make sure that you can read the restored version
before you complete the upsize.

You can complete the upsize from any iBase client machine. For large databases, however if possible,
run this iBase Designer session on the server machine to reduce network traffic.

Note: If you are upsizing any database that is likely to exist already on the server, such as the
supplied example database User Gui de. i db, you may need to rename the original database
(. i db) file to a name expected to be unique on the server. For example, you might rename the
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database file User Qui de. i dbto User Qui deAB. i db. After the upsize is completed, rename the
database connection file created by the upsize back to its original name to make sure that any report
templates work. For example, you would rename the connection file User Gui deAB. i db back to
User Gui de. i db.

1. Start iBase Designer.

Note: Do not open any database.
2. Select File > Logon.

3. In the Security File browser dialog, navigate to the folder and select the security file used to secure
the database you are upsizing.

4. Click Open.
5. When you successfully log on, click Cancel in the i2® iBase dialog. You cannot have the database
open when upsizing.

Note: You might want to open the database briefly, to confirm that you have used the correct
security file and, perhaps, from the File menu to select Dat abase Stati sti cs and view or print
the information so that you can compare it with statistics for the database after upsizing. Close the
database before you continue.

You are now ready to upsize the database:

6. From the Tools menu in iBase Designer, select Database Setup > Upsize > Database to SQL
Server.

7. Select a database from the list. If necessary, select the entry More Files and click Next to display a
file browser where you can locate the database.

8. Name the backup file or, if you do not want a disk backup file, delete the suggested name to leave
an empty field. Click Next to continue. A backup is created if required.

9. Enter the name of the server or select it from the Server list.
Note: Do not use the aliases (local) or '." because they refer to the client machine when the
connection file is opened remotely.

10.Enter the logon details for the SQL Server instance on the server. Use SQL Server authentication for
the upsizing, not Windows™ authentication.
See Authenticating Connections to SQL Server for details.

11.Click Next to continue.
Your choices are checked and any problems are reported. For example, if the database exists on
the server, you must choose another server, or exit and change the name of the original database,
before you restart the process. Provided there are no problems, the settings for the new database
are displayed.

12.Check that these settings are what you want and click Finish

The upsizing process starts and progress is displayed by listing each stage with a time and success
or failure.

13.Click Close.
When the upsize process is complete, the iBase database file is overwritten with a file of the same
name and extension. For example, User GCui de. i db is now a connection file to an SQL Server

database, and it is likely to be significantly smaller than before. The new SQL Server database is
opened automatically.

14.0ptional: Close the database and change the name of the connection file back to the original
database name.
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15.Before you use the database, check the database properties to see that the settings in the
Configuration and Advanced pages of the Properties dialog are what you expected.

16.1f success is reported for all stages of the upsize process, there is no reason to expect problems. It is
still wise to check the upsized database as described fully in Checking a Database and summarized
here:

a) Select Tools > Database Administration > Schema Integrity Check. Select the new database
and complete each page of the wizard.

When you finish the wizard, the database is reopened. Close the database.

b) Select Tools > Database Administration > Link Integrity Check. Select the new database and
complete each page of the wizard.

When you finish the wizard, the database is reopened.
If you want to use Word Search with the upsized database, you must to rebuild the index.

Note: The original index (. i dx) file is no longer be used by the upsized database. However, it might be
required if you plan to allow continued access to the Microsoft” Access version of the database.

Managing SQL Server Connection Settings

You use the Database Configuration utility (iBaseConfig) to manage SQL Server settings held in an
iBase connection file (whether a security connection file or a database connection file).

You can change:

e The name of the server that holds the database.
* The server login name and password for all users if SQL Server authentication is used.

 The security mechanism that is used: SQL Server authentication or Windows™ authentication
(integrated security).

+ Database Access Tokens.

Typically, you use the Database Configuration utility when you use SQL Server tools to change the
server instance or login details for existing databases. For example:

« After you create a database, you can change the SQL Server login that is used by the iBase
application to one with fewer permissions.

e After you use backup and restore tools to move a database from one server to another, you can
reestablish a connection between iBase and SQL Server.

You can inspect many of these details in the Database Properties dialog within iBase or iBase Designer.
The advantage of using the Database Configuration utility is that it displays these settings without
opening the database on the server, so that you can specify a different server and test the connection.

Note: You must update any copies of the connection files held on other machines. Users are unable
to connect to the server if the path or file name is different and see the message: The security file has
failed an integrity check. Access is denied.

1. In iBase Database Configuration, enter the following details and then click Next:

Option Description

Security File Name Enter the name of the security (. i ds) file or
the security connection file that secures the
database connection file. If you want to change
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Option

Description

the connection details for a security connection
file, leave Database File Name blank.

Database File Name

Enter the name of the database connection

(. i db) file. By entering a database file name,
you change the connection details for the
database that contains the entity and link data
rather than the security data.

User Name, Password

Enter the user name and password of an iBase
System Administrator (that is, a member of an
iBase database management group with all
permissions granted).

When you click Next, the connection file is opened,

database and SQL Server information is displayed.

the connection settings are read, and the

. You can change many of the settings, for example if you move the database to another server or
want to change the method of login to an existing server. However, you cannot change the database

type or database name.

Option

Description

Server

Specify the name of the server. You must enter
a name that can be seen from network client
computers. If you are working on the server
computer, this means that you cannot choose
(local) or its equivalent presentation as a single
period (.).

Login Name, Password

After selecting a server, you must choose the
authentication method to be used for connection
to the SQL Server instance. You can use either
SQL Server or Windows™ authentication:

To use SQL Server authentication, enter the
SQL Server login name and password. You
can enter the details of any user who has the
appropriate access rights on the server.

Use Windows ™ Authentication

To use Windows™ authentication, turn on the
Use Windows Authentication check box. Each
iBase session will log on to the database using
the Windows™ login name with which the user
started their Windows"™ session.

Note: The Database Name box displays the name of the Microsoft” SQL Server database that the
connection file (.idb file) connects to. It is not possible to change this name. This prevents a user
from connecting to a database where they do not have access by using a connection file for which

they do have access permissions.
Note: Click Test to check that the details are valid

When you click Next the Database Access Tokens

are displayed.
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3. To create new Database Access Tokens, SQL Server users must have db_owner database role
and Al ter Any Application Rol e permissions on the database.

If you change a token on a database that has Search 360 enabled, you will receive a notification
when you click "Generate". You either need to update the Database Access Token in the Configure
Database dialog of the iBase Service Configuration tool, or add the new token to the Search 360
Indexer command line arguments.

4. Click Save to update the connection file. A summary of its actions is then displayed. A typical
summary looks like this:

Test connection succeeded.
Server Nane

Server Logi n Nane

Server Login Password
Integrated Security setting
Uni code setting

Security access token

Dat abase access token

Conpl et ed.

Performance Tuning in iBase Designer

iBase automatically indexes certain system tables when an iBase SQL Server database is created or
upsized. It will also index those columns within user-defined tables where the

Running Performance Tuning on an SQL Server database requires VI EW DEFI NI TI ON permission on
the SQL Server database. You need to grant this permission to the user mapped to the SQL Server log
in. You can use an SQL script similar to this:

GRANT VI EW DEFI NI TI ON TO user nane

For example, if users connect to iBase using Windows™ authentication, and the user who is running
Performance Tuning is called iBaseAdmin and is a member of the YourDomain domain:

GRANT VI EW DEFI NI TI ON TO [ Your Domai n\ i BaseAdni n]

You should revoke this permission after you run Performance Tuning:

REVOKE VI EW DEFI NI TI ON TO user nane

In addition, if present remove the Full-Text Search index. It is not possible to run the Performance
Turning wizard while a Full-Text Search index exists.

Query optimized indexing is of significant benefit even if your database has no user-defined indexes.
The index rules are used whenever you:

* Create an SQL Server database.

« Upsize an existing database to SQL Server.
Note: Upsizing removes any indexes that were created manually in Microsoft™ Access.

1. IniBase Designer, select Tools > Database Setup > Performance Tuning.
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Note: If necessary, you can stop the process and resume it later. However, until you complete
this process, the database is only partially indexed and some parts of iBase might perform slowly.
Also, certain commands such as Schema | ntegrity Check do not display, check, or repair the
indexes.

2. You can use the Schema Integrity Check to restore missing indexes on user-defined tables in an
SQL Server database. In iBase Designer, log on as a database administrator but do not open the
database, and from the Tools menu, select Database Administration > Schema Integrity Check.
For information on using this dialog, see Checking the integrity of the schema.

If the database uses the original iBase index rules, the command restores the indexes to conform to
those rules. If the database uses the query optimized index rules, the command restores the indexes
to conform to the query optimized rules.

Designing a database

The best design for a database is determined by the type of data you need to capture, and the intended
type of analysis.

Before you start to design an iBase database, it is essential to define the requirements for the database,
for example:

¢  What data is to be stored?

¢ How is that data to be entered?

¢ How is the data to be used?

¢ Who will use the database?

An overview of the design process is given below.

Entities and links

The modeling and analysis facilities in i2 applications are based on the concepts of entities and
links. Entities are real-world objects, the things that are being represented, such as vehicles, people,
and addresses.

Links represent relationships between entities, such as owner, associate, and marital status. Entities
and links are defined in iBase Designer as entity types and link types. The most significant part of
defining the database requirements is to identify the best entity and link types for the data given the
type of analysis that is required.

In iBase, each entity and link is represented by a database record.
Gathering database requirements

Consider how the data is entered into the database, as this might influence the database design.
There are many ways of adding data to an iBase database.

It is important to consider all the different types of user to find out what tasks they are responsible
for, and how they complete these tasks. For example, are the users who enter and check the data
different from the users who analyze that data? Do all analysts perform the same types of analysis?
Designers can make allowance for the different types of user by designing data sheets. A data
sheet is a custom form that is tailored to suit the task performed by the user.

If the database is to hold confidential data, you might need to identify specific user types (defined in
iBase as user groups) in order to determine what sort of controls are required to protect the data.

Designers need to know what questions the users want to ask of the data, and also what they
expect to produce from the database. Users might need to produce:
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e Queries

* Reports

* Charts

* Maps

« Data for export

Knowing how the data is used allows the designer to adapt the schema of the database so that it is
possible to import and export data to third-party applications.

After a designer gathers information about the data to be held in the database, its users, and the
types of analysis they perform, the designer is ready to define the entity and link types to represent
the data. It is important to understand that there is no right or wrong way to do this.

The best design is the one that allows all the relevant data to be entered as quickly as possible,
whilst also allowing users to complete the tasks they specified during the consultation phase of the
requirement gathering process.

Selecting entity and link types

After a designer gathers information about the data to be held in the database, its users, and the
types of analysis they perform, the designer is ready to define the entity and link types to represent
the data. It is important to understand that there is no right or wrong way to do this.

The best design is the one that allows all the relevant data to be entered as quickly as possible,
whilst also allowing users to complete the tasks they specified during the consultation phase of the
requirement gathering process.

Selecting field types

Before you define the entity and link types, the designer needs to examine the format of the data in
detail, and decide which field types are most suitable. It is a good idea to get this right before data is
entered into the database as there are some limitations on changing between field types.

There is a wide range of field types, covering:

» Free text (text typed by the user in whatever format they choose)
» Fixed text (that is selected from the lists of various types)

* Numbers and currencies

» Dates and times

» Documents on your network, on websites and intranets

» Documents and pictures for inclusion in the database

» User information (contact details)

« Fields for use on charts (such as icons)

» Geographical coordinates

» Security information (such as Security Classification codes and cases)

Creating an Entity Type

An entity type defines the name and the default icon of the entity records created in iBase. It usually
contains fields to hold information about the entity.

You can create a new entity type or edit an existing entity type using the New Entity and Entity dialogs.
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When you have created an entity type, you may want to add fields specific to the new entity type by

creating new fields or copying existing ones. See Creating a field on page 121 for details.

1. Select New > Entity Type.

2. Specify an icon for the entity type. Either click the name of an icon in the Icon list or enter the full
name of a known icon.

Tip: Double-click on an icon name if you want the entity to have the same name as the icon.
Alternatively, edit the text in the Name box if you want the entity to have a name different from the
icon.

3. Enter a description in the Description box. This can help others to understand what kind of data this
particular entity type should be used for, and therefore ensure that a suitable entity type is used
when adding information to the database.

4. Deselect Select in 'Expand’ list.
Note: Select in 'Expand' list determines whether an item type is included in expand operations on
Analyst's Notebook charts. Deselecting Select in 'Expand’ list, prevents the item type from being
added to the chart as the result of a default expand. If you would like to expand an item type that

isn't added to the default expand operation, you must select the item type in an Analyst's Notebook
Expand with settings operation.

5. Assign a semantic type to the entity type.
For further information, see Assigning a semantic type on page 123.
6. Click OK to save your choice.

Creating a Link Type

A link type defines the name and the default color of the link records created in iBase. It may also
restrict the entity types allowed at the end of the link.

A link type usually contains fields to hold information about the link. For example, you may wish to
create a link type named Telephone Owner, with color Blue, and restricted to use with one of the link
end entities being Telephone. If, for example, you chart iBase data in Analyst's Notebook you might also
want to assign a suitable semantic type for it.

You can create a new link type or edit an existing entity type using the New Link and Link dialogs.

After creating a link type, you can add fields specific to the new link type by creating new fields or
copying existing ones. See Field Types on page 137 for details.

1. Select New > Link Type.

2. Click the Details tab to display the Details page.

3. Enter the name for the link type.
4

. Enter a description. This can help to indicate the type of data this particular link type should be used
for.

o

Select a link Color.

6. In most cases, you should leave the Select in 'Expand’ list check box turned on. As for entity types,
this check box controls an initial setting when viewing charts sent from iBase to Analyst’'s Notebook,
which users can change easily.

7. Modify the information about the ends that can be used with the link type by clicking the End Types
tab to display the End Types page and turning off the check boxes for any entity types that you wish
to make invalid.
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Note: You can leave all settings on the End Types page unchanged. If you do make changes to
the settings on the End Types page, you are restricting the entities that the link type will allow to be
connected at either end of the link type. It is not meaningful to turn off all check boxes in a list, that
makes it impossible to create one end of the link. If you try to do this, iBase allows all entity types at
that end.

If required, assign a semantic type to the link type.
For further information, see Assigning Semantic Types to your data on page 153.
Click OK to save the link type.

When you click OK you are returned to the Database window where the new link type is listed in the
Database Explorer under Link Types. The right pane of the window displays the color and name of the
link type and a list of any standard fields that already exist for the link.

Creating a field

You can create or edit a field that is specific to an entity or link type, or a standard field that is common
to all entity and link types. The options that are available are specific to the type of field that is being
created.

1.

Select whether to create a field that is specific to an entity or link type, or a standard field that is
common to all entity and link types:

a) To create a field for a specific entity or link type, in the left pane, right-click the entity or link type
and select New Field.

b) To create a standard field, in the left pane, double-click Standard Fields.

. Enter a name for the field.

The maximum length of a name is 50 characters. The field names within each entity or link type must
be unique, and if the field is a standard field, the name must be unique to the database.

Enter a description in the Description box.

This can help others to understand what kind of data this particular field should be used for, and
therefore ensure that the right sort of data is added to the database.

From the Type list, select the type of field.
See Field Types on page 137 for information on the different field types.
If appropriate:

a) Select the maximum number of characters you wish to allow in an Text field. You can set any
value in the range 1 through 255.

b) Enter a display format. Select from the Display Format list, or click in the box and enter a format.
For details of all the formats, see Field Types on page 137.

c) Select a Default Value. This is an initial suggested value for the field. You can enter a different
value, either as a fixed value or as a code for data such as the creation date of the record.

d) For a calculated field type (which is a field based on the content of another field), click Define to
open a dialog for defining the calculation, or selection of data to show in this field.

For example, you can choose to display the day of the week corresponding to a date field.

e) Specify a Chart Attribute for the field. You can use any attributes you have already defined for this
database or define a new chart attribute, by clicking New to display the Creating chart attributes
on page 127.

Where appropriate, use these options to control how iBase will use this field:
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Option Description

Indexed Turn on this check box to create an index on

the field. This can also increase the speed of
searching in this field. Do not index Yes/No
fields or fields with less than five allowed values.

Note: Not all field types can be indexed. These
include calculated fields, hyperlink fields, Multi-
Line Text fields and system fields such as
Create Date.

Mandatory Turn on this check box to force users to enter

a value in this field when creating or editing the
relevant entity or link. In iBase, mandatory fields
are displayed with a blue label.

Discriminator Turn on this check box to mark this field as one
that marks a record as unique, as an aid to
avoiding record duplication. If there are several
discriminator fields, it is the combination of their
values that must be unique.

Characteristic Turn on this check box to make the field a
characteristic field. For example, the color and
style of a vehicle may be a characteristic that
is useful when finding vehicles in the Matching
Records dialog.

7. Enter a short description of the field. The description appears as a tooltip for the field.
8. If required, assign a semantic type to the field. This displays the Select Semantic Type dialog.
For further information, see Assigning Semantic Types to your data on page 153.

Note: You must assign each standard field to a semantic type that is unique to the database. Other
fields can be assigned to any semantic type provided that it is unique to the entity or link type.

9. Click OK to save the field.
The field is created.

If you later edit a field, there are some limitations on what you can change. For example, you are unable
to change the type of a Currency field, and you can change a Text field only to a field of a related type,
including Multi-Line Text and Suggested from Code List.

If you make an existing text field mandatory and there are any existing records with this field blank,
iBase Designer fills those record fields with a single hyphen (or minus) character, that is, the value "-".
In this context, text fields are:

e Hyperlink

« Selected/Suggested from Code List

e Text

Note: To prevent data loss, you cannot reduce the size of a field. The only way to do this is export the
data to be truncated along with the record ID, then delete the field and create a new one of the correct
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size. Before importing the data using record ID matching, you must ensure that the data is the correct
size for the target field. For further information, see Importing and exporting data on page 226.

Assigning a semantic type

To benefit from the visualization and advanced analysis capabilities of other i2 applications, such as
Analyst's Notebook, you can assign relevant data with a semantic type that identifies the real world
content of the data.

There are two ways of assigning semantic types. You can either assign a single semantic type when
adding or editing entity types, link types, fields or standard fields by using the Select Semantic Type For
dialogs (as described below), or you can assign semantic types to all the items in the database schema
by using the Semantic Types dialog (see Assigning Semantic Types to your data on page 153 for
details).

You must log on as a database administrator in order to assign semantic types.

Note: When you are assigning semantic types to fields, you cannot assign the same semantic type to
more than one field in the same entity or link type.

Note: You cannot unassign the semantic type of an item in this dialog. You can only assign a different
semantic type. To unassign a semantic type, use the Semantic Types dialog. Select Tools > Database
Design > Semantic Types.

1. If this is the first time you have assighed semantic types in this database, you should load the
Semantic Type Library for your organization.
See Loading the semantic type library on page 152 for details.

2. Select an Entity Type, Link Type, Field, or Standard Field,

3. In the Semantic Type area, open Select Semantic Type For.

The Search Available Semantic Types box displays the name of the current entity type, link type,
or field. The Ordered Results area suggests some semantic types that may be suitable for assigning
to it, based on a comparison of its name with the name of the semantic type and any synonyms set
up for it. You can review the suggested semantic types by clicking on a result to display information
on the right.

4. If none of the semantic types in the Ordered Results area are suitable, you can search the library.
There are two ways of doing this:

* Inthe Search Available Semantic Types box, enter the word or phrase that you want to search
on. As you type, possible matches are displayed in the Ordered Results area.

* Browse the semantic types displayed in the tree view.
For detailed information, see Searching for semantic types on page 152.

Note: If none of the semantic types are suitable, and you are working in the database that contains
the central semantic type library for your organization, you can create a custom semantic type. For
important information on the dos and don'ts of creating custom semantic types, see Defining custom
semantic types on page 155 and Maintaining the semantic type library on page 157.

5. When you have located the correct semantic type:

a) Select it and click OK to return to the Entity Type, Link Type, or Field dialog, which displays the
selected semantic type.

b) Click OK to save your changes— the assignment is not completed until you click OK. To cancel
the assignment, click Cancel.
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Creating labeling schemes

Labeling schemes determine how the label that identifies and represents a record is derived from the
record's fields. For example, person records may have a label comprising the 'Last Name' field together
with the 'First Name' field, while for vehicle records the label may comprise the 'Manufacturer', 'Model'
and 'Registered Number' fields

You can also include 'free text' in the label. This is text that does not vary between labels.

There are two separate label definitions in each labeling scheme; one for the label to be used within
iBase, and one to be used when a record is added to an Analyst's Notebook chart.

Each labeling scheme covers all the entity and link types in the database. If there is more than one
labeling scheme it is because you may want different label formats at different times. You specify which
scheme is in use by making it the 'default'.

Note: For certain entity types, Smart Matching in Analyst's Notebook assumes a property semantic
type for the label value. Consider that for some entity types, the assumed property semantic type is a
Details kind. The label is then parsed during Smart Matching to locate the various parts of the textual
value. Do not assign a Details kind of semantic type to a property that will be used for a label. Instead,
specify a property that is a part of a Details type, and assign the semantic type with the correct specific
meaning. For example, for a Credit Card, specify the label to be the Card Number property, which is a
part that is located in a Bank Card Details property.

1. Select New > Labeling Scheme.

2. Select an Entity or Link Type from the list.

3. Display the page for the type of label you want to define; the Standard page for the label to be used
with iBase records, the Chart page for the label to be used for chart items.

4. In the Fields list click to select fields you want to include in the label. Then click Add to add them to
the Label Parts list.

5. In the Free Text box, type any text that you want to appear in all the labels (without variation). Then
click Add to move it to the Label Parts list.

6. If required, in the Label Parts list, click to select an item then:
¢ Repeat the previous steps. The new items are inserted below the selected one.
e Click Space to add a space between label parts.
« Use the up or down arrow key to change the selected item's position.
¢ Click Delete to remove the selected item.

7. Preview your label in the Sample box. You can change which record the preview is based on by
clicking Next and Previous.

Repeat these steps until you have defined standard and chart labels for all the required entity and
link types.

You might now want to set your labeling scheme as the default:

1. Find the scheme in the Database Explorer.
2. Right-click on the scheme and select Set as Default.

Note: A charting scheme may override the default labeling scheme.
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Setting valid end types

The entities allowed at each end of a link can be restricted to one or more entity types. This helps users
to enter data consistently, and improves the effectiveness of searches and data analysis.

Restricting the end types that are valid for each link type forces users to enter data consistently. This
can bring many advantages for users when searching and analyzing the data. For example, users can:

e Set the end types of the links they want to browse.

« Build queries using links with specific combinations of end type.
* Report on links with specific combinations of end type.

« Import and export link data with selected end types.

Some examples of links with restricted end types, in the example User Guide Database, are:

« A Relationship link type may have a Person entity type for each end of the link.

« An Owner link type may have Telephone and Vehicle entity types as possible End 1 types and
Organization and Person entity types as possible End 2 types.

< A Location link type may have only one entity type at one end (Address) but several possible entity
types at the other end, such as Organization, Person, Vehicle.

There are two ways of reviewing and setting the entities used as end types on links:

« For single link types, use the Link Type dialog.

< For all link types in the current database, use the Valid End Types dialog (described below). This
also enables you to find out how link end types are used in the database and to apply this usage to
the database design. If you change the valid end types for a database that already contains data,
you can identify which link types have invalid end types by using an Exceptions report. See below
Viewing exceptions and correcting links with invalid end types.

Displaying valid end types for a link type

In the Valid End Types dialog, choose a link type from the Link Types list. The end types currently
defined in the database design are shown.

The end types are sorted in alphabetical order. To sort a list with the valid end types at the top, turn on
the Sort by checked check box.

Finding out how link end types are used in the database

To see a list of the available end types for the selected link type as used in the database, click Usage.
To compare this with the end types defined in the database design, move the Used End Types dialog so
that you can see the end type lists in the Valid End Types dialog.

You have two choices:

e To update the design based on usage, click Replace. This replaces all the end type combinations,
for the selected link, in the database design with those used in the database

« To retain the existing design, click Close. This retains the existing database design, and you
can then identify any link types with invalid end types by generating an Exceptions report (click
Exceptions in the Valid End Types dialog).
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Defining valid end types

In the Valid End Types dialog, the End 1 Types and End 2 Types lists show all the entity types defined
in the database.

Note: Although these are called End 1 and End 2 this does not imply direction.
There are two ways of defining valid end types. You can:

e Click Usage to display the Used End Types dialog, review how the end types are used in the
database, and then click Replace to replace the end types in the database design with the end types
as used in the database. You can then adjust the end type combinations further if required.

< Inthe Valid End Types dialog, turn on or off the check boxes against the entity types that you want to
include as valid or exclude as invalid.

When you have set the end types that you require at each end of the link type, click Apply to save the
changes, or click Restore to cancel.

Restoring or applying changes

You can cancel the changes you have made to a link type by clicking Restore. You will lose any
changes that you made since you last clicked Apply.

After you click Apply, you cannot restore the original end types.

Viewing exceptions and correcting links with invalid end types

Any end type combinations that are not in the database design are invalid, and may limit how users
can analyze and search links. For example, in a query, users will be forced to search using the link type
{ Any} rather than on specific end types.

You can identify which link types in the database are used with invalid end types by producing an
Exceptions report: in the Valid End Types dialog, click Exceptions.

To add the exceptions to a set, right-click on any of the branches in the tree view, for example on
Exceptions or on one of the link types, and from the shortcut menu, select Add to Set. This may be
useful to users who will need to correct their data.

Note: The Exceptions totals include soft deleted records, and these will be included in any sets which
you create. Soft deleted records are only seen by SYSADMIN users. You may want to correct soft
deleted records in order to prevent a problem from occurring where uncorrected soft deleted records are
restored with invalid end types.

Reserved words

Words that are used to define iBase structures such as column names within the database tables are
reserved. This means that in order to prevent potential issues when commands are run, these words
cannot be used to define other objects such as item types or fields.

Each object type in the database has a different list of words that are reserved. For example, the list of
reserved words for entity types, include: unique id, create date, and record status.
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Creating chart attributes

A chart attribute is attached to a field of an entity or link type and can be used to provide a value from
the field in a form suitable for use in a chart. You can create a new chart attribute or edit an existing one
using the Chart Attribute dialog.

A chart attribute can include, in this order, any combination of:
e asymbol

e prefix text

« the value of the field

» suffix text

You can also set other configuration options that allow you to specify how attributes behave during
merge or paste operations on a chart.

Once you have created a chart attribute, you must use that attribute in the definition of one or more
fields before the attribute becomes available to Analyst's Notebook.

The use of chart attributes also depends on the user's settings in iBase, including the Charting page of
the Options dialog and the definition of charting schemes.

The final choice of how iBase data appears in a chart depends on user settings in Analyst's Notebook
and the iBase plug-in for Analyst's Notebook.
1. Select New > Chart Attribute.

2. Enter a name for the chart attribute in the Name box. You must name each chart attribute. The
maximum length of a name is 50 characters.

3. From the Type list, select the type of chart attribute. The available types are: Flag, Numeric, Text,
and Time.

4. In the Display area of the dialog, use the controls to construct and format the attribute. The box at
lower right of this area displays a preview of the attribute using example field values.

5. Turn on the Symbol check box to include a symbol as part of the attribute, click Browse and select a
symbol from the palette.

6. Turn on the Prefix check box to place a short piece of text after any symbol and in front of the
attribute value. Type a short description in the text box. End the description with a space character if
you wish to separate the description from following parts of the attribute.

7. Turn on the Suffix check box to place a short piece of text after all other parts of the attribute. Type
a short description in the text box. Start with a space character if you wish to separate the description
from earlier parts of the attribute.

8. Turn on the Show On Chart check box to have Analyst's Notebook display the attribute by default.

The user can choose to override this setting on a case by case basis within iBase or Analyst's
Notebook.

9. Turn on the Value check box to include the value of the associated field as part of the attribute.

The remainder of the Display area depends on the type of attribute being defined. It may be empty or
contain formatting controls such as the displayed number of decimal places for Numeric attributes, or
the date or time parts of Time attributes.

10.1n the Behavior area, select options from the lists to define the attribute value that is the result of
pasting or merging attributes when working in Analyst’'s Notebook. The operations are:

¢ On Paste select what happens when users paste the entity or link.
* On Merge select what happens when users merge the entity or link.
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11.Click OK to save the chart attribute.

Adding Security Classification Codes

Security Classification Code lists (SCC Lists) can be used in conjunction with Data Access Control
groups to manage the access levels of records. In addition to the standard lists that are available within
iBase, you can create your own lists and values that match the organization that you work for.

Security Classification Code lists:

« Determine the values available when users select from an Security Classification Code field type.
< If Data Access Control groups are used with SQL Server databases, determine the access to
records that are assigned a specific security classification code.

SCC lists and SCC fields do not on their own enforce security. To enforce security based on the value
in an SCC field, you need to add Data Access Control groups, assign users to those groups and then
deny access to the SCC values using the Data Access Control command. See Setting up Data Access
Control groups on page 172 for details
1. Select New > Code List > SCC List
2. Enter a name for the list.

This is just the name of the list and should be different from the name of the field that will use the list.
3. Enter a description.

Use this to give a useful hint on where the list is used, for example.
4. For the items in the list:

¢ Click to select an item in the Items list. Click again to start editing the text. Do not edit items that

are used in data records.

« Delete a selected item by right-clicking and from the shortcut menu, selecting Delete Item. Do not
delete items that are used in data records.

¢ Add a new item using the blank item at the bottom of the list.
5. Click OK to confirm your changes and close the dialog.

Viewing the number of records in a database

The number of records of each of the entity and link types are recorded in the Database Statistics. You
can use this view to report on the structure of your data.

1. Click File > Database Statistics.
2. Click Print to print the contents.

Viewing the database design report

You can use the database design report to view information about your database design. The database
design report includes details about the design of the database. For example, database statistics, entity
and link type fields, code lists, and semantic types.

The database design report summarizes the design of a database that you have access to. To gain
a full view of the database design, you must ensure that you run the report with the correct access
permissions.

1. To generate a report, click File > Database Design Report.
2. With the report open, you can:
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* Browse the pages.

< Refresh to ensure that the latest information is captured.

e Print the report.

« Export the report to Microsoft” Excel, PDF, or Microsoft” Word.

Code lists

Code lists are the collective term for the pick lists, icon lists, and Security Classification Code lists that
are stored within the database. These lists contain specific values that increase the consistency of
information that is entered into the system.

Pick lists

Pick lists determine the values available for selection when using a Suggested From Code List type field
or a Selected From Code List type field. You can restrict who is allowed to edit pick lists.

There are two versions of the Pick List dialog, depending on whether the list is filtered or not. Filtered
lists allow you to assign a group of values to one or more values in a parent list. See Editing filtered pick
lists on page 133.

Pick lists, and the fields they apply to, are defined in the database design. Filtered lists, where one list is
assigned as the parent of another, are also set up in iBase Designer.

Note: Some similar fields may use different code lists. The name of a list may indicate what field(s) it is
used by. For example, a Hair Color list might be used for a Hair Color field in Person entity type records,
and a Vehicle Color list might be used for the Vehicle Color field of a Vehicle entity type. Although both
lists contain lists of colors they are separate pick lists.

Creating pick lists
Create a new empty list and add the values one at a time. This is suitable for lists that will contain only a
small number of items, or where you do not have a file containing the values you want to use.
1. Select New > Code List > Pick List.

2. In the Name box, type the name for the pick list. Optionally, type some text to provide more
information about the pick list in the Description box.

3. To add items to the list, enter an item value and, optionally, a description in the first row. As soon as
you type (or paste some text) another blank row is automatically created. To add further items, do
one of the following:

¢ Click on the row below where you want the new item, and then click Insert Row. Enter the name
and description in the new blank row.

* Click the blank item at the bottom of the list. This adds a new item at the end of the list. You can
then use the Move buttons to move the item to where you want it in the list.

4. Continue to add items, then sort the list as required, by moving items up or down the list, or by
sorting the entire list alphabetically. Item values must be unique.

5. When you are happy with the contents and the order of the list values, click OK.

6. Assign the pick list to the required field in an entity type or link type. See Creating a field on page
121.

Editing pick lists
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You can edit item names and items descriptions, add and remove items and change the order in which
the items are displayed. You can also edit the name and description of the pick list itself. The pick list
description is only visible when editing a pick list.

1. Inthe Items list, click to select an item.

2. To edit the item name, click in the Value column and enter the name.

3. To edit the item description, click in the Description column and enter the description. Item
descriptions are optional but can help you to choose the right value when entering data in a record.

4. To add a new item, do one of the following:

¢ Click on the row below where you want the new item, and then click Insert Row. Enter the name
and description in the new blank row.

« Click the blank item at the bottom of the list. This adds a new item at the end of the list. You can
then use the Move buttons to move the item to where you want it in the list.
5. To delete an item, right-click and select Delete.
6. Click OK.

Note: Other users who are logged on to the database will continue to see the old list until they close
and reopen the database, or display the Pick List dialog and then click OK to close it (which updates
the contents of all the lists).

Importing pick lists
If you have a large list of values that you would like to use in multiple lists, or a list that has been
exported from an external source, you can import pick list values. Importing pick list values can reduce
both entry time and errors.

An import file uses the following format, where the description is optional:

[child list name] tab description tab [parent list name]

child item name tab description tab parent item name

Note: To see an example of a text file containing valid pick list data, you can export a pick list in the
database and view the file which is created. You could then use this file as a template for other pick lists
to be imported. See Exporting code lists on page 135. The number of tab-separated values must be

the same for each row in the file. Two tab characters are required if there is no description.

1. In the left Database window, select a pick list, right-click, and select Import.

The Import Code List dialog is displayed, in which you select a file containing the pick list data.
Only text files (with a . txt extension) can be selected. If your file has a different extension, you must
change it to . txt before it can be imported.

2. Select the required file and click Open.

After choosing a suitable text file, you need to define how you import the list. There can be zero, one,
or more pick lists defined in a text file, and the dialog shows you what is defined in the file and, if
there are valid lists, offers you options for importing each list.

Information about the number of pick lists in the selected text file and the name of each pick list to be
imported is displayed in the Import Code List dialog.

Each pick list is imported in the order in which it is found in the text file. For each list, you have the
option to import it or skip the import and move to the next list.

Pick list example files
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Simple example

Each pick list is identified in the text file by a header row, which contains the pick list name in square
brackets. Each item in the pick list is separated from the next by a new line:

[ Vehicl e Typel]
Ai rpl ane

Bus

Car

Cont ai ner ship
Ferry
Hovercraft

M ni bus

Mot or cycl e

In the simple example above, a pick list called Vehicle Type will be imported. The list ends when
another header row is found, or at the end of the text file.

Simple example with description

If the pick list has a description, it follows the name as a tab-separated value in the same row:

[ Vehicle Type] Basic category of vehicle
Ai rpl ane

Bus

Car

Cont ai ner ship

Ferry

Hovercraft

M ni bus

Mot or cycl e

Note: If the pick list has no description, then the date it was imported will be used as the description.

Simple example with list item descriptions

If the items in the pick list have a description, the description follows the item name as a tab-separated
value in the same row:

[ Vehicle Type] Basic category of vehicle
Airpl ane Conercial or freight airliner
Bus Public passenger vehicle

Car

Cont ai ner ship Goods carrying vesse
Ferry Passenger vesse

Hovercraft

M ni bus Max. 20 passenger occupancy

Mot orcycl e Two or three wheel ed vehicle

Note: All the items do not have to have a description. You can always add a description or edit the
description later.
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Example with parent list assignments

To import a filtered pick list (that is, a pick list which is assigned a parent list), the header row must also
contain the name of the parent list in square brackets:

[Vehicle Style] Current vehicle type [Vehicle Type]

Busi ness jet Seats a maxi mum of 9 people Airplane

Si ngl e-engi ne piston Small one or two person carriers Airplane
Anphi bi an Supports both aquatic and | and based | andi ng Airpl ane
Commer ci al Standard passenger pl ane Airpl ane

Coach a single decker Bus

Doubl e- Decker a doubl e decker Bus

In the above example [Vehicle Type] is the name of the parent list, and the first four items are assigned
to the Airplane parent list item.

Filtered pick lists
Filtered pick lists aid data entry by creating a parent-child relationship between two consecutive pick list
fields in a form or datasheet in iBase so that the selection of a value in the parent list limits the values
that can be selected by the user in the child list to only those that are relevant or suitable. This can
speed up data entry and ensure consistency in the database.

You define the parent-child relationship between two pick lists in iBase Designer and then assign groups
of items in a child list to each item in the parent list. See Editing filtered pick lists on page 133.

Note: The assignment of items can also be created and edited in iBase by any user with sufficient
permissions.

The child list can be thought of as an amalgamation of several sublists, each one relevant for a single
item in the parent list.

You can arrange filtered pick lists into a hierarchy of any number of levels, such that the value selected
in the first list filters the available values in the second list, and the selected value in the second list then
filters the values available in the third, and so on. It is most common for filtered pick lists to consist of
just a parent and a child.

Note: You can use a child pick list in an entity type, link type or datasheet without its parent list. The
pick list behaves as an ordinary pick list, with all its values available for selection, sorted alphabetically.
In addition two consecutive pick lists in a form or datasheet will only function as parent and child, if you
explicitly set them up to behave in that way in iBase Designer.

Creating filtered pick lists
A filtered pick list allows you to set the values in the child pick list based on the selection in the parent
list. You can create filtered pick lists manually, or import formatted lists.

Filtered pick lists can either be created manually or imported from a text file. See Importing pick lists on
page 130.

1. Create the list that will become the parent list.
2. Create the list that will be the child list:
a) Right-click on the parent list, and select Create Child.
A blank Pick List dialog is displayed with the parent list already assigned.
b) Enter the name and each child item.
See Creating a child pick list on page 133.
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3. Assign the child pick list to its parent list. See Assigning values to a parent pick list on page 134.

4. Open the child pick list and assign each group of values to an item in the parent list. You can at this
stage add and remove items.

5. Assign both pick lists to the required fields. You need to decide whether the pick lists are Suggested
From Code Lists (which allow values other than those in the list to be entered) or Selected From
Code Lists (in which only the values in the list are valid for selection).

6. Make sure that the fields are arranged in the entity type, link type or datasheet so that the field using
the parent pick list is directly above the field using the child list.

Once you have set up your parent-child pick lists, you should test them in iBase.

To do this, close the database in iBase Designer and open the same database in iBase. Select the
entity type or link type to which you have added the parent and child pick lists and create a new record.

Editing filtered pick lists
Filtered pick lists improve data entry by allowing available values in one pick list to be filtered by the
selection in a pick list above it. After you have set up filtered pick lists, you can manage the contents to
match your needs.

If you would like to modify the contents of a filtered pick list, remember:

e Changing the name or description of any item in a parent pick list will change it in the Pick List dialog
when editing its child pick list.

« Deleting an item in a parent list to which items in a child list have been assigned will result in those
items being unassigned.

« Duplicates are not allowed in parent lists

Note: Pick lists can also be edited by users in iBase but you can restrict who is allowed to edit pick
lists.

1. Select Code Lists > Pick Lists

2. Right-click on the pick list you want to edit, and from the shortcut menu, select Edit. You can also
double-click on the pick list. The Pick List dialog is displayed.

Creating a child pick list
You can create a pick list to offer the user a set of related or more detailed values for each item in an
existing list.

You can create a pick list to offer the user a set of related or more detailed values for each item in an
existing list. For example, the Vehicle Manufacturer pick list may have a child list of Vehicle Model,
which allows the user to record a more refined level of information about a vehicle - not just the make
of a car, but the particular model. The Account Type pick list may have a child list of currency values, to
control which particular currencies are valid for a selected account type.

In both cases, the child list values available for selection are filtered by the selection of a value in the
parent list. The two lists need to be assigned to consecutive fields in the entity/link type field list or
datasheet for this behavior. For more information, see Filtered pick lists on page 132.

You cannot create a child list for a pick list which itself has duplicate items. A pick list with duplicate
items must be a child list itself.

You can enter all the values for a single parent item, and assign them all as a group. To do this, when
you have entered all the values, click on the square at the top left of the Items area. This selects all the
items in the list.

You can then assign all the items to the required parent item.
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Alternatively, select the parent item in the list on the left and then enter all the items on the right side of
the dialog. Items entered will automatically be assigned to the selected parent item.
1. Display the list of pick lists by clicking the plus symbol next to Code Lists then select Pick Lists.

2. In the right side of the dialog, right-click on the list for which you want to create a child list, and from
the shortcut menu, select Create Child.

3. In the right side of the dialog, enter the first item. Add a description if required. Press Ent er to enter
the item and move to the next row.

4. Click Assign to assign this value to one or more values in the parent list.

The Parent List area is updated to show the number of items assigned to each parent as you
continue to create the list.

5. When you have finished creating the list, click OK.
Assigning values to a parent pick list
If the list you are editing has a parent list, you can assign each entry to one or more values in the parent

list. Each assigned entry shows the name of the parent list, and also the number of assigned items for
each item within the parent list.

When you open a pick list, you can see how many items have been assigned, and to which parent
items, in the panel on the left.

e To view all the items in the list, click on <All>.

e To view only those items that have not been assigned to any parent item, click <Unassigned>.

1. Click Code Lists > Pick Lists, select a pick list, right click and select Edit.

2. To assign values to an item in the parent list:Select an item in the list on the right. Click anywhere in
the row to select it. (It is usually easier to find the items to assign when the list is filtered to show only
Unassigned items.)

Tip: To select more than one item, click on the square on the left of the row, and hold down Ctrl
while selecting the items you want.
3. Click Assign.

4. The Assign Parent Items dialog is displayed. Turn on the check boxes for the parent items to which
you want to assign the selected values.

You can select more than one parent item. Click on each parent item check box to assign the items
to the selection.

5. Click OK.
Note: When you assign an item to more than one parent, a duplicate item is created in the list.

If you assign an item to 10 parent items, 9 duplicates will be created. The total number of items,
displayed in the Pick List dialog, will be updated accordingly.

The description for all the duplicate items will be the same. When you assign an item to more than
one parent item, the original description is inherited by all the other items. Changing the description
for any one item will update that description for all the duplicate items.

Editing icon Lists

For certain types of entity, you might want to allow the icon to be selected from a list rather than
providing a single icon. You can edit icon lists to determine which icons you can select when using an
Icon type field.

Not all icon fields use the same list. The name of a list should indicate the intended use. For example,
the 'Crime Icon' list might be the list for the 'Icon’ field of ‘Crime' entity type records.
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The icon lists, and the fields they apply to, are defined in the database design. Your system
administrator may restrict who is allowed to edit icon lists. The Name can only be changed in iBase
Designer.

In the Icon List dialog, the left list contains all the available icons from the Icon List file as set up by the
system administrator. The right list contains the icons in this icon list.

1. Select New > Code List > Icon List.
2. Enter or edit the description.

3. Click to select an icon in the left Items list and note its preview to the right of this list. If you want it to
be available in the icon list click Add to move it to the right list.

4. Click to select an icon in the right list and note its preview to the left of the list.

Tip: It you want to remove it from this icon list click Remove to move it to the left list.
5. Click OK.

Exporting code lists

Code lists can be exported for use either in other iBase databases, or other applications. You can export
all code list types, whether a pick list, icon list or Security Classification Code (SCC) list.

1. To export a code list, right-click on it in the left or right pane of the Database window, and click
Export.

2. In the Export Code List dialog, choose a hame and location for the file. Exported code lists are saved
as text files. The default for the file name will match the name of the list being exported.

Note: When you export a pick list which is part of a hierarchy, you are given the option to export all
the pick lists in the hierarchy, or just the pick list itself.

Viewing changes to code lists

A record of the changes to code lists can be kept.

With a pick list, icon list, or SCC list open, click History to view the changes to the list. These changes
include:

e Values
« Descriptions
« Parent lists, for filtered pick lists.

All the changes that are made in the same session are grouped by username, date, and time. Current®
updates to the list are not shown - you need to confirm your changes by clicking OK before the changes
are logged as part of the audit history.

You can print the list or save it as a Microsoft” Excel spreadsheet or PDF file.
Note:

To view the audit history, the database must be an SQL Server database and the audit history must be
turned on. To find out whether the database logs audit history, select File > Database Properties and
check the setting of the Audit History.

Viewing changes to code lists requires that the Report Viewer is installed.
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Designing datasheets

You can set up datasheets so that the fields for a particular entity are in a specific format. You can
create or edit datasheets that contain just one entity (the main entity) or with a main entity and links to
one or more linked entities.

Datasheets are designed and managed in iBase Designer.

When opened in iBase Designer, all datasheets contain controls that are always displayed:

Area Description
Name The name of the datasheet.
Page Style Determines whether fields are displayed on a

single page (Standard), or multiple pages that
group information accessed on tabs or hyperlinks.

Form type If you turn on Use this form in place of the

standard 'Show' form, the datasheet is used as
the default display for items of this type.

The available fields for the datasheet are found in lists:

P w0bdPE

8.

Fields - fields that are available but haven't been assigned to a page of the datasheet.
Selected Fields - the fields that are displayed on the selected page of the datasheet.

Select Tools > Datasheet Manager.

Click New to display the Datasheet Designer with a blank sheet.

Enter a Name to identify the datasheet.

Select the Page style:

e Standard - Fields for the main entry are displayed on a single page, with a separate page for the
details of each link.

e Tabbed - Selected fields can be placed on tabs to help group information.

* Hyperlink - Selected fields can be placed on hyperlinks to help group information.

Define the main entity:

a) From the Entity Type list, select the entity type.
When you first select an entity, the Fields list contains all non-mandatory fields that are
associated with the entity type and the Selected Fields list contains all the mandatory fields.
Note: If you select the Tabbed or Hyperlink style, you can split the Selected Fields list; each
sublist is displayed in iBase as a separate tabbed page of the datasheet.

b) Inthe Selected Field list, select the fields to display and the order in which to display them.

¢) Click OK to save the datasheet or click the Links tab to add one or more links to the datasheet.

You can split fields into pages, which appear to the user as tabbed or hyperlinked pages. For more
information, see Creating datasheet pages on page 137.

. You can add the details of a linked entity to your datasheet. For more information, see Adding a link

in a datasheet on page 137.
Click OK to save the datasheet.

To verify that the datasheet is correct when used in iBase:

1.

Close the database in iBase Designer. You do not need to log off.
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2. Start iBase and open the database.
3. Select New > Datasheet > name(where name is the name of your datasheet).
4. Test that the datasheet looks and works as expected.

Creating datasheet pages

Datasheets can contain different pages to help group related fields. If you would like to add pages to
your datasheet, you can select whether the pages are accessed using tabs or hyperlinks.

To add fields to tabbed or hyperlinked page:

1. From the Page Style list, select Tabbed or Hyperlink.

Note: The Standard page style uses a single page.
2. Accept the default page name, or change it to be more meaningful by editing the Tab Name.
3. Click Add Tab or Add Hyperlink to create a new page.
4. For each page, select the fields to display and the order in which to display them.

Adding alink in a datasheet

You can create a new link for use in a datasheet provided that you have an appropriate link type defined
in the database. You need to specify the main entity, the link type (and direction) and the entity type to
link to.

1. Enter a name in the Link Tab Description box. Make this a short meaningful name, ideally
combining the names of the link type and the linked entity.

2. From the Link Type list, select a link type.

3. From the Linked Entity list, select an entity type.

4. If the link type has a restricted set of entity types for its ends, you may see only one or a small
number of entity types in the Linked Entity list.

5. If the link is to have a direction, choose the required option from the selection of plain and arrowhead
lines listed. This choice sets the direction of the link created when you use the datasheet as a way of
creating links.

6. If you want the datasheet to retrieve only links of the direction you have just specified, turn off
Ignore direction when retrieving links. In most cases, you will wish to leave this option turned on
so that the datasheet retrieves all links, regardless of direction.

7. Click OK to save the link and return to the Links page in the Datasheet Designer.

Field Types

Each type of field stores a particular type of information and has a range of typical uses. Many types
have options for display formats and default values.

User Fields

User fields are the fields that record values supplied by users or by data import from other sources. In a
data entry form, a quick way to identify user fields is to look for boxes with a white background showing
that they allow user data entry.

The following user field types are available:

Coordinate
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You can add fields to entity types or link types to store coordinate data so that the geographic
location of an entity or link can be plotted on a map using a GIS package or the Analyst's Notebook.

You add a Coordinate field to an entity or link type to enable users to enter coordinate values in any
of a range of formats. This field must be a Coordinate type field. You must add the Coordinate type
field directly above two Real Number coordinate fields in the entity definition. The two Real Number
fields are used to store the converted coordinate values.

When the user enters geographic data into the Coordinate field, a Coordinate Conversion utility
converts the coordinates into decimal degrees, using the WGS 1984 datum (a global standard for
plotting geographic locations).

Counting Number

Counting Number fields are used for whole numbers. For example, 656 and -100001 are valid
entries.

Note: If a number has a fractional element, use Real Number or Currency field types.

Currency

A Currency field is used for financial values. A Currency field accepts either numbers or numbers

with the Currency symbol from the current Regional Settings. The number can include a fractional
part, expressed as decimals. This type of field stores numbers in a way that minimizes any errors

during calculation and storage. If you analyze records that have different currencies, do one of the
following:

 Include the currency in the field name, such as Amount in $, Amount in £ and do not enter the
currency symbol when entering a currency amount.

e Hold currency information in two fields. A Currency field, called Amount to hold the number and a
Text field called Currency to hold the currency symbol.

Note:

* You can set the currency symbol to one that is not the default for your current regional settings,
for example, to Yen if you are using US English. When you do this, iBase will no longer accept
any other currency symbols (including the default for your Regional Settings).

e There is no link to the currency in use when the data was entered. If you have users that work
in different locales, you may wish to convert all monetary values to a single currency before you
enter them into the database record.

A Currency field can be up to 19 digits in length, 15 digits before the decimal point and 4 digits after
it.

Note: Analyst's Notebook does not support values in decimal formats. When currency values are
added to Analyst's Notebook charts, values will be converted to doubles, that is 15 digits in total,
which may result in lower precision for your values.

Date
Date fields are used when entering dates.

You can specify a default value, or use a special value ‘Today’ which is the creation date of the
record.

There are special field types for the system fields Create Date and Update Date.

Document

Document fields are used to embed documents in a record, such as charts, and files with
extensions of: .doc, .docx,.xls, .xlIsx, .ppt, .pptx, .txt, and .htm. The advantage of embedding a
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document is that users are no longer dependent on an external file system or a web server. An
embedded document cannot be updated by any changes made to the external file, or by editing in
iBase.

Embedded documents can be:

* Viewed in the Show or data entry dialogs

« Searched if Search 360 is available. (Searching documents is optional and requires that the
appropriate iFilters are installed on the server.)

« Edited provided that users have a suitable application for the file type. Users edit a temporary
copy of the file; they cannot edit the document embedded in the record. To update the
embedded document, users need to reload the edited document into the record.

Hyperlink (including owner hyperlinks)

Hyperlink fields are used to specify one or more locations to link to. A Hyperlink field consists of
a series of text strings, with a maximum length of 65000 characters. Hyperlink fields cannot be
indexed.

A special type of hyperlink field displays the name of the user who owns the record, and clicking on
this type of field, displays their contact details.

Hyperlink fields can contain:

Afile

For example C: \ My Docunent s\ Per son Report . doc, for a file on your computer or \
\ server/ Shar ed/ Per son Report. doc for a file on a network.

A URL to the Internet or an intranet

The user can enter any valid URL and double-click on it to display it in their Web browser.

An entity or link record

This can be another entity or link record in the database. Each record is identified by a # character
and the record identifier which is displayed in the Properties dialog of the other record.

For example, the record #PER156\GEN. This is record 156 of a PERSON entity type that has a
database identifier of GEN. The user clicks the Browse button to display the Select dialog.

A user name

This will be the name of the user who owns the record: either the user who created the record
(their name is automatically inserted when the record is saved) or the user selected as the owner.
To define the hyperlink field as an owner field rather than a general hyperlink field, use the dollar
symbol ($) as the default value.Unformatted text, suitable for notes that require editing

Multi-Line Text

Multi-line Text fields are used for unformatted text, such as long unstructured notes, which may
require subsequent editing. These fields are displayed over several lines; the limit is 65535
characters (in English, this is typically between 10000 and 12000 words).

Note:

» Do not use Multi-line Text fields for information that you may want to sort in record lists.

« If you want to protect fields such that users cannot edit or delete them, use Multi-Line Text
(Append only) fields.

« If users need to use large amounts of text, tables or graphics, or character formatting such as
bold or italic, use Document or Hyperlink fields.
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Multi-Line Text (Append Only)

Multi-line (Append Only) Text fields are used for unformatted text. They are similar to Multi-line Text
fields except that users cannot edit or delete existing text; they can only append to it. This is useful
if you need to store notes as an investigation progresses and you do not want to lose any of the
existing information.

If you define a default value for this field, it will always precede any text that a user enters.

OLE Object

OLE Obiject fields are similar to Picture fields. This is a legacy type; they typically appear in iBase
3 databases that have been converted to a newer version of iBase. OLE Obiject fields are not
supported in iBase 4 or later. They are read-only fields which you need to convert to appropriate
field types.

To convert to appropriate field types:
1. Export all the data in the OLE fields that you want to keep.

2. Delete the OLE field type.
3. Import the data back in to fields that use either the Document or Picture types.

Picture

Picture fields are used for pictures in a record. If a Picture file contains a graphics file, this is
displayed on Analyst's Notebook charts instead of the icon.

Note:

* There can be more than one picture field in a record, however only the first one that is defined
can be displayed on an Analyst's Notebook chart instead of the icon.

» Picture fields cannot be indexed for searching in Full-Text search.

Real Number

Real Number fields are used for numbers that can include a fractional part, expressed as decimals.
For example, 1234.56 and 0.005.

A Real Number field can hold a larger range of values than a Counting Number or Currency field.
Currency fields offer greater accuracy within a smaller range.

Selected from Code list

Selected from Code List fields are used to make a user select a value from a code list (drop-down
list). For example, a grading system may use grades A to E, the code list therefore, would contain
only the values A, B, C, D and E from which the user can select.

When editing a field, you can change a Selected from Code List field to a Suggested from Code List
field and vice versa. This will not affect any existing records.

Note: This field type is only suitable for use with complete code lists. If you have an incomplete
code list, you should consider using a Suggested from Code List field.

Strength
A Strength field defines the line style to be used for event frames in Analyst’'s Notebook charts.
When defining a Strength field, for a record in iBase you can choose one of the following strengths:

* Confirmed -solid line
* Unconfirmed - dashed line

© N. Harris Computer Corporation (2022)



i2 iBase documentation | 141

» Tentative - dotted line
Note: You cannot add a Strength field to a link type, or as a standard field.

Suggested from Code List

Suggested from Code List fields allows a user to select a value, either a suggested value from a
code list (drop-down list) or to enter any value. For example, you might supply a list of common car
models, but allow the user to enter other models by typing.

When editing a field, you can change a Selected from Code List field to a Suggested from Code List
field and vice versa. This will not affect any existing records.

Note: Use this field type when the code list is not complete or definitive.

Text

Text fields are used for small amounts of plain text; these fields are limited to 255 characters. The
default field size is 50 characters. You do not save space in a database by using a small field
length, however the layout of the fields in dialogs or datasheets is best if limited to 100 characters.

Time

Time fields are used when entering times. You can specify a default value, or use a special value
'Now' which is the creation time of the record.

Time Zone

Time Zone fields can be used to specify the time zone of a record. They are used to provide a
reference to dates and times when working with iBase data in Analyst’s Notebook.

Note: If you want to import records containing time zones from external data sources, then you
need to represent each time zone by the appropriate code. For example, in the import file, the time
zone (GMT+00:00) Greenwich Mean Time: Edinburgh, London must be represented by 32. Also,
when exporting data that contains time zones, the time zone will also be represented by a code.

The time zones and their codes are listed in Time zones in import and export on page 256.

Yes or No (Boolean)
Any data with two values: Yes or No, True or False

System Fields

System fields display and use values that iBase provides from system information maintained for all
records. Users can see most of the information for a particular record by displaying the Properties dialog
for that record.

Optionally, you can include any of the system information as system fields in the definition of an entity
type or link type, either for specific entity types or link types or for all types. Including a system field in an
entity type does the following:

L]

Makes the field available for use in a query.

Makes the information available in Browse dialogs and other lists.

Makes the date fields available for use in calculated fields.

Makes it possible for users to select custom icons and security classification codes for given records.

You can add only one system field of each type to an entity or link type.

The following system field types are available:

Case
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The system field Case records the case name to which each record belongs, but unless specifically
added to an entity or link type it is not exposed to the user. Its value cannot be edited.

Adding a Case field simply maps the value of the system Case field, and is intended for use in multi-
case analysis mode, when you want users to be able to identify which case a record came from
when running a query, browsing or finding data across several cases (that is, when they are logged
on in multi-case mode). If you want to expose the case value in this way, then you should add a
Case field to every entity type and link type in the database.

Note: This field type is only available in case controlled databases.

Create Date

The creation date and time for each record. It is automatically added by iBase whenever a record is
entered in the database.

The format matches the current date and time settings specified in your Windows environment.

Create User
The user identifier of the person who created the record. This is automatically added by iBase when
the record is first saved in the database.

The Create User field appears as a hyperlink in the Properties dialog for a record, and when clicked
on, displays contact details for the user who created the record.
Icon

Provides the representation for an entity record in place of the default icon for the entity type. For
example, a Location Icon code list may include icons to represent houses, offices, bars, and so on.
If you do not provide an icon field, then the default icon for the entity type is used.

Record ID

The system field Record ID provides a unique record identifier, which is automatically added by
iBase whenever a record is created.

A record ID, for example PER130 or PER130\GEN, consists of the following:

Element Description

Table prefix code This is unique for each entity type or link type,
for example PER for a Person entity, or PEO if
there is a naming clash with another prefix. This
is three characters long.

Record number This is unique for each record within the table
and automatically assigned by iBase. For this
example, the record number is 130.

Separating character A separating character is present only if there is
a following database identifier. It is always the
backslash (\) character.

Database identifier code This is blank by default. When you create and
name a new database, you can specify a code
of your choice up to five characters long, in the
Advanced page of the Create New Database
dialog.

Security Classification Code
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The system field Security Classification Code forces a user to select a value from an SCC list (a
special code list) that you provide, or to leave the field blank. You can only add one field of this type
to an entity type or link type.

Once defined, this field is linked to the chosen code list. It is still possible to edit the code list, which
is listed in the iBase Designer Explorer pane under the heading Code Lists \ SCC Lists.

Note: This value is not shown in the Properties dialog. The only way to see or affect its value is to
create a field of type Security Classification Code.

With SQL Server databases only, and when Extended Access Control is enabled, a security
administrator can make various records of various entity types or link types inaccessible according
to the security classification code (SCC) given to each record.

Update Date

The date and time at which the record was last updated. This is automatically added by iBase
whenever the record is edited in the database. The format matches the current date and time
settings specified in your Windows environment.

The field has no value until an edit has been performed after initial creation of the record.

Update User

The user identifier of the person who last updated the record. This is automatically added by iBase
whenever the record is edited in the database.

The field has no value until an edit has been performed after initial creation of the record.

The Update User field appears as a hyperlink in the Properties dialog for a record, and when clicked
on, displays contact details for the user who last updated the record.

Calculated Fields

Calculated fields allow you to manipulate existing fields by arithmetic operations on humbers and dates,
or extraction of portions of dates and times.

The following calculated field types are available:

Calculated Date

Use a Calculated Date field to derive a new date, produced by calculation from another date field of
the same entity or the current date and time.

The result is always a pure date. That is, any portion of a day is discarded from the starting field if
it had a non-zero time component, and all calculations can only add or subtract whole days. This
allows simple comparison with other dates.

For example, given a field containing the date of birth, you can calculate the current age of a person
or, given the age, calculate the approximate year of birth. Calculated fields also help in identifying
records for purging, based on dates of data entry or changes of status of the represented entities
and links.

Calculated Date Part

Use a Calculated Date Part field to derive a part of a date or time, selected from another date field
of the same entity or from the current date and time. For example, given a date you can display just
the day, month, or year.

Calculated Number

Use a Calculated Number field to derive a number from another numeric or date field or the current
date and time.
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The permitted operations are addition, subtraction, multiplication and division, shown in the drop-

down listas +, -, *, and / .

You can mix fields of type Real Number, Counting Number, Currency, Date, and Time (but not Time
Zone) with fixed values, both real numbers and integers.

You cannot affect the order of calculation by using brackets.

Formatting fields

For many fields, you can choose a format in which the field is displayed from the Format list. The list of
formats varies depending on the type of field selected. In some cases, you can also leave the Format
choice blank or use code letters to enter a custom format.

If you have existing records in the database, you can preview the effects of most display formats by
right-clicking the relevant entity, and selecting Records. Due to the potential scale of format conversion,
Multi-Line Text formats cannot be previewed.

This table lists all field types where you can choose a format:

Field Type

Formats Available

Examples

Text

Upper Case, Lower Case, Upper
First, or left blank to show the
text as entered

e Upper case - EXAMPLE
* Lower Case - example
e Upper first - Example

Calculated Date

Long Date, Medium Date, Short
Date, Custom (with m d y)

Custom:

e mmmm dd, yyyy - August 23,
2022

e yymmmdd - 22 Aug 23
e d-m-yy 23-8-22

Calculated Number

Custom (with #.0)

e #.000 - 34.567
e #.00-34.56

Real Number

Custom (with #.0)

e #.000 - 34.567
e #.00-34.56

Date

Long Date, Medium Date, Short
Date, Custom

Custom:

¢ mmmm dd, yyyy - August 23,
2022

e yymmmdd - 22 Aug 23
e d-m-yy 23-8-22

Hyperlink

Upper Case, Lower Case, Upper
First, or left blank to show the
text as entered

e Upper case - EXAMPLE
¢ Lower Case - example
e Upper first - Example
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Field Type Formats Available Examples

Time Long Time, Medium Time, Short | Custom:
Time, Custom (with h, morn, s

¢ hh:mm:ss am/pm - 12:20:08
am/pm and a separator)

am
¢ nn:ss-20:00
Currency Currency (using Windows e #.000 - 34.567
currency symbol), Custom (with
#0) y symbol) ( . #00-3456

Multi-Line Text, Multi-Line Text | Upper Case, Lower Case, Upper |. ypper case - EXAMPLE
(Append Only) First, or left blank to show the

¢ Lower Case - example
text as entered P

e Upper first - Example

You can define a custom format by entering code letters and extra text, or display the field unformatted
by leaving the entry blank. If you specify a custom format, the field either contains the code that you
enter or is blank; it never contains the word Custom.

Note: Be aware that when formats are applied to numerical field types (Currency, Calculated Number,
and Real Number fields), the displayed accuracy or number of decimal places might be limited. Add a
hint to the Description of such fields that queries should test for a difference of plus or minus the least
significant digit rather than absolute equality.

Coordinates in iBase

To plot an entity or link on a map, you need to enter coordinate values in two fields that have been set
up for this purpose. Your GIS package will have been configured to interpret the values in these fields
so that the data can be plotted in the correct location.

In iBase, you will also be able to store geographic data in a number of formats, which are then
converted, either manually when you enter the record or automatically after an import or using a bulk
conversion. You can also run coordinate queries.

Types of field

The fields used to contain the coordinate data must be defined as Real Number type fields. They may
contain the following types of coordinates:

< Latitude and Longitude values, entered in decimal degrees
« Easting/Northing data, entered in meters

These fields will typically be called Latitude and Longitude or X and Y. If you are not sure which fields
you need to use, move the pointer over the field name to see its tooltip, or speak to your database
administrator.

About converting coordinates to a standard format

When you convert coordinates, they are always converted to decimal degrees of latitude and longitude,
using the WGS 1984 datum (a global standard for plotting geographic locations).

To convert coordinates, the entity type requires a Coordinate type field in addition to fields for the
latitude and longitude. The Coordinate type field must be directly above the latitude and longitude
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fields. You enter the coordinates in the Coordinate type field and the coordinates are then automatically
converted and displayed in the latitude and longitude field.

The original coordinate value is stored so that it can be searched for, and for audit purposes.
Note: The conversion process will change longitude values greater than 180 to their equivalent

negative value in order that they can be plotted correctly.

Supported coordinate systems

There is a wide range of formats in which you can enter coordinate data. Be aware of the following
points when you are using any of the following coordinate systems.

Military Grid Reference System

MGRS coordinates with less that the prescribed five-digit northing and easting values are accepted by
iBase, but these low-precision values represent a large square surface area. For conversion purposes,
the upper left corner of their effective area is used.

For example, 40UCE11 and BCE11 are interpreted, for conversion purposes, as being identical to
40UCE1000010000 and BCE1000010000.

British National Grid

BNG coordinates with better than 1-meter accuracy are not supported when automatically converting
coordinates in bulk. You can choose one of the following options:

e Treat as conversion failure: the conversion is skipped so that you can review the record and update
the coordinates as required.

¢ Round to nearest meter: this conversion automatically rounds the coordinate down to the nearest
meter.

Due to the potential for overlap with Degrees, BNG coordinates that fall within 0, 0 and 360, 360
are not recognized. If you want to enter coordinates in this area, use a zone letter. For example,
SV0030000300.

Decimal Degrees

Latitude and longitude must be within the range 90 - 90 and 180 - 360.
The flags N, S, E, and W can be replaced by words (North, South, East, and West) when this format is
used: 01.00°X, and 02.00°Y. These values are not case-sensitive.

Decimal Minutes

Decimal minutes is not a natively supported system, so all decimal minutes formats are converted to
decimal degrees and stored in the decimal degrees format.

Latitude and longitude must be within the range 90°S to 90°N and 180°W to 360°E.

The flags N, S, E, W can be replaced by words (North, South, East, and West) for the following formats
(these values are not case-sensitive):

e 01°02.00°X, and 03° 04.00'Y
* 01°02.00'X, and 03°04.00'Y

The characters that are assigned as the degree and minutes representations must remain constant for a
single set of coordinates. For example:
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* 56°45'N 32°14'W is valid.
« 56°45'N 32D14MW is not valid.

As a minimum, there must be a single character between the degrees and minutes if you omit the
degree representation for the following formats:

e -01°02.00', and -03°04.00’

« 01°02.00'X, and 03°04.00'Y

« X01°02.00’, and Y03°04.00’

If not using the degree representation, use a space instead. For example:
e -1234 8221.4 is not valid.

e -12348221.4is valid.

Important: Decimal minutes formatted as minutes are not supported. For example, it is not valid to
format 03° 04.00'Y as 184.00'Y.

Degrees Minutes Seconds

Latitude and longitude must be within the range 90°S to 90°N, and 180°W to 360°E.

The flags N, S, E, and W can be replaced by the words (North, South, East, and West) for the following
formats (these values are not case-sensitive):

e 01°02'03.00"X, and 04° 05' 06.00"Y
* 01°02'03.00"X, and 04°05'06.00"Y

As a minimum, there must be a single character between the degrees and minutes if you omit the
degree or minute representations for the following formats:

+ -01°02'03.00", and -04°05'06.00"

« 01°02'03.00"X, and 04°05'06.00"Y

« X01°02'03.00", and Y04°05'06.00"

If not using the degree or minute representation, use a space instead. For example:

* 123443.6 822113.8 is not valid.
e -123443.6 82 21 13.8 is valid.

Universal Polar Stereographic

The easting and northing values are interchangeable if E or N is used. If neither E or N is used, then the
first number is assumed to be the easting value. For example, the following are all valid and represent
the same point:

» 2,500,000mE 1,850,000mN
- 1,850,000 2,500,000mE
» 2500000 1850000

If easting and northing are swapped over, the final character on E must be “E” and the final character on
N must be “N”. Neither of these values are case-sensitive.
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Defining coordinate queries

Coordinate queries can find entities or links of a particular type within a defined geographic area or
close to a location.

You can use coordinate queries to search entities or link types that have coordinate fields. You can
only run coordinate queries on entity or link types that have a Coordinate type field, followed by two real
number fields that contain coordinate data.

1. Select Analysis > Coordinate Query Builder.

2. Select the entity or link type that contains the coordinate data.

3. Select the Coordinate type field. This will typically be selected automatically, as there is usually only
a single Coordinate field for each entity or link type.

4. In the Source area, specify which records you want to include in the coordinate query.
5. In the Query Operator area, select the required operator:
« Is near - finds records with coordinate data that is within a specified distance of a location you
enter. Enter the location using coordinates and then specify the required distance and units.

* Is between - finds records with coordinate data that falls within a rectangle whose corners you
define. Enter the two sets of coordinates to form the corners of the search area.

6. Inthe Coordinates area, enter the coordinates
If you selected 'ls near', enter one set of coordinates and then enter a value in the Tolerance box and

the units for that value, for example kilometers or miles. This value is used to calculate the distance
from the entered coordinates.

The Tolerance is calculated by adding the specified distance to both the horizontal (longitude)
and vertical (latitude) part of the coordinates to create a square with the original coordinates in the
middle. Any record with coordinates that are located within this square is found.

If you selected 'Is between', enter two sets of coordinates. These coordinates form two corners of a
rectangle. Records with coordinates that fall within the defined square are found.

7. Click Next to create the query.

8. Click Results to run the query.

Converting Coordinates in bulk

To ensure that all the records that store coordinate data have a complete set of coordinates in a
consistent format, you use the Bulk Coordinate Converter dialog.

All coordinates are converted to decimal degrees against the WGS 1984 standard. Converting your
coordinates enables you to:

* Use the data in the Coordinate field to insert or update latitudes and longitudes (as decimal
degrees). This allows records to be plotted on maps or for records to be included in coordinate
queries.

* Use the data in the latitude and longitude fields to insert or update the coordinate field value. You
may want to do this to ensure that your data is complete.

You can specify how the update is applied. You can also save a list of records that fail to update, for
example because of insufficient data, in a set for review later.

Note: You can only convert coordinates if there is a Coordinate type field followed directly by two other
fields for the latitude and longitude (Real Number fields). These two fields will contain the converted
coordinate values. The first field, stores the original coordinate before it is converted.
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See Coordinates in iBase on page 145 for further background information.

Note: See Supported coordinate systems on page 146 for further information on converting data to
the coordinate system standard to your organization. This topic also describes the rules that are applied
when converting coordinates.

To convert coordinates

1. Decide on the scope of the bulk conversion. For example, you can convert all the records in the
database or you can restrict the conversion to the records in a query or set. You will convert only the
records that you have access to.

2. To track which records converted successfully, you can create sets that you can review later:

e To obtain a list of failures, turn on the Add records that failed to update check box, and enter
the details of the set.

¢ To obtain a list of successes, turn on the Add successfully updated records check box, and
enter the details of the set.

3. Click Next to continue.

4. In the Update area, specify whether you are updating latitudes and longitudes or the coordinate field
value as explained in detail below.

5. Select the datum of the original coordinates if they do not use WGS 1984. The datum you select will
be remembered for the next time you use the Bulk Coordinate Converter dialog.

6. Click Next to continue.
7. Depending on the coordinate system:
a. For UTM or UPS coordinates where the hemisphere is not specified, select North or South.

b. For BNG coordinates, select the precision that you want to use (see Supported coordinate
systems on page 146 for details).

8. Click Convert to apply the conversion.

Updating latitudes and longitudes

You can automatically update latitudes and longitudes if the records have a value in the Coordinate type
field, which will enable you to plot these records on maps.

Select the Update latitude and longitude field values option and then decide on the scope of the update:

Option Update scope

Only if both the fields are blank Select this option to update only those records
that are missing both the longitude and latitude.

Only if either one or both the fields are blank Select this option to update any records with a
missing latitude, missing longitude or both.

Always Select this option to update all records, including
records that already have a latitude and longitude.

Updating the coordinate field value

You can automatically update the Coordinate type field if the records have latitudes and longitudes,
which were entered either manually or by importing.

Select the Update coordinate field values option and then decide on the scope of the update:
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Option Update scope

Only if the field is blank Select this option to update only records without a
value in the Coordinate type field.

Always Select this option to update all records, including
those that already have a value in the Coordinate
type field. For example, you might want to do this
after editing a series of latitudes and longitudes.

Setting up Semantic Types

A semantic type is a category of data that defines how iBase interprets that data. For example, the
Person entity semantic type could be applied to entity types such as Male, Victim and Witness. The
semantic type allows iBase to understand that each of those entity types are a different way of depicting
people in the real world.

All i2 products at your site should use the same Semantic Type Library. To achieve this, assign
semantic types to the database schema, and define new ones, in one database only and then distribute
them to any other related databases in your organization.

To make use of semantic types, you can assign a semantic type to each relevant entity type, link type,
field, standard field, and icon. You do not need to assign a semantic type to everything in your database
schema.

Semantic types can then be saved to a file for distribution to others in your organization. Semantic types
are also saved in any templates that you create from the database.

How to use semantic types in iBase

Although the Semantic Type dialog is displayed in various locations in iBase Designer, it is only
displayed in iBase when a user runs a query that includes semantic types, to allow the selection of
entity, link or semantic property types to search.

At this release, users can use semantic types within iBase itself for running queries with semantic
conditions. Semantic types are also used when iBase data is charted on Analyst's Notebook charts.

Note: Certain entity types can have Smart Matching behavior in Analyst's Notebook if they have a field
that is assigned an identifying property semantic type.

About the Semantic Type library

We provide the i2® Semantic Type Library, which contains semantic types that you assign to data in
your data sources. These semantic types identify the meaning of the data they represent, and are used
by applications such as Analyst's Notebook to properly interpret and align the data from different data
sources.

The library includes three different kinds of semantic type definition:

« Entity semantic types (for entity types and icons)
e Link semantic types
* Property semantic types (for entity and link type fields, including standard fields)

You must decide which kinds of semantic type best represents your data.
Each semantic type consists of the following elements:

« Name
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Data type, such as text or number

Optional synonyms— alternative names that are used when searching for suitable semantic types
Description that provides guidance on how the type should be used

Additional notes

Depending on its location in the hierarchy of semantic types, the function of a semantic type will

be general or specific. For example, Motor Vehicle is a specialized type of Transport, and Bus is a
specialized type of Motor Vehicle. In the event that Bus is not specific enough, you could create a
custom semantic type. However, you should not add any custom types without the agreement of others
at your site and, once you have added them, you must share the updated Semantic Type Library with all
users of i2 products at your site. For details, see Maintaining the semantic type library on page 157.

Assigning semantic types in iBase Designer

There are two ways of assigning semantic types in iBase. You can:

Work with single entity types, link types, and field types. See Assigning a semantic type on page
123 for details.

Work with all the objects in the database schema. See Assigning Semantic Types to your data on
page 153 for details.

Restrictions on how you assigh semantic types

There are a few restrictions on how you assign semantic types:

Entities and icons

You can use any entity semantic type that is suitable for the data. Assigning Semantic Types to your
data on page 153 for details.

Links

You can use any link semantic type that is suitable for the data. See Assigning Semantic Types to
your data on page 153 for details.

Fields

You can use any property semantic type. However, consider the underlying data type when making
your choice:

Data Type Possible Semantic Type

Number Any of the numerical semantic types found by
expanding Abstract Number

Text Any of the text semantic types found by
expanding Abstract Text

Yes or No (Boolean) Any of the flag semantic types found by
expanding Abstract Flag

Date and time Any of the numerical semantic types found by
expanding Abstract Date & Time

Binary Any of the numerical semantic types found by
expanding Abstract Binary
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When assigning semantic types to fields, you cannot assign the same semantic type to two or more
fields in the same entity or link type. See Assigning Semantic Types to your data on page 153 for
details.

Standard fields

You can use any property semantic type as explained above for Fields. When assigning semantic
types to standard fields, you cannot assign the same semantic type to two or more standard fields in
the same database.

Note: You cannot assign abstract semantic types to database objects— you can only create custom
semantic types from them.

Loading the semantic type library

The first time you display the Semantic Types dialog or the Select Semantic Type For dialog, they

display the i2 Semantic Type Library only. If there are any semantic types specific to your organization

(custom semantic types), you need to load these before assigning semantic types to your data. The

Semantic Type Library for your organization is saved in a file with a . nt c file extension.

1. Select Tools > Database Design > Semantic Types.

2. In the Semantic Types dialog, click Load.

3. Select the required custom semantic type file (MTC) file, and click Open. The tree view is updated to
show all the semantic types in the library.

Note: If you see any names ending 001, 002, and so on, there are duplicate names for the semantic
types in use in your organization. You need to remove the duplicates created in either this database
or another database. How you do this will depend on which database holds the central Semantic
Type Library for your organization. For details, see Maintaining the semantic type library on page
157.

4. If you load the wrong MTC file, click Cancel to remove the library, otherwise when you click OK you
will add the custom semantic types to the current database.

Searching for semantic types

1. Select Tools > Database Design > Semantic Types.

2. In the Semantic Types dialog, click the Entity Types, Link Types or Standard Fields tabs to go to
the appropriate page

3. Enter the semantic type that you want to search for.
As you type, possible matches are displayed in the Ordered Results area.

4. You can widen your search by trying the following on the text displayed in the Search Available
Semantic Types box:

Tip Example

Shorten the displayed text "Documents"” to "Document"
Simplify the displayed text "End date" to "date" or "end"
Consider alternative spellings "tire" to " tyre"

5. If none of the semantic types in the Ordered Results area are suitable, you can browse the semantic
types displayed in the tree view.
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You may find it easier to browse the semantic types if you first familiarize yourself with the top-level
semantic types and their contents. Click on each semantic type to display a brief description of how
each one is used.

Assigning Semantic Types to your data

To benefit from the visualization and advanced analysis capabilities, for example, of Analyst's Notebook
when charting iBase data, you can assign relevant data with a semantic type that identifies the real
world content of the data.

Do | have to assign semantic types to all data fields?

To construct a Semantic Type Library that accurately models your database schema, you can add
a semantic type for relevant entity types, link types, fields, standard fields, and, optionally, icons in
your database. Doing so ensures that your users can take full advantage of other i2 applications
that use semantic types, such as Analyst's Notebook.

Are different semantic types available?

There are three semantic types that are supported: entity semantic types (for entities and icons), link
semantic types, and property semantic types (for fields and standard fields). For more information,
see Setting up Semantic Types on page 150.

What if | cannot find a suitable semantic type?

If you cannot locate a suitable semantic type in the Semantic Type Library, you can derive your own
custom semantic type from the appropriate generalized semantic type. iBase, Analyst's Notebook
and other i2 applications will treat a custom semantic type as a specialization of its recognized
parent semantic type.

It is important to select the correct parent because the custom semantic type will inherit its behavior, and
this will determine how the custom semantic type is used during, for example, matching operations on
Analyst's Notebook charts. For details, see Defining custom semantic types on page 155.

Note: You must log on as a database administrator in order to assign semantic types.

Unassigning semantic types

To remove a semantic type from an entity type, link type, field, standard field, or icon:

1.

2.
3.

In the Database area of the Semantic Types dialog, select the item that you want to unassign. The
semantic type is highlighted in the tree view.

Click Remove.
When you have finished, click OK to save your changes.

Assigning semantic types to entity and link types

1.

In the Semantic Types dialog, load any custom semantic types specific to your organization. See
Loading the semantic type library on page 152.

In the Database area, click the appropriate tab to display the Entity Types or Link Types page.
Depending on the settings in the lower left of the dialog, the page displays all the entity or link types
defined for the current database.

Select the item to which you want to assign a semantic type. The Search Available Semantic Types
box displays its name. The Ordered Results area suggests some semantic types that may be
suitable for assigning to the item, based on a comparison of its hame with the name of the semantic
type and any synonyms set up for it. For further details, see Searching for semantic types on page
152.

© N. Harris Computer Corporation (2022)



4.

7.

i2 iBase documentation | 154

You can review the suggested semantic types by clicking on a result to display additional information
below. In particular, the description may provide some guidance on when to use the selected
semantic type.

The icon shown in the tree view indicates whether the semantic type is a standard type or a custom
type specific to your organization.

If none of the semantic types in the Ordered Results area are suitable, you can search the Semantic
Type Library. SeeSearching for semantic types on page 152.

When you have located the correct semantic type, you can do one of the following:

e Select it and click Assign. (The button is unavailable if you have already assigned a semantic type
to this item.)

« Drag the semantic type from the Semantic Types area on to the appropriate item in the Database
area. When dragging and dropping is not allowed, the cursor changes.

The name of the assigned semantic type is displayed in the Database area.

Note: If you see the message, Cannot assi gn abstract |ibrary types, you need to select
a different semantic type. You cannot assign any of the top-level semantic types, such as Entity,
Link, Abstract Text, or Abstract Number.

Click OK.

Assigning semantic types to fields
You assign property semantic types to fields and standard fields in the same way as entity and link
types. The possible semantic types are listed on the Property page in the Semantic Types area.

You may find it easiest to assign the semantic types to standard fields first. For some general
information, see Setting up Semantic Types on page 150.

To assign a semantic type to a field or standard field:

1.
2.

3.

Select Tools > Database Design > Semantic Types.

Turn on the Show Fields check box in order to display fields in the Database area of the Semantic
Types dialog. See below Showing and hiding assigned and unassigned items.

On the Property page of the tree view, locate the semantic type.

You cannot assign the same semantic type to more than one field in the same entity or link type.

Similarly, you cannot assign the same semantic type to more than one standard field. If you try to
assign a semantic type that you have already used, you will see the message:

This semantic type has already been assigned. Do you want to create a
custom semantic type derived fromthis semantic type?

Click:

« OK to create a custom semantic type based on the name of the selected type followed by a
number, for example Transaction Date 1.

e Cancel to cancel this assignment so that you can select a different semantic type or create your
own one.

Important: You should only create a custom semantic type if you are working in the database that
contains the central Semantic Type Library for your organization. For important information on the
dos and don'ts of creating custom semantic types, see Defining custom semantic types on page
155 and Maintaining the semantic type library on page 157.

Assigning semantic types to icons
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You can also assign entity semantic types to icons in order to override the default semantic type for
the entity type. The semantic type for the icon will be used for records where the default icon type is
overridden.

1. Select Tools > Database Design > Semantic Types.
2. Click the Icons tab to display the Icons page.

3. Locate the icon that you want to assign.
4

. If there is no direct match between the name of the icon and the names (or synonyms) of the
semantic types, search for the semantic type in the usual way. See Searching for semantic types on
page 152.

5. Select the required semantic type and click Assign. The name of the semantic type is then displayed
on the Icons page.

Defining custom semantic types

You may find that the semantic types supplied do not contain a semantic type that is appropriate for
your data. In this case, you can define custom entity, link, and property semantic types.

When you define a semantic type, it inherits some of the properties of the parent, but not its name or
synonyms.

Note: Be sure to carefully search for an available semantic type before you define your own custom
semantic types. Before you can do this, you may need to load all the custom semantic types available at
your site. See Loading the semantic type library on page 152.

Never define a custom semantic type when the Semantic Type Library in use at your site already
contains an appropriate semantic type. If you do, you will end up with duplicate types (such as Football
Match, Football Match_001, Football Match_002) and the information retrieved from your database
cannot be aligned with information retrieved from other data sources that has the correct semantic type
assigned. This will limit your users' ability to analyze data from different sources.

A custom semantic type has a globally unique, internal identifier which is derived from the database in
which it is created. Therefore an entity semantic type called Football Match created in one database
is distinct from an entity semantic type of the same name created in a different database. To avoid the
problems that this will cause, make sure to share the custom semantic types with other users in your
organization.

In order to avoid the creation of duplicates, you should do only create custom semantic types in the
database that holds the Semantic Type Library for your organization.

When to define custom semantic types
You may decide to define custom semantic types for a variety of reasons.

For example, consider if your data contains different kinds of sporting events. The Semantic Type
Library contains an Event entity semantic type, but it does not contain entity semantic types for
distinguishing between different kinds of sporting events. To ensure that appropriate semantic types
for sporting events are added to your Semantic Type Library, you must define custom semantic
types that are derived from the Event entity semantic type.

If it is not necessary to distinguish between different specializations of an entity, then you can
simply assign the appropriate generalized entity semantic type to your data. For example, suppose
your data contains a list of people who have attended an annual convention. The library does not
contain a Convention entity semantic type, but you can assign the Event entity semantic type to
your Convention data field because your data contains records for only one kind of event.
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You may want to define a custom property semantic type if you want to assign multiple values for
the same property to a single entity or link. For example, suppose your database contains a list
of a person's bank account numbers, and you have decided to represent each bank account as

a field on the entity type, rather than use bank account entities with links to the person that owns
them. Since a property semantic type can only be added once to each entity semantic type or link
semantic type in a Semantic Type Library, you can create specializations of the Account Number
property semantic type so that each occurrence has a unique property semantic type assignment.
Deriving the custom semantic type from the correct parent

Choosing the correct semantic type to derive your new custom semantic type from is a critical
decision because the custom semantic type inherits characteristics and behaviors from its parent.
In the sporting event example (given above in When to define custom semantic types), it would
be inappropriate to derive the custom semantic types from the Document entity semantic type, for
example, because a sporting event is not a special type of document.

Sharing and reusing custom semantic types

If others in your organization are also assigning semantic types to data, you should share your
custom semantic types so that all databases use the same Semantic Type Library. If two people
define custom semantic types of the same name, they are not identical because the semantic
type name does not uniquely identify the semantic type— its unique identity is determined by the
database in which it is created.

For more information about duplicate names and sharing your custom semantic types with others,
see Maintaining the semantic type library on page 157.

Backing up the Semantic Type Library

After adding custom semantic types to your library, save them to file so that you can:

« Distribute the new semantic types to others in your organization.
» Restore deleted custom types (you cannot recreate custom semantic types by adding a new one
of the same name).

To do this, click Save in the Semantic Types dialog. The Semantic Type Library is saved in a file
with an .mtc file extension. For further information, see Maintaining the semantic type library on
page 157.

. Select Tools > Database Design > Semantic Types.

. Load any custom semantic types specific to your organization.

See Loading the semantic type library on page 152 for details.

. Locate the semantic type that is a generalization of the special type that you require. You can do this
by searching for semantic types that have a generalized name.

For example, if you require additional entity semantic types to represent different stolen property
articles, you should derive these custom semantic types from the Property entity semantic type.

. On the appropriate page, select the generalized type, right-click, and select New.
. Change the name of the custom semantic type to a name that reflects your usage.

. Inthe Synonyms box, enter some other words that have the same meaning, and that you want to
group together under the same semantic type.

For example, synonyms for Location might be Area, Map Reference, Region, and Situation. Enter
these like this (with no space after the commas):

Area, Map Ref erence, Regi on, Si tuati on

. In the Description box, enter some notes on how to use the custom semantic type.
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8. Click OK to add the new semantic type as a child of the generalized semantic type. Notice that the
icon changes slightly to indicate a custom semantic type. This allows you to see which are standard
semantic types and which are specific to your organization.

9. Assign the custom semantic type to an item in your database schema in the usual way.
10.When you have finished, click OK.

Maintaining the semantic type library

All i2 products and databases at your site should use the same Semantic Type Library. The best way
to achieve this is to define any custom semantic types centrally in one database, and treat this library
as the central Semantic Type Library for your organization. You can then distribute them to other iBase
databases by using a custom semantic type (MTC) file. See below Saving the Semantic Type Library to
file for details.

You can edit and delete custom semantic types but not ones from the standard Semantic Type Library.
You should always do this in the database that holds the Semantic Type Library for your organization.
All work on custom semantic types should be done in one central place because a semantic type is
uniquely identified by the database in which it was created rather than by its name.

It is important to control how custom semantic types are created and edited— lack of control may
result in duplicate names for semantic types in one or more of your databases. One possible method of
resolving duplicate semantic types when there are several iBase databases involved is described below.

Saving the Semantic Type Library to file

Custom semantic type files store details of the semantic types defined in the database from which they
are saved. They do not store any details of how the semantic types are assigned; you need to use the
Database Design report to obtain this information.

You should save your Semantic Type Library to file whenever you add, edit, or delete semantic types to
the database that holds the central Semantic Type Library for your organization:

< In the Semantic Types dialog, click Save and select a folder for the Semantic Type Library file. The
semantic types are saved in a file with a .mtc file extension.

Editing custom semantic types

You can edit the name, description, and synonyms of a custom semantic type, but not of a standard
type from the Semantic Type Library. You cannot add additional notes to custom semantic types.

Note: Do not alter the name or description for a custom semantic type in a manner that changes the
original meaning of its usage. Different instances of the same custom semantic type will be aligned
(matched) regardless of the name or description of the custom semantic type.

To edit a custom semantic type:

1. Select Tools > Database Design > Semantic Types.

2. Right-click on the semantic type and select Edit. The Edit Custom Semantic Type dialog is
displayed.

3. Click Save and save a new custom semantic type file to record your changes.
4. Click OK to save your changes.

Deleting custom semantic types

To delete an unassigned custom semantic type, and any children that it may have:
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In the Semantic Types dialog, unassign the custom semantic type if required. For details, see
Assigning Semantic Types to your data on page 153.

. Right-click on the semantic type and from the shortcut menu, select Delete. The custom semantic

type is deleted immediately.
Click Save and save a new custom semantic type file to record your changes.
Click OK to save your changes.

Note: If you inadvertently delete the wrong custom semantic type, reload the semantic types from file.
Do not recreate it.

How semantic types with duplicate names can occur

Duplicate names for semantic types may occur when you:

L]

Copy and paste entity types, link types, and fields between databases that define their own Semantic
Type Libraries rather than make use of one centrally-defined library.

When you load a Semantic Type Library into a database where similarly named semantic types
already exist.

Duplicate semantic types are renamed so that they can be displayed in the tree view of the Semantic
Types dialog.

Resolving duplicate names
If you have duplicate names in different Semantic Type Libraries, you must remove these duplicates
before you can carry out analysis that involves these sources. To resolve duplicate names, you must
combine the libraries before removing the duplicates.

To resolve a situation where duplicate names exist, which you do not want to keep:

1.

Print Database Design reports to record how the semantic types are assigned in each database.
This information is not saved in custom semantic type (MTC) files.

Decide which database contains the central Semantic Type Library.

In the databases that do not contain the central Semantic Type Library, save the semantic types to
an MTC file.

Load the MTC file(s) into the database that you have designated as holding the central Semantic

Type Library. In this database:

a) Make a note of the duplicate semantic types— these will have names ending 001, 002, and so
on.

b) Delete all duplicate semantic types.

c) Save an MTC file, which should now contain an updated, and clean, Semantic Type Library.

In the other databases, delete the duplicate semantic types. You may need to unassign them first.
You may find it useful to refer to your list of the duplicate custom semantic types deleted from the
central Semantic Type Library.

In the other databases, load the MTC file from the database that holds the central Semantic Type
Library. The MTC file should load correctly without creating any duplicates.

If, when you load the MTC file, duplicate semantic types are displayed, then the correct semantic
types from the central Semantic Type Library were renamed with a numeric suffix (because this
database treats them as duplicates). In this situation:

a) Unassign and then delete the duplicate semantic types. The duplicate will not have a numeric
suffix; it is the centrally-created custom semantic type that has the numeric suffix.
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b) Edit the name of the centrally-created semantic type (the one with the numeric suffix) to remove
the suffix.

¢) Reassign the semantic types if required.

Example of resolving duplicate names
If semantic type libraries are not managed centrally, you may encounter conflicts if you try to resolve
custom types at a later time. The following example shows a method of resolving these conflicts.

In this example, custom semantic types are set up and assigned in three databases:

Three databases with different Semantic Type Libraries

Central Semantic Datakase A with Database B with
Type Library ocal library ocal library

___ Fooctball Mateh

Focthall Match Trade Show
Metor Home

save MTC il to Save MTC il to
loadintothe loadintothe

eentral Semantic Type Library central Semantic Ty pe Library

____ FootballMateh

Football Mateh_001

Trade Show
Motor Home

You update the central Semantic Type Library by loading the custom semantic types from Databases A
and B. The Trade Show and Motor Home semantic types are unique and are therefore loaded without
any problems but the name Football Match already exists in the central Semantic Type Library, and
loading the MTC file creates a custom semantic type with a duplicate name (Football Match_001) this
can be deleted.

You then save an MTC file in order to distribute the new custom semantic types to the other databases.
However, before loading it into Database A, you should delete the Football Match semantic type in
Database A. After loading the MTC file, there will be no semantic types with duplicate names.

If the following situation occurs on loading the MTC file into Database A:
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Central Semantic
Type Library

___ Football Match

Trade Show
Motor Home

Database A

__ Football Match

Football Match_001
Trade Show
Motor Home

Save MTC file to load into the other datebases——

You need to remove the real duplicate in Database A. To do this, unassign and then delete Football
Match, and then rename Football Match_001 to Football Match and reassign it.

Note: Loading the MTC file from the central Semantic Type Library into Database A, created a
custom semantic type with a duplicate name. It is important to understand that in Database A, the real
'duplicate' is Football Match and that the one from the central Semantic Type Library was renamed on
loading (Football Match_001).

Managing security

You can define a security policy and create new users and security groups using the Security Manager.
All groups have users as members.

A particular user can be a member of any number of groups, of any types. The user gains the properties
defined for all the groups in which they are a member.

You can also set the other properties of database management groups, and change users' passwords
or active status.

Creating a security policy

The security policy specifies rules for adding and changing passwords that apply only to user accounts
with iBase user names - they do not apply to users that can log on with single sign-on. For further
details, see Creating a security policy on page 34.
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Type

Description

Database Management

A database management group controls read,
write, update, and delete permissions to, for
example, entities, links, and folder objects. The
properties are set in the Group dialog.

See Creating security groups on page 164 for
details.

System Command Access Control

A system command access control group denies
access to specific iBase commands. This provides
finer control over the actions a user can perform.
Denied commands are typically hidden from

the user. The properties are set in the System
Commands Access Control dialog.

See Setting up System Commands Access
Control groups on page 171 for details.

Data Access Control

A Data Access Control ( DAC) group controls
permissions related to entities, links, and fields in
each database. This allows a very fine control of
how individual pieces of data are made visible to,
or modifiable by, groups of users. The properties
are set in the Data Access Control dialog.

See Setting up Data Access Control groups on
page 172 for detalils.

Folder Object Control

This has no management properties set in iBase
Designer. Users define the usage for groups of
this type, using the Categorize dialog and settings
made in the Options dialog.

See Working with categories on page 260 for
details.

Creating users and groups

To create a new user:

1. Select Security > Security Manager.

2. Click the Users tab. The Users page is displayed listing any existing users.

3. Click New to display the User dialog where you can enter the user details. For further information,

see Creating users on page 165.
To create a group:

1. Select Security > Security Manager.

2. Click the Groups tab. The Groups page is displayed listing any existing groups.
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3. Click New to display the Group dialog where you can choose the type of group and define its
properties. For further details, see Creating security groups on page 164.

Inspecting users and groups

To view the:

< Database management permissions for a user: on the Users page, right-click on a user name, and
from the shortcut menu, select User Permissions. See Checking user permissions on page 169 for
details.

e Groups a user belongs to: on the Users page, double-click on the user name to list the groups. The
user is inactive if there is no plus sign next to it.

« Users belonging to a group: on the Groups page, double-click on the security group type, and then
double-click on the particular group.

Editing and deleting users

You can edit and delete users on the Users page of the Security Manager dialog.

To make a user a member of additional groups, edit their database management permissions, or make
them inactive:

1. Select Security > Security Manager.

2. On the Users page, select the user name.

3. Click Edit. See Creating users on page 165 for details.

To remove a user's membership of one or more groups:

1. Select Security > Security Manager.

2. On the Users page, select the group.

3. Right-click, and select Remove.

Note: A user must belong to at least one group otherwise they will not be able to log on.

You can also delete a user and remove any record of this user from the database. For details of the
consequences of deleting user accounts, see Creating users on page 165; you may prefer to make
the account inactive instead.

Editing and deleting groups

You can do the following on the Groups page of the Security Manager dialog.
To add users to a group:

1. Select Security > Security Manager.

2. On the Groups page, locate the group by double-clicking on the appropriate type of security group
and then select the group.

3. Click Edit to display the Group dialog. See Creating users on page 165 for further details.

To remove users from a group:

1. Select Security > Security Manager.

2. On the Groups page, locate the group by double-clicking on the appropriate type of security group
and then double-click on the group to lists its members.

3. Right-click on a user, and from the shortcut menu, select Remove.
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To delete a group:

1. Remove all the users from the group as described above.
2. Select the group and click Delete.

Creating a security policy

A security policy sets restrictions on the user accounts that are set up to access iBase. The security
policy specifies rules for adding and changing passwords that apply only to user accounts with iBase
usernames and passwords.

New security files do not have a security policy because by default none of the settings on the Security
Policy page of the Security Manager are turned on.

The absence of a security policy means that:

¢ Minimum password length is four-characters.

« No restriction on the characters that are used to make up passwords.

« Passwords never expire.

¢ No limit to the number of attempts to log on.

e Last used username is displayed at the next logon.

« No password history (although a new password cannot be the same as the current password).
Note: Although a security policy is part of the security file, it is not replicated even if you choose to
replicate the security file. Enabling each site that is involved in iBase Database Replication to maintain
their own security policy. However, the password history is replicated as it is possible that users might
need to log on and change their account details at any of the sites.

To view a security policy or change its settings:

1. IniBase Designer, Select Security > Security Manager > Security Policy.

2. Enter the requirements for new iBase passwords.

Option Use this option to

Minimum password length Enforce a minimum number of characters for the
password, 1 - 20 characters.

Minimum password age Prevent the user from changing their password
for a specified number of days.

Note: This restriction can be overridden by
turning on Reset password at next logon.

Maximum password age Force the user to change their password after
a specified number of days has passed. By
default, passwords never expire.

Show password expiry reminder Remind the user to change their password for a
specified number of days before the expiry date.

Enforce password history Prevent the user from changing their password
back to one used previously. The new password
is compared to all previous passwords. Set

the passwords remembered option to limit the
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Option

Use this option to

number of passwords that are used in validating
the new password.

Lock out user after

Control the number of times the user can enter
an incorrect password before their account is
disabled.

Note: You can unlock the account in the User
settings by turning on Account is active.

Reset account lock-out after

Automatically unlock an account that has been
disabled as a result of too many failed logon
attempts.

Note: Administrative accounts are automatically
reset after thirty minutes.

Enforce complex passwords

Force the user to select a password of a suitable
complexity.

Hide last username when logging on

Hide the name of the last user to use iBase. By
default, last used username is displayed at the
next logon.

Enforce FIPS compliance

The Federal Information Processing Standards
(FIPS) are standards that are specified by

the United States Government for approving
cryptographic software. If you are working in
environments that enforce FIPS compliance, you
must ensure that your passwords are encrypted
using logic that matches this standard.

Note: FIPS compliance prevents iBase from
using advanced and more efficient cryptography
algorithms. However, if your windows policy is
FIPS enabled, you must select this option before
creating your database.

Note: The changes that you make do not affect existing passwords unless you require users to

change their passwords when they next log-on.

3. Click Apply to save your changes. The changes come into effect when you log off.

4. If you are editing an existing policy, and change the password settings, select whether you want to
force users to change their password when they next log-on.

Creating security groups

You can create security groups, edit the membership of the groups, and set the properties of database
management groups, that is, the database permissions that users gain through membership of one or

more database management groups.

All groups have users as members. A particular user can be a member of any number of groups, of any
types. The user gains the properties defined for all the groups of which they are a member.

For details of the group types, see Managing security on page 160.
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Note: Data Access Control and Folder Object Control groups have a part of their definitions in a
database. These parts and their relationships to security groups are not preserved when you create
a template from a database. However, the groups are still available in the security file, so you can re-
create any settings required in a newly created database based on that template.

To create a group:

1.
2.

Select Security > Security Manager.
Click the Groups tab, and do one of the following:

¢ Click New.

¢ Select an existing group and click Edit.

In the Group dialog, select a type from the Group Type list.

For details of these groups, see Managing security on page 160.

Note: The Data Access Control type is only available if Extended Access Control is enabled.
Enter a Name for the group, up to 50 characters.

If you are defining a Database Management group, set the permissions for the group by turning on
the check boxes for the desired permissions. See Checking user permissions on page 169 for a
description of these permissions.

If you wish to set the membership for the group, click the Users tab and turn on the check boxes for
the users you wish to add as members of this group.

If there are a large number of users, you may find it useful to:

« Display the users who do not belong to the group by turning on the Show Unselected Items
Only check box.

e Add all users to the group by clicking Select All.
« Remove all users from the group by clicking Clear All.
Click OK to create the new group.

8. If you have created a System Commands Access Control group or a Data Access Control group,

define the security for the group. For details, see Setting up System Commands Access Control
groups on page 171 or Setting up Data Access Control groups on page 172.

Creating users

You can create and edit user accounts. Managing the access that users have to an iBase database
allows you to secure your data.

You can:

Create new users.

Add contact details for users (which are used by the Created By and Updated By fields in the
properties of a record, and if you assign owners to records).

Change a user's password (only for users with iBase user names and passwords).
Add and remove group memberships to affect a user's permissions.

Remove a user's access, and prevent them from logging on to a security file.
Make users inactive or delete them.
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How users acquire permissions

Users gain the database management permissions accumulated from all database management groups
of which they are a member. There is a similar combination of permissions or restrictions for the user’s
membership of each other type of group.

If there are Data Access Control groups, then a new user is automatically made a member of

all these groups. This gives them the lowest possible level of data access, which is safe from a
security perspective but may prevent the user doing useful work. You can change this default group
membership, whenever you wish, to give the user meaningful access to data.

To see the current database management permissions, click Show User Permissions. For further
details, see Checking user permissions on page 169.

Creating an iBase log on account

Users in iBase can either be managed exclusively in iBase Designer or by connecting to a Windows
Active Directory instance to allow single sign-on. If you would like to manage all user information using
iBase Designer, you can set up all the information directly.

To add a new user who will log on by entering an iBase user name and password:

1. Select Security > Security Manager.

2. Click the Users tab to display the Users page.

3. Either:

¢ Click New.
« Select an existing user and click Edit.
4. Enter a Name.
Important: Do not enter any foreign characters unless your database supports these. For details,
see Viewing the Properties of the Security File on page 29.

5. Select iBase Security and in the Password box, enter a password that conforms to the security
policy for your organization.

6. Enter the details of the account:

Option Description
Details Notes
Account is active By default, an account is active when created

but you can disable it by turning off the check
box in order to prevent them from logging on.

Note: All the details of the account, including
their permissions, are retained.

User cannot change password Turn on this check box if you want to prevent
the user from changing the password that you
give them. For example, use this option when
creating accounts for use with iBase Scheduler.

Restricted audit log This setting is applicable only if you use Audit
History and Audit Viewer. It is used to restrict
other users from viewing the audit logs of the
user you are creating.
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Option Description

Account expires after Turn on this check box if you want to add an
account that becomes inactive after the specified
date.

Reset password at next logon Turn on this check box to force the user to

change their password when they next log on.

Password never expires Turn on this check box to create an account with
a password that never expires even though your
security policy may specify a standard duration
for passwords. For example, use this option
when creating accounts for use with iBase
Scheduler.

7. In the Default Category box, enter the name of the category in which all folder objects will be saved
by default for this user. Leave this box blank to use the General folder.

8. Click the Permissions tab to display the Permissions page.
9. Assign permissions to this user. You can do one of the following:
a) Click Copy Permissions and then select an active user with the required permissions.

b) In the list of groups, turn on the check box for each of the required groups. To display just the
groups of which the user is not a member, turn on the Show Unselected Items Only check box.

You can also:

« Add the user to all the groups by clicking Select All.
* Remove the user from all the groups by clicking Clear All.

10.Click Show User Permissions if you wish to inspect the user's permissions after turning on one or
more database management groups.

For information on these permissions, see Checking user permissions on page 169. After
inspection, click Close to return to the User dialog.

11.Click the Information tab to display the Information page where you can add contact details for the
user. See Adding user information on page 174 for details.
Note: Users will not be able to edit user information in iBase where the iBase user account
represents a Windows user group.

12.Click OK to save the details of the new user.
Note: If you failed to enter the same password in both boxes, iBase Designer will ask you to enter
the password again.

13.In iBase, users can change their own passwords: By selecting File > Change Password.

Creating a single sign-on account

Users in iBase can either be managed exclusively in iBase Designer or by connecting to a Windows
Active Directory instance to allow single sign-on. If you would like to set up your users to allow them to
connect using their Windows account, you need to configure the users in iBase Designer to determine
the access levels.

To add a user that will automatically log on via single sign-on:

1. Select Security > Security Manager.
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2. Click the Users tab to display the Users page.
3. Either:
e Click New.
e Select an existing user and click Edit.
4. Select Windows User / Group.
5. Enter the Windows user name, in any of these formats:
» DisplayName (example: FirstName LastName)
e ObjectName (example: Groupl)
« UserName (example: Usernamel)
¢ ObjectName@DomainName (example: Usernamel@Domainl)
« DomainName\ObjectName (example: Domain1l\Usernamel)
Tip: If you do not know the user name, click Browse to search the network domain.

6. Click Check Name to verify the name. The name is converted to the format <domai n name>
\ <account nane>. Successfully verified user names are displayed underlined.

7. Enter the basic details of the user account:

Details Notes

Account is active By default, an account is active when created
but you can disable it by turning off the check
box in order to prevent them from logging on.

Restricted audit log This setting is applicable only if you use Audit
History and Audit Viewer. It is used to restrict
other users from viewing the audit history of the
current user.

Account expires after The user can log on up to and including the
specified date.

Default category Optionally, enter the name of the default folder
in which the user will save their folder objects.
Leave this box blank to use the General folder.

8. Assign permissions to this user. You can do one of the following:
a) Click Copy Permissions and then select an active user with the required permissions.

b) In the list of groups, turn on the checkbox for each of the required groups. To display just the
groups of which the user is not a member, turn on the Show Unselected Items Only checkbox.

You can also:

e Add the user to all the groups by clicking Select All.
* Remove the user from all the groups by clicking Clear All.

9. Click Show User Permissions if you wish to inspect the user's permissions after turning on one
or more database management groups. For information on these permissions, see Checking user
permissions on page 169.

10.Enter contact details on the Information page. Click on the Information tab to display this page. See
Adding user information on page 174 for details.
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Checking user permissions
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Each user's permissions are displayed in the User permission dialog, you use this dialog to check what
actions can be performed in iBase. You can perform an action if there is a check mark in the box to the
left of each action. These permissions are part of the database design; they cannot be changed in this

dialog.

The following objects are folder objects, and are subject to the folder object permissions set for the user
account.

Note: Labeling schemes and alert definitions are not folder objects.

Browse definitions

Queries and Scored matching (definitions)

Sets
Report definitions

Import and export specifications

Import and export batch specifications

Charting schemes

The user permissions are described below.

Permission

Add Entity/Link Records

Update Entity/Link Records

Delete Entity/Link Records

Update/Delete Entity/Link
Records created by other users

When turned on

You can add new records to the
database.

You can edit records that you
have added.

You can delete records that you
have added.

You can edit and delete any
record in the database.
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When turned off

You can find, browse, and show
the records in the database but
you cannot add any new ones,
either individually or by importing
them.

Once you have added a new
record, you cannot change it in
any way. This includes batch
editing, assigning new icons, and
merging.

Note: Users who can apply
icon shading will also be able to
assign icons.

Once you have added a new
record, you cannot delete it,
either individually or by using
batch delete.

You cannot edit or delete
records created by other users.




Add Folder Objects

Update Folder Objects

Delete Folder Objects

Update/Delete Restricted Folder
Objects created by other users

Update/Delete Public Folder
Objects created by other users

Database Creator, Database
Administrator, Security
Administrator

Audit Administrator

You can add new sets, and save You can run queries, reports,
queries, report definitions, import and so on, either by using

specifications, and so on that
you add yourself.

For folder objects created

by you, you can edit existing
queries, report definitions,
import specifications, and so on.
You can also edit the contents
of existing sets, including
appending records to existing
sets.

You can delete folder objects
that you added yourself.

You can update and delete
restricted folder objects created
by other users.

You can update and delete
public folder objects created by
other users.

A system role that is only relevant when using iBase Designer. See

below for details.

The Audit Administrator role is not administrative. Instead, it allows
a user with this permission to view the records displayed and
modified by other users who are defined as having a restricted audit

log.
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definitions created by other
users or by using new definitions
of your own. You cannot save
your definitions.

Once you have added a new
folder object, you cannot edit it.

Once you have added a new
folder object, you cannot delete
it.

You cannot update or delete
restricted folder objects created
by other users.

You cannot update or delete
restricted folder objects created
by other users.

Note: The folder objects actions (as in Add Folder Objects for example) apply to folder objects in
general. There is also access control on individual folder objects based on the membership of Folder

Object Control Groups.
There are three system roles:

« Database Creator
+ Database Administrator
e Security Administrator

Note: Audit Administrator is not a system role.

These roles are not modified in any way by the other types of iBase security groups. As supplied,
iBase gives all these roles to members of the System Administrators group, which is suitable where
you intend a small number of people to be able to perform all roles including database design, security
administration, and maintenance of data integrity in operational databases.

It is possible to create groups that partition the overall administration capability. For example, you can

create:
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« Database Designers able to create database designs but not access data.

e Security Administrators able to create groups, manage users, and monitor audit logs, but not access
data.

« Database Managers, able to change data and folder objects for the purposes of resolving conflicts,
weeding or archiving old data, and generally maintaining the operational efficiency and relevance of
a live database, but not manage users.

Setting up System Commands Access Control groups

System Commands are types of actions that are carried out on the database. For example, adding
records, performing types of search, or accessing database statistics. You can restrict access to types
of actions, to members of specified security groups.

You must have the security groups available to assign the access control permissions. See Creating
security groups on page 164.

For users in each security group, you can:

Deny use of iBase commands

Users can be denied access to iBase commands. This provides finer control over the actions a user
can perform. It may also simplify the user interface for certain tasks, even if the commands are not
denied by the user’s database management permissions.

Note: Commands that are denied are typically hidden; they are not displayed as unavailable.
However, some denied commands may be displayed, should a user attempt to use them a message
is displayed that they do not have the correct permissions.

Request the user to record the reason for use

Request a reason for using the command, then record the reason and action in the audit log.

Audit command groups

You can set iBase to audit specific types actions for members of a security group:

* Search 360

« Data Exposure

* Charting

* Analysis

Note: If no types are specified all actions will be audited following the audit level of the database.
To set up System Commands Access Control:
1. IniBase Designer, open the security file and login with administrator privileges.

2. Select Tools > System Commands Access Control.

3. Choose the Security Group to set the access controls for and set the permissions in the three
access control type lists:

« Access Denied - prevent members of the security group from accessing the specified action.

« Reason for Action - require members of the security group to provide a reason for carrying out
the action. The action, and the reason are subsequently stored in the audit log. If you turn on a
command group in the Reason For Action page, there is no need to turn on the same command
in the Audit page.

< Audit - logs information about the types of action in the audit log at all audit levels, and to all
databases accessed through the same security file.
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Setting up Data Access Control groups

A Data Access Control ( DAC) group controls permissions related to entities, links, and fields in each
database. This allows a very fine control of how individual pieces of data are made visible to, or
modifiable by, groups of users.

Data Access Control Group Permissions control:

Denying access or modification to all records for a particular entity type or link type.

Hiding administrative fields in records or making administrative fields read-only to certain groups of
users.

With SQL Server databases only, making selected records of various entity types or link types
inaccessible according to the security classification code (SCC) given to each record.

Data Access Control is specific to each database in which it is defined. Consider carefully how you
might want to use a scheme using this type of conditional access.

Important: After making changes to a Data Access Control group in a database that uses alerting, log
off and then reopen the database as soon as possible, in either iBase or iBase Designer. This will apply
the security changes to any existing alert definitions.

1.
2.
3.

Open a database.

Select Security > Data Access Control.

Use the Security Manager dialog to create one or more Data Access Control groups, and assign
users as members of those groups.

Open the Data Access Control dialog. The dialog has two main areas, a list of security groups on the
left and a tabbed area on the right, with tabs for:

Page Notes

Tables List of check boxes and names of all the entity
types and link types in the database. Each name
is of the form Type: Name, to show which type

it represents. For example, the names might
include Entity: Account.

If a check box is turned on then the named table
(all records of that named entity or link type)

or field is denied to members of the selected
security group.

Fields List of check boxes and names for all the fields
of all the entity types and link types in the
database. Each name is of the form TypeName:
FieldName, to show which entity type or link type
contains the field. For example, the names might
include Account: Account Type. In these pages,
standard fields appear separately for each entity
or link type and you can control the appearance
of each standard field independently.

Important: You will be warned if you deny
access to a mandatory field (or if you make
a denied field mandatory). If you choose to

deny access to this field (or make a denied field
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Page Notes

mandatory), you will prevent members of the
group from adding records of the entity or link

type.
If a check box is turned on then the named field

is denied to members of the selected security
group.

Read-Only Tables If a check box is turned on then the named
table (all records of that named entity or link
type) or field is made protected from change by
members of the selected security group.

Read-Only Fields If a check box is turned on then the named field
is made protected from change by members of
the selected security group.

Security Classification Codes List of check boxes and names for all
classification entries in all SCC code lists
defined in the database.

If a check box is turned on then all records with
that classification are denied to members of the
selected security group. (If any classification
name appears in more than one SCC list, the
denial of records applies to all records with that
classification regardless of the list in which it
appears.)

Note: If you have opened an Access database, the dialog does not display the Security
Classification Codes tab. This is because iBase does not support this form of control for Access
databases. For this reason, there is some duplication of contents in these tabbed pages.

5. To view the current configuration or to configure a group, first select the group in the Security Groups
list. Then click each tab to see the entries where the check boxes are turned on and, if you wish, turn
on or off various entries.

6. Save the changes.
The specified access will be applied.

Note: The relationship to database contents means that the full definition of a Data Access Control
group is stored in two parts. The name and membership of each group is stored in the security file. The
restrictions on members of each group are stored in the database.

To apply the same control to another database controlled by the same security file, open that database
and with the window of that database active, enter the Data Access Control dialog. Your security groups
will already exist so you need only turn on the same check boxes to apply the same security.
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Adding user information

Depending on your organization, you may need to record additional information about users. This
information is used by other iBase users who may have queries about the data added to this database,
or who may need to discuss the record before editing, deleting, or merging records owned by that user.

You can add information for all users, including those who use single sign-on even though their user
accounts may be based on a Windows group rather than individual Windows users. Alternatively, you
can ask the user to add their own contact details when they first open the database in iBase. However,
users cannot do this if Alerting is in use or if they do not have their own iBase user account.

As part of the contact details, you can enter a location which could be a geographical area, a division,
or an area of responsibility. The location can be used in the Audit Viewer to filter the audit data. You will
need to predefine the locations by entering each location for at least one user on the Information page.
In iBase, users can only select a location, they cannot type it in.

1. Select Security > Security Manager
2. You can then do one of the following:
¢ Click New to create a new user.
e Select an existing user and click Edit.
3. Inthe User dialog, click the Information tab.
4. Enter the full name, location, telephone number, e-mail address, and any notes.

The location will appear on a Location list that can be used by other users entering their own
contact details in iBase.

5. Confirm that the details are correct by clicking OK.

Reporting on database security

The security design report provides details about the security groups, users, and their consequent
permissions or restrictions that have been applied to the database. You can select the items you want to
include in the report.

To view the details of the database security, you must be assigned the Securi t yAdni ni st rat or
role.

1. IniBase User, Select File > Properties > Security Design Report.
2. Select the types of details to include in the report:

« Groups - For each security group that has been defined for the database, you can list:

« Permissions and restrictions - What members of the group can access, and what they are
explicitly prevented from doing (for example, editing read-only items).

¢ Users - The users that are currently members of the group.

« Denied SCC items - The types of entities or link that have restrictions in place, to prevent
members of this group from accessing particular records.

e Users - For each user that can access a database, you can list:
e User Information - The information entered centrally about the specified user.

Note: This report only uses information added in iBase Designer.
e Groups - The groups the user is a current member of.
« Permissions - The specific permissions for the user.
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3. Once you have generate the report you can:
« Browse through the pages
« Refresh the information it contains
e Print the report

« Export the report as a spreadsheet, a PDF, or a Microsoft Word document.

Configuring Auditing

You can set up iBase to log each time that a user modifies or accesses a record and to log virtually all
user actions with or without user-supplied reasons for performing the actions.

What is recorded?

iBase starts auditing at the lowest possible level of detail when you create a database. You cannot stop
this level of auditing but you can choose to start at a higher level, and to modify all auditing options for
existing databases.

A Attention: The option to record user accesses to records, without change of data, creates large
volumes of log data so it is available only with iBase SQL Server databases. Use this option
only when strictly required. Your SQL Server administrator can configure the disks to improve
performance in this area; for details, see Server machines.

Independently of the audit level of the database (SQL Server format only), you can audit changes to
data. The iBase field types that you can audit depend on the SQL Server version.

Where is it recorded?

There are separate audit logs for security files and databases.

Security file logs track the opening of databases, failed logon attempts, and a range of administrative
actions such as creating templates, and managing users and groups. They do not record logons and
logoffs.

Database logs track the opening and closing of databases, historical data (if logged), and all the
requested actions within databases. Actions are recorded regardless of origin: users can request
database actions from iBase Designer, iBase, Analyst's Notebook, or third-party mapping applications.

The physical form and location of logs is different for security files, Access databases, and SQL Server
databases. The audit viewer handles these differences and can produce archive files in a standard form.
Viewing audit logs

To use the Audit Viewer, a user needs to be a system administrator, a database administrator or an
audit administrator.

The Audit Viewer, if installed, is available from the Windows start menu, under, for example, i2 iBase

> iBase Audit Viewer. It allows you to view and manage audit logs for databases and security files.
You can open multiple windows to inspect logs for several databases provided that those databases are
managed through the same security file.

Audit Viewer does not display all the entries in the audit log:

e Some users generate restricted audit log entries and you need the Audit Administrator role to view
these
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« Some audit log entries are hidden if SC codes are used - you can only view the entries for records
relating to your security classification

The level of detail in the audit log is determined by the audit level set for the database.

Audit log databases

If you are using iBase and an Access database, the database log is held in the . i dI file stored in the
same folder as the database file.

In an SQL Server installation of iBase, an audit log database is created alongside the main SQL Server
database. The name of the database is the same as the main database name with the suffix _| og. For
instance, the database User _Qui de has an audit log database User _Cui de_| og.

Your SQL Server administrator must ensure that iBase users can access this audit log database. If

a user has no access to the audit log database, iBase attempts to create a new one and fail with a
message that says it could not do so successfully. For further information, see the Administration Center
document Managing Access Control.

Note: For information on backing up audit log databases, see Backing Up iBase Databases.

Setting Up Search

There are two main ways to search for text in an iBase database, Search 360 (in SQL Server databases
only) or Word Search. An index must exist before users can use either search method.

Search indexes allow users to search multiple fields in multiple entity and link types, and can include
information that is stored in attached documents. Database designers can define the rules used to build
and search an index.

Using Search 360

Search 360 can be used to search any type of text field in SQL Server databases, including documents
and charts, using a range of techniques that allow for:

« Any number of words in a phrase

* Typing mistakes (for example typing ROBETRSON instead of ROBERTSON, or Danielsmith instead
of Daniel Smith)

« Variations in spellings and variations based on how words are pronounced (for example typing
PETERSON instead of PEDERSON because, the two names sound the same)

* Synonym matching (for example, Mike and Michael are synonym matches)
e Variations in word order (for example "Joyce Gallagher" and "Gallagher, Joyce" are exact matches)

« Allowances are made for punctuation and accents (for example Francoise and Francoise are exact
matches)

< Records directly related to the main search (that is, just one link away from a record found by the
main search)

Using Word Search

Word Search can be used to search a database of any format using:

* Exact words
e Wildcards
e Synonym matching
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* Soundex

When matched text is found, it is highlighted in context in the document. Word Search also allows
users to browse the index and find text based on the number of times they occur or by their leading
characters.

What is not searched?

The search methods do not search:

« The targets (records, files or URLS) of Hyperlink fields, only hyperlink text is searched.

* In Search 360, document types for which there is no installed iFilter on the machine that performs
the indexing.

* Number type fields, including numbers, dates, time zones, system and calculated fields.

Setting up Search 360

Search 360 allows entity types, link types, and text-based field types to be indexed. The Search 360
index is updated whenever data is added, changed, or removed in any of the entity types and link types
in the database schema, or in embedded documents.

The index is also updated following changes to the database schema itself. Indexing occurs at
scheduled times that are determined by an SQL Server administrator although an iBase system
administrator can request a rebuild outside of scheduled times, for example after bulk imports. The
service is suspended while you have the database open in iBase Designer.

There might be a delay between changes that are made to the iBase records and the time when the
changes are reflected in the index, depending on how indexing is scheduled. Therefore, it might be
possible for users to obtain results that are no longer an accurate reflection of the database contents.

The Search 360 Administration window, and the Search 360 window in iBase, provide information on
when the index was last updated.

By default, all entity types, link types, and text-based field types are indexed. This indexing allows
users to search all fields for information, but increases the database size. If required, the index can be
restricted, reducing the index size.

Note: If the index is restricted, users might not get back the search results that they expect. Clearly
communicate any change to the scope of the index to users of the system.

Required permissions

The Search 360 index is created in the same SQL Server instance as the iBase database. The indexing
tools can either be run directly, or using the command line tooling, elsewhere on the network.

To use the indexing tools, you require a Microsoft SQL Server login with suitable administrative rights to
allow databases and jobs to be created:

Task Role

To configure the index service: dbcreator server role

To schedule an index service job on the database |SELECT, INSERT, UPDATE on
itself: _Configuration_Text

SELECT, INSERT, UPDATE on
_Configuration_Def
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Task Role
To schedule an index service job on the msdb Member of the SQLAgentUser role
database: SELECT on sysjobs

After the index service is configured, you require an account to run the index service. In SQL Server,
this can be one of the following:

« a Windows account that is a member of the sysadmin server role

e a proxy account that is a member of the "public database role" of the database to be indexed

Process Overview

The following steps summarize the processes that are required to enable Search 360 on your system.
Note: Steps 3 - 5 must to be repeated for each iBase database.

Note: If you use iBase database replication, then you must to repeat steps 1 - 5 for each replicated
database because the search indexes are not replicated.

Installing the Index Service Configuration tools
The iBase Server components contain the tools that you use to configure the Search 360 Index. These
tools must be installed to run the indexing.

iBase Index Service Configuration tool

The iBase Index Service Configuration tool is a Windows application that manages databases in a
local instance of SQL Server. You must install the Index Service Configuration tool on a machine
that has a local instance of SQL Server. You can only index databases in the local instance, and the
index database is created in this instance.

iBase Indexer

The iBase Indexer (i 2. i Base. Sear chl ndexer Exe. exe) is a command-line tool that allows
you to specify the server that holds the database you would like to index. The index is stored as a
separate database in the same SQL Server instance as the database that is being indexed.

Checking iFilters
Search 360 will automatically index all documents with the suffix RTF, ANB, LNB, TCV, XML, CSV, and
TXT. All other document types require that an appropriate iFilter is installed on the machine on which
indexing is performed.

iFilters are third-party plug-ins that enable index services, such as the Search 360 Index Service, to
scan the different document types that can be embedded in entity and link records and extract index
terms. Suitable iFilters might already be installed depending on the version of the applications you are
using. The easiest way to determine whether the correct iFilter is installed is to import a document of the
required type, update the index and then search for a term that you know is in the document.

é Attention: Documents larger than 100 Mb might not be included in the index.

If your document does not appear in the search results, you must to install the related iFilter. See
Installing iFilters for further details.

Installing iFilters
On the machine that is running the indexing tools, you can install additional iFilters to allow documents
of a set type to be searched using Search 360 and Full-Text search. These third-party iFilters can
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support additional document types or metadata from the standard iFilters that are supplied with the
operating system.

iFilters are used to access documents and store the details in the index. You can see the iFilters that
you currently have installed and associated with specific files using the Indexing Options in the control
panel for your operating system all the files are listed in Indexing Options > Advanced > File Types.

Note: If an iFilter is installed after the index is built, the index will need to be rebuilt for the document
type fields before the document will be indexed correctly.

1. Install a supported iFilter on the machine that is running the index.

* For Search 360, this should be the Search Indexer machine.

e For Full Text Search, this should be the SQL Server.

Note: If you have installed the 64-bit Adobe PDF iFilter download, set the SYSTEM PATH
environment variable to the bin directory of the i Fi | t er installation.

2. For Full-Text Search you need to complete one or more extra steps depending on which iFilter you
installed:

a) If you have installed any PDF iFilter (or other iFilter that does not have a signed binary) run the
following command in SQL Server Management Studio for your instance:

exec sp_fulltext_service 'verify_signature', O;

b) If you have installed any new iFilter, run the following command in SQL Server Management
Studio for your instance:

exec sp_fulltext_service 'load_os_resources', 1;

c) Stop and restart the SQL Server service.
d) Rebuild the Full Text Search index in iBase Designer to include the documents.

Note: To determine which file extensions the iBase database currently has iFilters for, you can run
the following SQL Script:

sel ect docunent _type, path from sys.fulltext_docunent _types;

Configuring a database for Search 360
To allow Search 360 search capabilities such as spelled-like and sounds like, the data that is stored in
your database needs to be augmented to include extra details. Initializing a database for Search 360
creates extra database tables that cannot be removed.
To initialize the database for Search 360:
1. Select Tools > Search > Search 360 Administration.
2. In the Search 360 Administration window, turn on Enable Search 360.

Note: Turning off Enable Search 360 prevents the index service from running.

3. If you want indexing to occur when the index service next runs, click Rebuild Index. Your SQL
Server administrator needs to set up the index service.

4. Optional: Select the Record Types and Field Types to include in the index.

If you include an entity or link type it initially includes all its fields, you can then turn off the fields that
you want to exclude.

5. Optional: If you would like to include any metadata from selected document Field Types, select
Index document metadata.
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6. Click OK and then close the iBase database. The index service cannot connect to the database
while you are in the database.

7. Ask your SQL Server administrator to set up the index service.

System administrators use the Index Service Configuration tool to set up the index service and its
schedule.

Setting up synonyms in Search 360
Users can search using groups of words that are considered as equivalent (synonyms). When you have
set up synonyms, users can choose whether or not to use those synonyms each time their search term
includes one of the synonyms.

Search 360 is provided with synonyms suitable for the US and the UK. These synonyms are not
necessarily suitable for other regions, although your supplier might provide localized alternatives.
Synonyms are provided for the following types of text:

« Given names, including variant spellings
« Parts of full addresses

e Common parts of organization names

* Vehicle makes

Synonyms may be useful in these types of situation:

Searched text Example

Is from different sources Text may use a mixture of spellings from US and
UK English and users may wish to treat color and
colour or fender and bumper as synonyms.

May have known variations or errors in data entry | Many drugs have a variety of names in formal
and casual usage. Also, a name using accented
characters may be presented in a different order
or be spelled in different ways when converted to
a form without accented characters: Miller and
Mueller.

Is too precise for the purpose of the search A database of vehicles may hold color names
specified by the paint manufacturer's names, such
as crimson, scarlet, flame, and so on, where the
search term derived from a witness statement is
simply red.

You must add synonyms in groups, even if you create only one group. Each group should contain words
that users consider as being the same for the purposes of their search. For example, a synonym group
named Firearm might have the values: Firearm, Shotgun, Rifle, Handgun, Revolver, Pistol.

If you create many groups and synonyms, you may prefer to export the synonyms to a file and edit that
file in a text editing application.
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To import a synonym list, you require a text file of the correct format in a known location on an
accessible disk volume. This example defines a synonym group named Firearm with the values:
Firearm, Shotgun, Rifle, Handgun, Revolver, Pistol:

[Firearm
Firearm
Shot gun
Rifle
Handgun
Revol ver
Pi st ol

You can export synonyms defined in one database for external editing or transfer to other databases.
You can also transfer synonyms between Full text Search and Search 360.

8.
9.

N o kN

Select Tools > Search > Search 360 Administration.

In the synonyms page of the Search 360 Administration dialog, in the Groups area, click Add.
Type a name for the group.

To add a semantic type, click the Browse button, select the appropriate semantic type, and click OK.
Click OK.

In the Synonyms area, click Add.

Type a synonym for addition to the group and click OK.

If the name you chose for the group is one of the words to be considered as synonyms, you must
explicitly add that word to the group. Any synonym you add must:

¢ not be a blank value

¢ must not exceed 20 characters in length

* must be considered a valid word, that is it must not contain large numbers of symbols, for
example "£$%"&*

Repeat this procedure from step 6 to add more words to the same group.
Repeat this procedure from step 2 to add another group and its member synonyms.

10.To export your synonyms to a text file:

a) In the synonyms page, click Export.

b) In the Export dialog, do one of the following:

* In the File box, type the path and file name of the file you wish to create.

« Browse to the location of an existing text file, which you must be willing to replace with the
exported synonyms. Select the existing file and click Save.

¢) Inthe Export dialog, click Export.

d) Once you have seen a message that the export was successful, click OK to dismiss the message
and then click Close.

11.To import synonyms from a text file:

a) In the Synonyms page of the Search 360 Administration dialog, click Import.
b) In the Import dialog, do one of the following:

« Type the path and file name of the file you wish to import. Finish by pressing Ent er .
« Browse to the location of an existing text file. Select the existing file and click Open.
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¢) Inspect the Preview window carefully to see that the file contains the expected data.
d) To keep existing synonyms, turn on Merge with existing data. Use this option only if you are
certain that all existing synonyms are as you want them.

€) 1. Inthe Import dialog, click Import. Click OK to dismiss the message saying that the import was

successful.

2. Click Close to dismiss the Import dialog. You should now be able to see the groups and
synonyms in the Search 360 Administration dialog.

12.Click OK to save the synonyms and close the Search 360 Administration dialog.
Once you have created several groups, be careful to select the correct group in the Name list, before

editing the group or its member synonyms. You can delete or rename existing groups and synonyms or
add new ones.

If you create many groups and synonyms, you may prefer to export the synonyms to a file and edit that
file in a text editing application.

Configuring the index service
iBase Index Service Configuration is an application that indexes one or more iBase databases for
Search 360.

For each database, you can set up an index service and a job schedule. Each time the job runs, it starts
the index service, which obtains the location of the iBase database to index from the index database
(IBaselndexDB). No sensitive information is stored in this database as the index service connects to the
SQL Server database using Windows " authentication.

To set up index services for your iBase database:

1. Make sure the database that you want to configure is closed, and that you are logged in using a
suitable Windows™ or SQL Server account.

2. Select All Programs >i2 iBase > iBase Index Service Configuration
Running the Index Service Configuration tool for the first time on the local machine creates a
database, called IBaselndexDB, and creates a file Sear chi ng Confi g. xm in the All Users
application data folder on the local machine, specifically: C: \ Docunent s and Settings\ Al |

Users\ Application Data\i2\i2 i Base 9\ <l anguage>\ Sear chi ng. If necessary, the
database name is appended with a number to make this name unique.

Note: The index database and configuration file should be included in your backup schedule. Losing
either of these files requires you to reconfigure your iBase databases for indexing.

3. Click Add to set up configuration for this database.

4. Advise the iBase database administrator of the date and time of the first scheduled job as this is not
visible in iBase Designer.

Configuring the index service manually

You must run the iBase indexer on a computer with a network connection to the SQL Server instance
that contains the iBase database to index.

To set up a search 360 index for a database stored remotely:

1. In iBase Designer, enable Search 360.
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"i 2.1 Base. Sear chl ndexer Exe. exe" /i BaseDBNane "User_ Qui de" / Server Nane
"(local )\ SQL2019" /User Nane "Admi n" /Password "password" /Ful | Rei ndex /

ShowSunmmar y

The following arguments are valid, but can't all be used at the same time:

Argument

Description

Example

iBaseDBName

ServerName

Username

Password

FullReindex

ShowSummary

The name of the iBase database
as stored in SQL Server.

The server name and SQL
instance to access.

The username used to access
the database.

The password used to access
the database.

This argument can be added to
reindex the database.

This argument can be added to
display a summary of the state
of the index after the process
finishes.
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Sear chl ndexer Exe /

i BaseDBNane

"User _Qui de" / Server Nane
"(local )\ SQ@.2019" /

User Nanme "Adm n" /
Password " Password"

Sear chl ndexer Exe /

i BaseDBNane

"User _CGui de" [/ Server Nane
"(local )\ SQ.2019" /

User Name "Admin" /
Password " Password"

Sear chl ndexer Exe /

i BaseDBNane

"User _Qui de" / Server Nane
"(local )\ SQ.2019" /

User Nanme "Adm n" /
Password " Password"

Sear chl ndexer Exe /

i BaseDBNane

"User _CGui de" [/ Server Nane
"(local )\ SQ.2019" /

User Nanme "Admin" /
Password " Password"

Sear chl ndexer Exe /

i BaseDBNane

"User _Qui de" / Server Nane
"(local )\ SQ@.2019" /

User Nanme "Adm n" /
Password "Password" /

Ful | Rei ndex

Sear chl ndexer Exe /

i BaseDBNane

"User _Qui de" [/ Server Nane
"(local )\ SQ.2019" /

User Name "Admin" /
Password "Password" /
ShowSumar y
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Argument

Description

Example

Pause

DisplayRecordld

DisplayCallstack

This argument can be added to
pause the indexing at the end of
the task that is being processed.

This argument can be added to
display the Record ID as each
record is processed.

Note: Depending on the
number of records that are
being processed, displaying
this information might have
performance implications.

This argument can be added to
display the SQL command call
stack if an error occurs.

Sear chl ndexer Exe /

i BaseDBNane

"User _Qui de" [/ Server Nane
"(l ocal )\ SQ.2019" /

User Nanme "Adm n" /
Password "Password" /
Pause

Sear chl ndexer Exe /

i BaseDBNane

"User _Cui de" [/ Server Nane
"(local )\ SQ.2019" /

User Name "Admin" /
Password "Password" /

Di spl ayRecordl d

Sear chl ndexer Exe /

i BaseDBNane

"User _Qui de" [/ Server Nane
"(local )\ SQ.2019" /

User Nanme "Admin" /
Password "Password" /

Di spl ayCal | st ack

Troubleshooting indexing
Confirmation that the index service is configured successfully for a specific database is available in
several places.

To detect if your search index is configured correctly, search for information in your database that you
know is present, and check the results that are returned. If the results are not as you expect:
Check that the index was run since you added the record
The index only contains information about records that were available when the last index was
created. The data and time that the index took place is displayed at the top of the following screens:
* i2iBase Designer > Tools > Search > Search 360 Administration
* i2iBase > Tools > Analysis > Search 360

If your record was added after this time, run the index to refresh the information it has stored.
Check the SQL Server indexing job for information about the indexing job

In SQL Server Management Studio, SQL Server Agent lists an i2_Search_Indexing job for the
database, which reports success or failure in the SQL Server Agent job history. The messages
this contains can be used to determine any problems such as issues with the installed iFilters for
including different types of document.

Note: In addition, the SQL Server Agent must be running for the indexing to take place.

Check in the Windows ™ Event Viewer for details about scheduled indexing

In the Windows™ Event Viewer, started and completed events are listed for the database. You can
use the service logs for more information.
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Note: Depending on the frequency with which the index service runs, you might want to change
the properties of the Windows ™ Event Viewer log file. For example, change its size or control what
happens when the maximum log size is reached.

Run the indexing service from the command line

You can use the iBase Indexer tool via the command line to see the progress of an index in real
time. For more information on running the index service, see Configuring the index service manually
on page 182.

Managing the Index Service

The index service runs at the scheduled frequency if Search 360 is enabled in iBase Designer. Unlike
most other SQL Server job properties, the enabled flag enables both the job and the schedule.

Attention: Jobs run if Search 360 is turned off in iBase Designer but exit without performing any
indexing.

Use Index Service Configuration to manage the Search 360 index service:

« To modify the schedule for a Search 360 index service, click Configure. Do not use SQL Server to
change the schedule.

e To stop or suspend the index service, click Configure and turn off the Enabled check box. This
allows iBase users to continue to use Search 360 but without any updates for new information.

* To remove the index service, for example before uninstalling the Index Service Configuration tool
or moving an iBase database, click Delete. This deletes the job and prevents the index tool from
running.

Include the | Basel ndexDB database and Searching Conf i g. xm configuration file in your backup
schedule. Losing either of these files require you to reconfigure your iBase databases for indexing. Do
not schedule index service backups for the same time as iBase backups.

Note: If you accidentally delete the iBase index database, you do not delete the jobs but they are not
visible in the Index Service Configuration dialog. To resolve this, you need to either restore the database
from backup or reschedule the jobs (which deletes and then recreates the jobs).

As a part of the regular maintenance of your index service you should monitor the transaction log and
clear this down when it becomes too large. This is especially important after you complete a full index as
many entries are added.

Setting up Word Search

There are two ways to search for text in an iBase database, using Word Search or Search 360 (in SQL
Server databases only). Word Search allows you to index and search specific field types.

Word Search can search fields of the following types:
e Hyperlink

e Multi-Line Text and Multi-Line Text (Append Only)
e Security Classification Code

* Selected from Code List

¢ Suggested from Code List

e Text

To provide users with Word Search you must:
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« Define how to create the index, by specifying which fields you want indexed.
e Create the index.

< Ensure that maintenance of the database includes rebuilding of the index at appropriate times. You
must start each rebuild of the index.

More about Word Search indexes

Word Search indexing is performed within the database system. The indexes are stored in database
tables. The location of the tables varies for different types of databases:

* In SQL Server databases, the Word Search index is stored in the main database. Backing up the
database is sufficient to back up the index.

¢ In Microsoft Access databases, the Word Search index is stored in a separate database, created
in the same folder as the database file. If the database is called dbname.idb, the index file is called
dbname.idx. Add the dbname.idx file to your backup lists.

Note: The .idx file is a password-protected database file, which you can open in Microsoft Access if you
wish. The password is the database password, which you can see in the Advanced page of the Options
dialog.

Building a Word Search index

The build process is used to generate an index of words in the parts of the database chosen for
indexing and the records in which the words occur.

A full build scans all chosen records and generates a new index.

An incremental build scans only those records that have changed since the last full build was
performed, and modifies an existing index.

Any change to the build conditions, for example the indexing of an additional field, means that you must
delete the index first, and then perform a full build.

Quick Start

Here is an overview of the procedure for building a Word Search index.

1. Select Tools > Search Word Search Indexing.
2. If there is an existing index, click Delete Index.

3. Make any configuration changes. (It can take several minutes to create a Word Search index for a
big database. If you want to make an index for testing, it is enough to select just one entity type or
link type in the Fields page of the dialog.)

4. Click Full Build.

iBase Designer displays the Word Search Index Build dialog to help you monitor the progress of the
build.

While the build is progressing, the dialog contains two progress bars. The upper bar shows progress
through each table, corresponding to each selected entity or link type. The lower bar shows the total
word count for the index.

Note: You can click Stop to abandon the build if it is proceeding slowly, but this leaves an
incomplete index. If you click Stop, delete the index to avoid anybody using the incomplete index.

5. When the build is complete, the dialog changes to display a summary of the words and the time
taken. Click OK to close the dialog.
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At this point, you can inspect the index using the Index Browser page of the Word Search Administration
dialog or exit iBase Designer. Any permitted user can start iBase and use the word search index, by
selecting Analysis > Word Search. Users can also see a read-only version of the dialog that you have
used in iBase Designer, enabling them to see which fields are indexed.

Word search

You can find the records anywhere in the database that contain specified text by using a word search.
You do not need to know which field the text might occur in.

In addition to finding specific words you can also use the following to broaden your search:

Synonyms - words that have the same meaning

Synonyms are lists of words such that whenever you specify a particular word to search for, all the
relevant words on the synonyms list are also searched for. The synonyms list might contain all the
words that have the same meaning; for example, synonyms for Firearm might be: Firearm, Shotgun,
Rifle, Hand gun, Revolver, Pistol. The lists are pre-defined in the database design, so you cannot
change them here. However, you can see which synonyms are searched for.

Soundex - words that sound the same

Soundex means that words that sound the same as your specified word are also searched for. For
example, using Soundex you might specify ‘check’ and find ‘cheque'.

Any words added to the database since the database administrator last generated the Word Search
index will not be found. The date when the index was last updated is shown. If you need to see details
of how the index is defined, click Index on the Enter Words page.

Use the:

« Enter Words page if you are interested in specific words (or synonyms or similar sounding words)
and where they appear.

*  Word Index page if you are more interested in how frequently words occur in the database.

Finding records containing specific words

Use the Enter Words page if you are interested in specific words (or synonyms or similar sounding
words) and where they appear:

1. Select Analysis > Word Search.
2. In the Word Search dialog, click the Enter Words tab to display the Enter words page.

3. Click the Search for box and enter one or more words to search for, separating words with spaces.
You can use wildcards to broaden the search. The search ignores the lettercase. It might exclude
certain other things, such as entirely numeric values. See What you can and cannot search below for
details.

4. In the Combine area, select one of the following:

¢ And - the record must contain all your specified words or synonyms of those words if the User
Defined checkbox is turned on in the Synonyms area.

e Or - the record must contain at least one of your words, or one of the synonyms if the User
Defined checkbox in the Synonyms area is turned on.

5. In the Type area, select either Normal or Soundex (includes similar sounding words).

Note: A list of words appears whenever any member of the list is specified in the Search for box. All
of these words are searched for, in addition to the specified words.
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If you want the search words to be highlighted in any records found by the word search, turn on the
Highlight Words Found checkbox.

Click Search. Any records that contain the search words are then displayed. The records are
identified by their label as defined in the current labeling scheme.

Finding by word frequency

Follow these steps if you are interested in how frequently words occur in the database:

1.
2.
3.

In the Word Search dialog, click the Word Index tab to display the Word Index page.
Select Occurrences and then either Most or Least (frequent).

Specify how many words to list; use the upper button next to the number of words to increase it; use
the lower button to decrease it. Alternatively, just click the box and type into it.

Click Find. The word list will show the most or least frequently occurring words. No records are found
as a result of this step.

Note: Itis possible to exclude unwanted words such as "of", "for", and "from" from your search
results. Ask your database administrator to set up an exclusion list.

In the list of words, select one of the words and then click Search for highlighted word to find the
records that contain the selected word. The number of records that will be found is shown in the
Count column.

Finding using the beginnings of words

Follow these steps to find records containing words that start with specific characters:

1.
2.
3.

In the Word Search dialog, click the Word Index.
Select Beginning with if you want to find words that start with your specified characters.

Click the box and type in the starting characters. As you type, the word list shows the matching
words and their frequency. No records are found as a result of this step.

In the list of words, select an entry and click Search for highlighted word to find the records that
contain the selected word. The number of records that will be found is shown in the Count column.

What you can and cannot search

Using a Word Search, you can search fields of the following types:

L]

Hyperlink

Multi-line Text and Multi-line Text (Append Only)
Security Classification Code

Selected from Code List

Suggested from Code List

Text

You cannot search:

Document type fields - to search the text of embedded documents, use a fuzzy search (if available,
SQL Server databases only).

For punctuation, because punctuation is treated as a word break.
For special characters, such as €, ~, <, +.
For words over a certain length (the maximum length is set by the database administrator)
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« For purely numeric values (unless your database administrator has chosen to use this option)
To find out the maximum word length or whether you can search for purely numeric values:

1. In the Word Search dialog, click Index. The Word Search Index Build dialog is displayed.
2. Click the Advanced tab to display the Advanced page. The page displays the maximum word length.
3. If you can search for purely numeric values then the Exclude numerics option will be turned off.

Note: By default, entirely numeric values are excluded from the Word Search index. Consider these

examples:
Example Result if numerics are excluded...
BMW 320 320i is a numeric value, therefore BMW is indexed
but 320 is excluded
BMW 320i 320 is not a completely numeric value, therefore
both BMW and 320i are indexed
0012-3963 0012-3963 is indexed as a single non-numeric
word
-3 Excluded because it is a numeric value
+3 Excluded because it is a numeric value

Building the Word Search index

The Word Search Index is a list of the words that can be searched when using Word Search in iBase. It
contains the words extracted from specific (text-type) fields for selected entity and link types.

Configuration consists of:
Selecting the fields which can be indexed.
You can specifically exclude or include the values of specific fields.
Excluding specific words from the index, such as words that appear in almost all records.
You may wish to exclude words because:

» The words occur in all or nearly all records and contribute little to the searchability of the
database, while adding greatly to the size of the search index.

» The words relate to administrative or other uses that you do not wish to be visible to all users of
text search.

The excluded word list must be an unformatted text file containing one word per line with no blank
lines. The only characters not taken to be part of a word are the space character and the double
guotation mark (" ). You cannot exclude words that are longer than 20 characters.

Double quotation marks are optional, but if they appear they must do so in pairs, one each at the
start and end of a line. Paired double quotation marks are ignored and only the words between
them are imported.

The words can be in any order, use uppercase, lowercase or any mixture of case, and may be
duplicated within the file. Duplicates are removed, and the list is sorted when importing; the case
remains unchanged.

If you see the message ERRORS IN FILE when importing, the most likely causes are:

» A space character anywhere in the file, possibly before or after one of the words.
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e A completely blank line.
» A mismatched or badly placed double quotation mark.

Note: iBase is supplied with an example file of common words. The file is formatted for importing
into the Word Search system. Inspect the file to see if it is suitable for your database: C.

\ Docunents and Settings\All Users\Application Data\i2\i2 iBase 8\en-US

\ Configuration

You can import this file to provide a starting point, which you can then modify.

Set a limit on the length of the words that you can search for, in order to create a smaller
index that returns search results more quickly.

Allows you to set the maximum length of entries in the index. The default setting of 10 is usually
satisfactory. Longer words are trimmed to this length when placed in the index. For example, if
the first 10 characters are indexed and the word shopl i f ti ng is indexed, this list shows only the
first 10 characters, shopl i f ti n. A user can search for and find this word with either of the terms
shoplifting or shopliftin.

If you set a limit of less than 10, a smaller index is created and search results are returned more
quickly. However, the search results may contain unexpected results. For example, it will find words
that are different but which have the same first few characters. You can check for false results by
inspecting the found records.

Deciding whether to index words that contain only numerical characters.

By default, entirely numeric words are excluded from the index, but you can opt to include these
entries.

For example, the text 320 in the BMW 320 is not indexed if numerics are excluded. The text 320i in
the entry BMW 320i is indexed because 320i is not a completely numeric value.

A more complex example concerns the hyphen or minus character ( - ), where the character's
position affects the interpretation. Numerals surrounding a hyphen character are considered non-
numeric. For example, a banking reference for an account in the format 0012-3963 is treated as
a single non-numeric word, not two numerics. Conversely, a number written with a leading minus
character, in the style -3, is treated as a numeric (as is the positive equivalent, +3).

If you need to change the configuration of the index, then you must first delete the current index by
clicking Delete. Once you have built the index (by clicking Full Build), update it on a regular basis in
order to include data from new records. You can use an incremental build for this (click Increment).

Note: iBase users can review how the index was built, in order to understand what can and cannot be
searched for, but they cannot update it themselves.

Note: Words need not necessarily contain only letter characters; they can contain, or consist entirely
of, numbers for example. There is however the option of excluding words consisting entirely of
numbers. In addition, punctuation characters are not included in indexed words. This is because these
characters are used to determine where words start and end. For example the space in ‘first word' or the
underscore in ' first_word' means the index would contain the words 'first' and 'word'.

1. Select Tools > Search > Word Search Indexing.

2. In the Word Search Index Build dialog, click the Fields tab to display the Fields page.
3. Click Delete to delete the current index.
4

. To configure the indexed fields, turn on or off the check box next to the entity type, link type, or field.
If you include an entity or link type it will initially include all its fields, you can then turn off the check
box next to the fields that you want to exclude.
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In the Excluded Words page of the Word Search Index Build dialog, you can exclude words from the
index. You can then review which words you have excluded, either on screen or by exporting those

words to a text file:

Option

Description

Exclude Word

Enter a word in the upper text box of the dialog,
then click this button to transfer the word to

the list in the lower list box, where it appears in
alphabetic order.

Remove Selected

Select one or more words in the list box, then
click this button to remove all selected words
from the list.

Import Words

Click this button to import a text file of the words
you have chosen to exclude. In the Import
dialog:

a. Enter a file name or find a file using the
Browse button and Select Import File
dialog.

b. Inspect the preview in the Import dialog to
check that the files contains the word you
wish to exclude and check that the message
ERRORS IN FILE does not appear.

Note: If you see this message, edit the
file so that it meets the required format
as described next, save the file, and click
Refresh to reread the file.

c. Turn on the Merge with existing data check
box if you want to keep the existing list.

d. When you have identified a suitable file, click
Import to read the list from this file.

Export Words

Click this button to create a text file of the words
you have chosen to exclude. In the Export
dialog, enter a file name or find an existing file
using the Browse button and Specify Export
File dialog. Once you have identified a file, click
Export to write the list into this file.

You cannot exclude words that are longer than 20 characters.

When you have finished modifying the list of excluded words, click Apply to confirm your changes.
In the advanced index options, select the Number of Characters to index and whether to Exclude

Numerics.
Click Full Build to generate a new index.

Note: Once the build is completed, you can use the Fields tab to view the information that has been

included or excluded from the index.

© N. Harris Computer Corporation (2022)



i2 iBase documentation | 192

Setting up synonyms in Word Search
Synonyms are words that

You can define synonyms for use with Word Search by using the Synonyms page of the Word Search
Administration dialog. For details of the Index Browser page, see Modifying existing indexes on page
194,

You must add synonyms in groups, even if you create only one group. Each group should contain words
that users consider as being the same for the purposes of their search. For example, a synonym group
named Firearm might have the values: Firearm, Shotgun, Rifle, Handgun, Revolver, Pistol.

If you create many groups and synonyms, you may prefer to export the synonyms to a file and edit that
file in a text editing application.

To import a synonym list, you require a text file of the correct format in a known location on an
accessible disk volume. This example defines a synonym group named Firearm with the values:
Firearm, Shotgun, Rifle, Handgun, Revolver, Pistol:

[ Firearni
Firearm
Shot gun
Rifle
Handgun
Revol ver
Pi st ol

When the user enters a search term into the Enter Word page, the list in the Synonyms area remains
empty until they enter a word that has been defined as a member of a synonym group. iBase then
displays the full list of synonyms and the user can turn on the User Defined option if they wish to find
records holding the synonyms.

Note: Name variants are not available in Word Search.
1. Select Tools > Search > Word Search Administration.
2. To add groups and synonyms:
a) Click the Synonyms tab to display the Synonyms page.
b) In the Groups area, click Add.
c) Enter a name for the group and click OK.
d) In the Synonyms area, click Add.
e) Enter a synonym to add to the group and click OK.

Note: If the name you chose for the group is one of the words to be considered as synonyms,
you must explicitly add that word to the group.

When you have several groups, be careful to select the correct group in the Name list, before
editing the group or its member synonyms. You can delete or rename existing groups and
synonyms or add new ones.

If you create many groups and synonyms, you may prefer to export the synonyms to a file and
edit that file in a text editing application.

f) Repeat this procedure from step 3 to add more words to the same group.
g) Repeat this procedure from step 1 to add another group and its member synonyms.
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h) Click OK to save the synonyms and close the Word Search Administration dialog.

When you have several groups, be careful to select the correct group in the Name list, before editing
the group or its member synonyms. You can delete or rename existing groups and synonyms or add
new ones.

If you create many groups and synonyms, you may prefer to export the synonyms to a file and edit
that file in a text editing application.

. To export synonyms for editing or for import into another database:
a) In the Word Search Administration dialog, click the Synonyms tab.
b) Click Export.

c) In the Export dialog, do one of the following:

¢ In the File box, enter the path and file name of the file you wish to create.

¢ Click the Browse button and browse to the location of an existing text file, which you want to
replace with the exported synonyms. Select the existing file and click Save.

d) In the Export dialog, click Export. A message is displayed indicating that the export was
successful.

e) Once you have seen a message that the export was successful, click OK to dismiss the message
and then click Close to dismiss the Export dialog.

You can inspect the exported file with Notepad or any other text editing application.
. To import synonyms from a text file:
a) In the Word Search Administration dialog, click the Synonyms tab to display the Synonyms page.
b) Click Import.
¢) In the Import dialog, do one of the following:
¢ Inthe File box, enter the path and file name of the file you wish to import. Finish by pressing
the Enter key or clicking Refresh.

< Click the Browse button and browse to the location of an existing text file. Select the file and
click Open.

d) Inspect the Preview window carefully to see that the file contains the expected data. If a message
is displayed reporting that the file is missing or contains an error, you can choose another file or
edit the file to remove the error. Click Refresh to preview the new contents if you change the file.

e) To keep existing synonyms, turn on Merge with existing data. Use this option only if you are
certain that all existing synonyms are as you want them.

f) Inthe Import dialog, click Import. Click OK to dismiss the message saying that the import was
successful.

g) Click Close to dismiss the Import dialog. You should now be able to see the groups and
synonyms in the Word Search Administration dialog.

h) Click OK to save the synonyms and close the Word Search Administration dialog.
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Modifying existing indexes

The index browser displays words in the index, allowing you to choose words for display by their
frequency in the index or by their initial characters. If you wish, you can exclude some of these
displayed words from the index.

The index browser has two key areas. The upper part allows you to search the index for specific words.
The lower part displays the words you have found, and allows you to exclude words from the index.

Note: If the index has been built for a number of leading characters (set in the Advanced page of the
Word Search Index Build dialog) then only the specified number of characters appear in the list. For

example, if the first 10 characters are indexed and the word shoplifting is indexed, this list shows only
the first 10 characters, shopliftin. Each index entry shows the number of times it appears in the index.

1. Tools > Search > Word Search Administration.
2. To display the index browser, in the Word Search Administration dialog, click Index Browser.

The upper part of the dialog helps you find words to display. The lower part displays the words you
have found, and allows you to exclude any found words from the index.

3. To find and list words:
¢ Select Occurrences to find common (Most) or rarely (Least) occurring words.

e Select Beginning with to find words beginning with the character or characters that you enter in
the box.

Click Find when you have set up your condition.
4. To work with the listed words, select the word and:

* Select Exclude to exclude a word from the index.

« Select Relist to return the selected word to the index. The returned word appears at the bottom of
the Words Found list, without a count.

5. Click OK to confirm your choice of excluded words and close the dialog.

Setting up Full-Text search

You can find records that contain specified text anywhere in the database by using a Full-Text Search.
Full-Text Search requires an SQL Server database, which must be provided by a server that is running
Microsoft” SQL Server with the Microsoft” Search service.

To provide Full-Text Searching within a database, you must:

« Define how to create the index.
e Create the index.
e Set up rebuilding or updating of the index at appropriate times.

Full-Text Search works in collaboration with SQL Server but it is separate from SQL Server and is
installed only as part of a custom installation.

The Microsoft” Search service is used to search, catalog, and index the database. This service
maintains catalogs and indexes outside SQL Server, on the server computer’s file system.

Creating an index

Full-Text searching needs the database to be indexed before terms can be found.

To create a new Full-Text Search index:
1. Select Tools > Full-Text Search Indexing.
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2. In the Fields page, select the fields to index.

Note: The list of entity types and link types might be shorter than you expect. Only the types with
fields that Full-Text Search can index are available.

3. Click Apply.

iBase Designer starts building the index for your selection of fields, with a default option for updating
the index as the database changes. If you want, you can click the Index Maintenance tab to display the
Index Maintenance page then click Index Status to check the progress of building the index.

Any permitted user can now start iBase and use the full-text search index, by selecting Analysis > Full-
Text Search. Users can also see a read-only version of the iBase Designer index setup, enabling them
to see which fields are indexed.

Note: Person name variants are automatically imported when you build a Full-Text Search index. If
Name Variants are imported, the SMB library version is displayed in the lower-left corner.

There is no explicit command to delete a Full-Text Search index. You can remove the index and free the
server resources required to provide and maintain the index by deselecting all fields in the Fields page.

Selecting fields for indexing
You can exclude some fields from the index because including those fields add little to the value of the
index or add too much to the size of the index. For example, you can exclude fields that hold geocoding
data or any field that holds a unique identifier for the record that holds it.

1. Select Tools > Full-Text Search Indexing.
2. On the Fields page:

Option Description

Expand Expands the tree view to show all fields of all
entity types and link types.

Collapse Collapses the tree view to show only entity types
and link types.

Included Show the indexed fields, which are listed in
columns for type and field.

Excluded Show the non-indexed fields, which are listed in
columns for type and field.

Excluding words from the index
You can select words for exclusion from the index.

You might want to exclude words because:

* The words occur in all, or nearly all, records and contribute little to the search-ability of the database.

« The words relate to administrative or other uses that you do not want to be visible to all users of text
search.

You might also want to restore to the index some common words that SQL Server excludes by
default, as being common words in the relevant language, but that have some special meaning in the
databases.

These excluded words are for reference only. Only the words that are excluded at the server affect the
results of Full-Text Search in iBase.
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Select Tools > Search > Full-Text Search Indexing > Excluded Words to display the Excluded
Words page:

Exclude Word Add words to the list to exclude, where it appears
in alphabetic order.

Remove Selected Removes all selected words from the list.

Import Words Import a text file of the words that you have
chosen to exclude:

1. Enter a file name or browse for a file.

2. Inspect the preview to check that the file
contains the word you want to exclude and
check that the message ERRORS IN FILE
does not appear.

3. If you see this message, edit the file so that it
meets the required format, save the file, and
click Refresh.

4. Turn on Merge with existing data if you want
to keep any existing terms.

5. Click Import.

Export Words Creates a text file of the words that you have
chosen to exclude.

When you have finished modifying the list of excluded words, click Apply to confirm your changes.

Format of the excluded word list

The excluded word list must be an unformatted text file containing one word per line with no blank lines.
Use the space character and the double quotation mark (") to separate words.

Double quotation marks are optional, but if they appear they must do so in pairs, one each at the start
and end of a line. iBase Designer imports the word between the marks, ignoring the paired double
quotation marks.

The words can be in any order or case (uppercase, lowercase or any mixture of the two), and may be
duplicated within the file. iBase Designer sorts the list when importing, removes duplicates, and leaves
the case unchanged.

If you see the message ERRORS IN FILE when importing, the most likely causes are:

* a space character anywhere in the file, possibly before or after one of the words
* acompletely blank line
« a mismatched or badly placed double quotation mark

Setting up synonyms
Users can search for groups of words that are considered as equivalent (synonyms).

Synonyms can be useful in these types of situation:

Searched text Example
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Text might use a mixture of spellings from US and
UK English and users might want to treat color
and colour or fender and bumper as synonyms.

Many drugs have various names in formal and
casual usage. Also, a name that uses accented
characters might be presented in a different order
or be spelled in different ways when converted to
a form without accented characters: Muller and
Mueller.

Color names specified by the paint manufacturer’s
names, such as crimson, scarlet, and flame,
where the search term that is derived from a
witness statement is red.

When you set up synonyms, users can choose whether to use those synonyms each time their search

term includes one of the synonyms.

You must add synonyms in groups, even if you create only one group. Each group contains words that
users can consider as being the same for the purposes of their search.

You can export synonyms that are defined in one database for external editing or transfer to other

databases.

Editing synonyms

To edit synonyms:

1. Select Tools > Search > Full-Text Search Administration.

In the Groups area, click Add.
Type a name for the group and click OK.
In the Synonyms area, click Add.

o ke

Type a synonym for addition to the group and click OK.

Note: If the name you chose for the group is one of the words to be considered as synonyms, you

must explicitly add that word to the group.

6. Repeat this procedure from step 4 to add more words to the same group.

7. Repeat this procedure from step 2 to add another group and its member synonyms.

8. Click OK to save the synonyms.

Exporting synonyms

To export all synonyms to a text file:

1. Select Tools > Search > Full-Text Search Administration.

2. Click Export.
3. Either:

* In the File box, type the path and file name.

* Browse to the location of a file, which you must be willing to replace with the exported synonyms.

Select the file and click Save.
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4. Click Export.
A message is displayed indicating whether the export was successful.

You can inspect the exported file with Notepad or any other text editing application.

Importing synonyms

To import a synonym list, you require a text file of the correct format. This example defines a synonym
list with one group that is named Firearm and the values: Firearm, Shotgun, Rifle, Hand gun, Revolver,
Pistol.

[ Firearni
Firearm
Shot gun
Rifle
Hand gun
Revol ver
Pi st ol

To import synonyms from a text file:

1. Select Tools > Search > Full-Text Search Administration.
2. Either:

* In the File box, type the path and file name.
« Browse to the file, and click Open.

3. Inspect the Preview window carefully to see that the file contains the expected data. If iBase
Designer reports that the file is missing or contains an error, you can choose another file or edit the
file to remove the error. Click Refresh to preview the new contents if you change the file. Click Close
if you wish to abandon the import.

4. Decide whether you wish to keep any synonyms already defined for this database.

* To keep existing synonyms, turn on the option Merge with existing data. Use this option only if
you are certain that all existing synonyms are as you want them.

¢ To clear all synonyms and use only the synonyms defined in the file you are importing, turn off the
option Merge with existing data.

5. Click Import, and then click OK to dismiss the message saying that the import was successful.
6. Click Close. You should now be able to see the groups and synonyms.

7. Click OK.
Person name variants
Person name variants are provided by i2 and imported automatically when you first build a Full-Text

Search index. If a more recent version of the SMB library is installed, then you are prompted to upgrade
the name variants file when you next open Tools > Search > Full-Text Search Indexing.

If you install a new version of the SMB library, you can upgrade to the person name variants file
provided as part of the new SMB library by selecting Tools > Database Design > Update Person
Name Variants.

You can view the version of the SMB library that is currently installed by looking in the lower left corner
of Full-Text Index Maintenance.

The Update Person Name Variants command is unavailable when:

© N. Harris Computer Corporation (2022)



i2 iBase documentation | 199

e The Full-Text Search plug-in is not loaded.
¢ You do not have both Security Administrator and Database Administrator permissions.

Updating an index

You can control how iBase Designer updates the Full-Text Search index. In routine use, the search
service updates the index without you needing to request updates. However, you can use various
settings to balance the need for an up-to-date index with the performance of the server. For example,
you might choose to suspend index updates while you import or edit large volumes.

You can set up a maintenance schedule for rebuilding the index. The choices that you can make allow
various combinations of full rebuilding or incremental updates.

The schedule can depend on several factors:

e The size of the database
e The amount of change in the database

« The timing of the changes, particularly whether changes are typically made by near-continuous data
entry or made by less frequent but larger batch operations.

e The available memory, disk, and processor resource

« The load on the server that is presented by interactive or batch tasks such as data entry, analysis,
and data maintenance.

Your aim is to keep the search index as up-to-date as possible without noticeably slowing down the
server’s performance in other areas.

Given these factors, the best way to update an index can vary over time as the size and uses of the
database change.

Guidelines for choosing an update method:

* Use change tracking and continuous incremental updates when enough processor and memory
resources are available, the value of an up-to-date index is high, and records are being added or
changed at slow or moderate rates, slow enough for the indexing to keep up with changes.

» Use change tracking with scheduled incremental updates when processor and memory can be
used at scheduled times, there is enough disk space for storing changes, and changes between the
scheduled times are small enough for the incremental updates to take less time than full rebuilds.
This is typical of a database with large numbers of interactive users.

« Use a full rebuild when a large percentage of records changes or are added at particular times,
especially if the change is concentrated at one time each day or week. This is typical of a database
in which most records are added by import. If imports take place in small batches over long periods
of time, consider change tracking with scheduled or continuous incremental updates.

« Use incremental updates when a large number, but not a large percentage, of records change at one
time. If many records change over an extended period, consider change tracking with scheduled or
continuous incremental updates.

Monitor the effects of your choice. Where possible, try more than one method, for example so that you
know the time taken and the server loading, both for a typical incremental update and for a full rebuild.

The Index Maintenance page is divided into areas for:

e tracking changes and updating.
e performing full builds manually or with a schedule.
» checking the status of the index.
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Option

Track Database Changes

Update Index

Incremental Updates

Continuous automatic update of the index

Scheduled automatic update of the index

Change

Description

Update the index in response to changes in the
data. Updates are changes to an existing index.

Start an immediate update of the index.

Enable automatic incremental updates, and
choose either continuous or scheduled updates.

Keeps the index as up-to-date as possible.

Note: There is some continuous processing load
on the server when you choose this option and
you might want to suspend automatic updates

for large batch imports or similar operations that
change large amounts of data. After the operation,
perform a manual update using one of these
methods. For moderate amounts of change, click
Update Index; this method always works but might
not be the fastest. For large changes, it is quicker
to turn off Track Database Changes and click
Rebuild in the Full Index Build area; after the
rebuild, turn on Track Database Changes to
resume automatic updates.

Make updates at regular times on particular days,
based on changes to the data since the last
update. You must also click Change to choose an
appropriate schedule.

Set up a new schedule for regular incremental
updates of the index.

For example:

< |If data is added interactively you might choose
a schedule of Every 2 weeks at 00:00, on Sun,
Mon, Tue, Wed, Thu, Fri, Sat.

< If you use a database for read-only data that
is added weekly, you might reasonably update
the index on the day of updates soon after the
completion of the import.

To rebuild the index:

1. Select Tools > Search > Full-Text Search Indexing and select the Index Maintenance tab.

2. Turn off Track Database Changes.

3. To build a full index, use the options in the Full Index Build area:

Option

Description

Rebuild

Start an immediate rebuild of the index.

Schedule Full Rebuilds of the Index

Specify full rebuilds on a scheduled basis.
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Option Description
Change Set up a new schedule for regular full rebuilds of
the index.

Tip: Click Index Status to display the status.

Configuring alerting

Alerting monitors records to detect when an item of interest changes or is viewed by someone. To
monitor items of interest, alert definitions are added to records (single or multiple) and to queries. When
a change is detected, an alert is raised.

Alerting is available in SQL Server databases only. When you initialize an SQL Server database for
alerting, you turn on Audit History and create SQL Server triggers and jobs to raise and process alerts.
To correctly process results, the audit generates queries that are known as alert definitions based on
each user's requests. These queries are run on a schedule.

Every time the alerting jobs run, they generate one alert for each alert definition where actions are
detected, batching up all detected actions so that users receive a single alert or email.

Note: The date and time of an alert is the date and time that the job is processed at the server. Alerting
requires that the server on which SQL Server is running has the same date and time as the iBase client.
A significant time difference between an iBase server and its clients might prevent the server from
detecting the events that trigger iBase alerts.

There are four types of alert:

Record Viewed alerts

A Record Viewed alert is raised whenever the record is:

» Displayed in a record list, for example as a result of finding, browsing, or opening a set
« Displayed in Show or on a datasheet

» Displayed when soft deleted records are purged or restored

» Listed or viewed in Audit Viewer or the Audit History (but not when you are setting up alert
definitions or viewing alerts)

» Listed as a link end record

* Viewed on an iBase link chart

» Exported or sent to an Analyst's Notebook chart

The alert is raised when the record is first shown or listed.
Record Changed alerts

A Record Changed alert on entities is raised when:

* Any entity fields are changed

« New links are added to the entity

» The strength or direction of any link to the entity is changed
* The entity is deleted

* Any links to the entity are deleted

» Entities or links are soft deleted or restored

Note: Changing a field on any links to the entity is not a change to the entity itself.
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A Record Changed alert on links is raised when:

« Any link fields are changed

» The strength or direction is changed

* Alink end entity is replaced by a different link end entity
e The link is deleted

« Alink end entity is deleted causing the link to be deleted
» Link end entities or links are soft deleted or restored

Note: Changing a field on any link end entities is not a change to the link itself

Records Added alerts

A Records Added alert is raised whenever an extra record is found that matches the selection
criteria for the Query. This might be for the following reasons:

* New record added that matches the Query

« Changed so that it now matches the Query

» Restored (having previously been soft deleted)

» Changes to your permissions, which mean that you can now see more records

Records Removed alerts

A Records Removed alert is raised whenever a record that previously matched the selection criteria
for the Query is no longer found. This removal can be for the following reasons:

» Changed so that it no longer matches the Query

* Deleted

» Changes to your permissions, which mean that you can now see fewer records
Note:

e Alerting is available in SQL Server databases only

* You can only add alert definitions if you are permitted to do so

« Email alerts can only be sent if your system administrator has enabled this feature

Users use the alert details to determine the exact nature of the changes. Users who are denied access
to the audit history receive alerts and can see the alert summaries but are unable to see the details of
the alert. The alert details are taken from the audit history and the same details are displayed regardless
of the audit level of the database.

Note: Contact i2 Support for details about:

e Setting up alerting on SQL Server Express (you must to use Windows scheduling).
e Alerting in a replicated environment.
Permissions configure alerting

The user who configures alerting must be an iBase system administrator. They must also have an SQL
Server login for the msdb system database that is a member of both the public and SQLAgentUserRole
database roles.
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Alerting security

Alerting complies with the security that you have set up for your iBase system and case-control (if used).
This means that users cannot be added as subscribers to alert definitions that would give them access
to denied records. Specifically, when a user adds an alert definition, the only users eligible to subscribe
are users who can see the same (or a wider range of) records, entity types, link types, and fields as the
user adding the alert definition.

Alert definitions are updated whenever group permissions are changed in the security file. This update
occurs after exiting from iBase Designer and when any user next opens the database in iBase or iBase
Designer. For this reason, after making security changes and logging off, reopen the database as soon
as possible to apply the changes.

Changes to user permissions can mean two things:

« If the user is a subscriber, then they are automatically unsubscribed from any alerts that monitor the
denied item. This also means that the user can no longer view the details of any alerts already in
their alerting Inbox.

« If the user is the owner of the alert definition, then the alert definition is automatically deleted. This
also means that subscribers can no longer view the details of any alerts already in their alerting
Inbox.

No sensitive information is included in an email alert. The information is restricted to the name of the
alert and the emails are recorded in the audit log.

You can also deny users the right to add alert definitions or the right to add alert definitions that send
emails. In iBase Designer, select Security > System Commands Access Control command, and on
the Access Denied page, turn on:

e Alerting to deny permission to add alert definitions

« Alert Email Notifications check box to deny the permission to send email alerts.

Note: Alerting applies only to records in the main database and not to any database subsets. However,

when the database subset is synchronized with the main database, alerts will be raised in the usual way
on any records that are modified as a result of the synchronization.

Attention: Exporting data as XML will not raise alerts because of the large volume of data that
may be exported (potentially all the records in the database).

Initializing alerting

Alerting needs to be initialized in iBase Designer before alerting can be started.

To initialize alerting:

1. IniBase Designer, select Tools > Feature Availability >Alerting Configuration.

2. Optional: Select the database if you plan to run the alerting jobs in a replicated environment.
3. Enter a login name, and password, with appropriate permissions for configuring alerting.

Note: The login must also be a member of the SQLAgentUserRole database role.
4. Enter the number of alerting jobs that will run on the server.
5. Click Initialize Alerting.

After initializing alerting you need to back up the security file if it is in SQL Server format. See Backing
Up iBase Databases.
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In addition, if you would like to send email alerts you need to set up the SQL Server instance for email.
Alerting uses database mail with the default public profile. Refer to the SQL Server documentation for
information.

Note: Users must have valid email addresses as iBase cannot verify these.

Opening the database in iBase Designer after alerting is configured

Before you can open a database in iBase Designer, you must have exclusive access to that database.
This means that no users can be connected to that database in iBase, Analyst's Notebook, and no
services for that database should be running.

You will be asked whether you want to shut down the database services. After waiting a few minutes for
the services to be shut down, you can attempt to open the database. If you do not succeed, for example
because users are still connected to the database, you are asked whether you want to retry or cancel. If
you choose to cancel, the alerting jobs will automatically resume and the database will not be opened.

On exiting iBase Designer, the alerting jobs are automatically resumed.

Scheduling alerting jobs

By default, a single alerting job runs every 10 minutes on the server. However, you can change the
number of alerting jobs and their frequency.

* You can configure alerting to use up to 10 alerting jobs to distribute alert processing more efficiently.
Although the jobs run to the same schedule, the start times are offset slightly.

e The time taken to run an alert depends on the hardware setup, system load, and the complexity of
the data and any queries in the alert. To ensure that alerting is working as expected, account for the
performance implications of running your alerts before setting your alerting schedule.

« For performance reasons, do not schedule these jobs to run at the same time as the routine backup
or large imports (or the alerting jobs should be temporarily disabled while these tasks are running).

e There is one job for processing email alerts. No setup is required on the SQL Server machine
beyond setting up the SQL Server instance for email.

« The number of actions detected by the alerting job, and whether all actions are detected, will depend
on the frequency with which the job runs. In particular, editing a record after the job completes and
then undoing that edit before the next job runs will not be detected. However, the two edits will
always be recorded in the audit log (depending on how you have chosen to configure auditing).

1. IniBase Designer, select Tools > Feature Availiabilty > Alerting Configuration and click
Schedule.

2. Select the schedule type from the list (all the jobs will use the same schedule type):

« Start automatically when SQL Server Agent starts - alerting jobs will run to the same schedule
as the SQL Server Agent.

e Start whenever the CPUs become idle - see your SQL Server documentation for information on
CPU ldle Schedules.

¢ Recurring - alerting jobs will run on a specified schedule.
« Once - alerting jobs will run once on the date and time you specify.

Note: Turn off Enable if you do not want the schedule to take effect immediately. In SQL Server, the
job will be listed as not enabled and not scheduled.

3. Specify the frequency at which the job runs. This can be changed at any time without needing to
pause alerting.
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Note: Do not schedule alerting jobs to run at the same time as any routine backups or large imports.
4. Click OK.

The job will run at the next scheduled date and time if the job is enabled, and the SQL Server Agent is
started.

Managing alerting jobs

You can suspend alerting if you need to suspend the jobs, change the scheduling or change the number
of jobs. When you resume alerting, all changes since the last time the job ran will be detected. This may
result in users receiving alerts with a larger than usual number of changes detected.

1. IniBase Designer, select Tools > Feature Availiabilty > Alerting Configuration.
2. Select the action for your alerting jobs:
* To view the status of your alerting jobs, select the Status tab. For each alerting job, the page

displays the job number, the date and time that the job last ran and the time it took to complete in
seconds.

e To disable your alerting jobs, click Schedule and then turn off Enable. This will not remove the
alerting jobs, it just prevents them from running until you enable them again.

« To suspend alerting jobs, click Suspend Alerting. This will remove the alerting jobs so that you
can change the number of jobs. Any alert definitions and alerts in the database are hidden. When
you are ready to start alerting, click Resume Alerting. This creates new alerting jobs that you will
need to schedule. Any alert definitions and alerts in the database become visible.

« To remove alerting, click Remove Alerting.
Note: When you remove alerting, you delete the alerting jobs as well as all alert definitions and

alerts in the database. If Audit History was already turned on when alerting was initialized then it
will be left on.

Administering iBase

There are a number of options that you can use to affect the way that iBase and iBase Designer operate
on the local machine that are not database specific. These options can be selected without logging into
a specific database.

Editing the Most Recently Used list (MRU)

The Most Recently Used list is the list of databases that have been recently accessed. You can edit the
most recently used list of databases (MRU list) to change the order, or to remove a database you do not
want to be displayed.

The MRU list is the list of databases at the end of the File menu; you can select a database from the list
to reopen it. Each time a different database is opened, an entry for it is placed at the top of the list.

It is possible that some of the databases no longer exist, for example, if a user deletes or moves the
database or connection file. In addition, some databases might be temporarily unavailable while a
server is out of service. Such databases still appear as entries in the MRU List Manager, but not in the
File menu. To remove such databases from the list, you can delete entries. In addition, you can change
the order of entries. You might want the most used databases at the top of the list, for example.

Note: The database is opened using the security file that is in the same folder as the database file.

1. Select Tools > Database Adminstration > MRU List Manager.
2. Inthe MRU list, click a database to select it.
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3. Use the up or down arrows to change the position of a database.
4. Optional: If required, delete a database from the list by clicking Delete.

Setting user options

To create a workflow that matches the way that you would like to work, there are a number of settings
that you can specify that only affect your user account. These settings are divided into three main
categories: general, charting, and advanced.

1. Select Tools > Feature Availability > Options.
2. Click the:

* General tab to specify some basic settings for using iBase, for example, how you use categories.

e Charting tab to set defaults that will be used when charting in Analyst's Notebook unless specified
otherwise in a charting scheme or charting settings.

« Advanced tab to set options that affect just you (the User Settings area of the dialog) as well as
all users of this computer (the options in the Local Machine Settings area). For example, you may
specify the location of the templates folders.

3. Click OK to save your changes.
General Settings

Basic settings for using iBase, for example, how you use categories. These settings do not affect any
other user.

Option Description

Default Category Name Choose the default category that you want to use
when you save a new folder object (such as a
set). By default, you use the folder name General
if you leave this blank.

Prompt for Category when Saving Folder If turned on, a prompt for a category and access
Objects type is displayed when you save a new folder
object (such as a set).

If turned off, you automatically save folder objects
in the default category with the default access
type wherever possible. However, you are always
prompted for a category if you belong to more
than one folder object control group.

For more information, see Working with categories
on page 260.

Default to 'Public' access Determines whether access to a folder object
is public, private to the user who flagged it as
private, or restricted to members of a folder object
control group. Private folder objects are only listed
and viewed by the user who flagged it as private
and the system administrator.

For more information, see Working with categories
on page 260.
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Option

Description

Maximum number of most recently opened
databases to show in the file menu

Number of rows to be displayed in a multi-line
text box

Open last used database on start-up

Check for matching records whenever a
discriminator field value changes (datasheets

only)

Prompt to confirm creation of matching
records

The Most Recently Used list is the list of
databases at the end of the options on the File
menu.

Each time a new database is opened, an entry for
it is placed in the list. Selecting the entry is a quick
means of reopening the database.

This setting determines the maximum number of
entries there can be in the list. When this number
is reached, new entries at the top push the bottom
entries off the list.

This determines the size of the box when entering
or editing data in multi-line text type fields, in
terms of the number of lines it can display.

Turn this on to quickly reopen the database you
opened last, whenever you start iBase (not iBase
Designer).

This only applies to datasheets and displays a
warning about potential duplicate records when
you enter data in a discriminator field which results
in a match with one or more existing records.

This allows you to check your data at an earlier
stage than the Prompt to confirm creation of
matching records option which only warns you
when you attempt to save the record.

You are always warned when you attempt to save
a record that will create a potential duplicate.
However, you can display an additional prompt
that appears when you click Yes to create the
record.
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Option Description

Remember user for Windows single sign-on Users can use their Windows credentials to
automatically log on to iBase if their Windows
credentials match an iBase account for either their
Windows user name or the name of a Windows
group to which they belong. However, a user
cannot log on automatically if they belong to two
or more Windows groups and there is an iBase
user account for each group. In this situation, the
user is prompted to select the user to log on as,
and there is a Remember my selection option
in the Logon dialog so that users do not need to
repeat the selection each time.

To reset this option, users turn off the Remember
user for Windows single sign-on check box. The
option is only available when logged on to a
security file.

Charting Settings

Basic options for charting in Analyst's Notebook. These settings can be changed in Analyst's Notebook.

Option Determines...

Chart entity/link attributes When a record is added to a chart to become a
chart item, whether chart attributes are added or
not.

This setting applies to particular entity or link
types:

< If chart attributes are defined for the entity or
link type in the database design.

e Ifitis not overridden in the charting scheme by
the Chart Attributes? option settings (for the
entity or link type or 'Defaults’).

As an alternative to using attributes, you can use
cards or data records.

Chgrt' pictures to represent entities instead of  \when an entity is added to a chart and the entity
their icons has a Picture type field, whether this picture field
value is used to represent the chart item.

This setting applies if there are no applicable
Chart Picture options settings in the charting
scheme (for the entity type or 'Default’) that have a
non-'Blank’ setting.

If there is more than one picture type field, the
top field when you open the entity is the one
used. If you are in doubt, contact your system
administrator.
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Option

Determines...

Rearrange new items added to a chart (not the
whole chart)

Show toolbar in Analyst's Notebook

Default Link Label

Multiple Link Style

How much a chart is rearranged to accommodate
newly added items.

Whether the iBase toolbar is displayed when
charting iBase data. See the iBase help for details
of this toolbar.

The labels for chart links added from iBase. The
selected option becomes the default selection for
Charting Settings.

How iBase links are represented on the chart.
The selected option is the default selection in the
Charting Settings.

Setting the link style

You can specify the type of labeling on links and how multiple links between entities are displayed.

1. In the Charting Settings dialog, click the Link Style tab to display the Link Style page.

2. In the Link label area, decide how you want to label the links on the chart:

Option

Description

From database

Type name

Occurrences

The label for the chart link is the chart label as
specified in the default labeling scheme.

The label for the chart link is the source iBase
record link type.

The label for the chart link is the number of
iBase links that it represents.

This is only relevant when Multiple Link Style
is set to Single or Directed, when a chart link
might represent several iBase links.
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Option

Description

Sum numeric

If the iBase label for a link has a humerical
component, then the values of this component,
for all the iBase links represented by the chart
link, are summed. The resulting number is used
as the chart link label. The direction of links is
taken into account; values are added if the links
are in the same direction, or subtracted if they
are in opposite directions.

For example, Financial Transaction links might
have an iBase label containing the value of the
transaction, and there may be two links of this
type between two bank account entities, one of
$2000 and one of $1000. On the chart both of
these links might be represented by one link,
which will have a label of either $3000 (if both
links are in the same direction), or $1000 if the
links are in opposite directions.

This option becomes relevant when Multiple
Link Style is set to Single or Directed, when a
chart link might represent several iBase links.

In the Multiple Links area, decide how you want to handle multiple links between entities:

Option

Description

Single

Directed

Multiple

One link on the chart between two entities can
represent many iBase links between the entities.
It represents all the iBase links of a particular

type.

If the chart link has an arrowhead, it indicates
that at least one of the represented iBase links
is in that direction (it may have two arrowheads
showing there is a bidirectional link, or two links;
one in each direction).

One link on the chart between two entities can
represent many iBase links between the entities.
It represents all the iBase links of a particular
type that are in the chart link's direction.

The possible directions are: no direction, an
arrowhead at one end, and an arrowhead at both
ends.

Each chart link only ever represents one iBase
link.

Note: There are two limitations when charting multiple links that use the Single or Directed options.
For example, on association charts, the grades, dates and times, and source references given to the
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compressed link can be taken from an arbitrary constituent link. Also, these options do not display
attributes for link fields that are defined as chart attributes.

Advanced Settings

You can set advanced user options, that not only affect your user, but also other users that are using
iBase locally. To change settings that affect all users of this computer, you require write access to the

Settings.xml file.

Option

Description

User Templates Folder

Temporary Files Folder

Command Group File

Icon List File

Workgroup Templates Folder

Graphics Folder

Number of records to be displayed before
auto-pausing

Path name of the folder that contains templates
for creating new databases.

Path name of the folder for temporary files.

These files are created when, for example,
you use View to edit a document specified in a
document type field.

Path name of the Access database that organizes
the iBase command access control.

Path name of the file that lists all the available
icons when, for example, you are editing an Icon
list.

Note: For more information about editing an icon
list, and add custom icons, see Customizing your
icon set on page 219.

Path name of the folder that contains database
templates that are available to all local users.

Path name of the folder that contains the icons
that are used in, for example, the Database
Explorer and menu items (but not the entity, or
entity type, icons).

The number of records to be displayed before

an automatic pause. This setting is only used in
situations where the number of records need to be
restricted.

Specify '0' to disable auto-pausing.

Note: Because this setting can impact
performance, contact your system administrator
before you modify the default.
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Option Description

Database Password The password required to open the iBase
Microsoft Access database.

Note: A 20-character password is generated for
you when the database is created. You should
keep a record of this password as it will be
required if, for example, that you need to repair
the database using Microsoft Access utilities.

Custom terms

If your organization has terms that you would like to use, you can create a file that replaces terms in
iBase and iBase Designer. Your custom term file can be used locally to change terms on your machine,
shared with other users to import onto their installations, or distributed to all machines that connect to a
given database.

Creating a file of custom terms

You can create a custom term file that uses the list of terms that are available in iBase and iBase
Designer and specifies custom terms to replace them. This file changes the terms that are available on
your local machine.

1. Select Tools > Feature Availability > Configure Custom Terms > Configure.

2. Select the terms that you would like to modify from the Avaliable Terms, and use the down arrow to
move the terms into the Custom Terms list to be customized.

3. For each row, enter the revised term in the modified column.
4. Click Save.

The terms are saved in files in the following location: %°r ogr anDat a% i 2\i 2 i Base
\ | anguage\ Tr ans. For example: C. \ ProgranDat a\i 2\i 2 i Base\ en- US\ Tr ans.

Important: Any changes that you make to your local custom terms file will be overridden if a custom
terms file is distributed via a database that you connect to. You can create a backup of the files in this
location if you would like to keep your versions.

The new terms will be loaded and used in iBase, Analyst's Notebook, and iBase Designer.

If you would like to revert to the original terminology at any time, reopen the Custom Term Editor and
use Reset.

If you would like to share your custom terms with other users, you can either provide a copy of your file,
or associate your terms with one or more databases. For more information, see:

» Importing a file of custom terms on page 212
« Distributing custom terms to machines that access a database on page 213

Importing a file of custom terms

If you have been provided with a file of custom terms, you can import these terms into your local
environment. The terms that are available in the file will replace the original terms, and any local custom
terms.

1. Select Tools > Feature Availability > Configure Custom Terms > Configure.
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Select Import, and confirm that you are happy to overwrite the current configuration.
Locate the file, and click Open.

The custom terms are listed in the Custom Terms list.

Review, modify and save any changes you would like to make.

Distributing custom terms to machines that access a database

If you would like to ensure that a file of custom terms is used on all the machines that access a given
database, you can store the custom terms file in the database. When a machine connects to the
database that has not already been provided with the custom terms file, the file will be downloaded and
imported.

1.
2.

3.
4.

Open iBase Designer, and logon to the database.

Select Tools > Feature Availability > Configure Custom Terms > Save Custom Terms to
Database.

Select the file, and click Open.
Restart any open iBase applications to see the changes.

Modifying the user-defined dictionary

Spell checking for fields on records, can be customized to include custom terms that are specific to your
organization. Adding terms to the user defined dictionary prevents these terms from being flagged when
the spell check is used on a record.

1.

2.

3.

Open i Base. | ex in a text editor.

This file is stored in the roaming application data for the logged on user. For example: C: \ User s
\ User 1\ AppDat a\ Roam ng\i 2\i 2 Shared\ Spel | i ng 8\ en-US.

Add or remove the terms that you would like to change, ensuring that each term is entered on a
separate line.

Save your changes and restart any open applications.

iBase tools

iBase tools are provided to help you to carry out advanced database administration. Most tools are
installed separately to the standard iBase installation by selecting the Extended Features option in the
InstallShield Wizard (Search Index configuration tool is installed by selecting the Server option).

The tools, if installed, are accessible from the Windows Start menu in i2 iBase > Tools.

Database Configuration (SQL Server databases only)

You can use the Database Configuration utility to manage connections to SQL Server databases,
specifically to set the server name, server login name and the use of Windows security.

iBase Index Service Configuration

You can use the Index Search Configuration tool to prepare the database for Search 360 and to
configure the index service. See Setting up Search 360 on page 177 for details.

Repair Compact

You can use the Repair Compact utility to repair a damaged iBase Microsoft Access database. This
utility can also be run from the Tools > Database Administration menu in iBase Designer.

Scheduler Configuration

The Scheduler Configuration dialog allows administrators to set up Scheduler for running batch
imports and exports.
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Audit Viewer
You can use Audit Viewer to view and manage audit logs for database and security files.

Administering a database

You can change options on how iBase functions. These settings can affect the user account that you
are currently using, the machine on which iBase is currently installed, or the entire database.

Managing database templates

The Template Manager displays any existing database templates. You can view individual templates,
delete an existing one, or create a new one.

The templates must be files in the Templates folder, as named in the Advanced page of the Options
dialog.
For information on workgroup and user templates, see the Administration Center.

Creating database templates

To create a new template from a database, select File > New Database Template. Name the
template and select a database on which to base the template. For detailed information, see
Creating a database template on page 65.

Viewing a database template

Click View to display the Database Template dialog where you can inspect the entity types, link
types, and fields defined in the template.

Deleting an existing database template
Click Delete to remove the selected template.

Applying a template to a database to update the schema

Use the Update Database Schema dialog to apply a template generated from one database to update
the schema of another. This is useful when you have a group of databases which you need to keep
consistent in their design and content.

The template must be compatible with the current database. This typically requires that the target
database will have been created from a template generated by the source database, or by the same
template as the source database.

Note: To update a database schema you will need permissions to:

e create a template file in the iBaseTemplates folder — as specified in the Advanced page of the
Options dialog

e create a database in the same folder as the main database .idb file
The schema update process
To create a group of databases with a fully consistent design, you should do the following:

1. IniBase, define a group of folder objects in the Common Folder Objects dialog that you want as
a core set of folder objects across a number of databases. You can, if required, view or edit an
object (such as a query or browse definition) to test that it is the one required or update it, before
making it common.

Sets cannot be defined as common folder objects as they refer to specific records in the
database, which will not exist in other databases.
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2. In iBase Designer, make any other changes to the schema that you want to apply to the
databases, such as adding or modifying entity and link types, or editing fields.

3. Generate the template.

4. Use Schema Update to apply the template to each database in turn. The common folder objects
will be synchronized between the source database and target database, that is, the result of the
update will be that the same set of folder objects exists in both databases.

What is updated?
The following elements are updated in the schema:

« Entity types, link types, fields and standard fields
» Datasheets
» Pick lists, icon lists and SCC lists

« Common folder objects, such as report definitions, queries, charting schemes and so on (but not
sets or labeling schemes). Common folder objects are defined in iBase User. For more help, see
the iBase help topic Defining Common Folder Objects.

Updating a schema can result in data being removed from the target database. Removing entity
or link types will result in the loss of any data stored using these types. Data will also be lost when
you remove fields. Ensure that you check the Deletions page of the Update Report carefully before
proceeding with th