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12 Analyze

Welcome to the i2® Analyze documentation, where you can learn how to install, deploy, configure, and
upgrade i2 Analyze.

i2 Analyze is an integrated set of secure services and stores that provide search, analysis, and storage
of intelligence data to authorized users. It presents these functions through the web and desktop
applications that connect to it.

Support
The i2 Analyze support page contains links to the release notes and support articles.
i2 Analyze support

Understanding i2 Analyze

i2 Analyze is an integrated set of secure services and stores that provide search, analysis, and storage
of intelligence data to authorized users. It presents these functions through the web and desktop
applications that connect to it.

When deployed with all components active, i2 Analyze provides key features to its users:

e A structured store for intelligence data with services that enable bulk and targeted create, retrieve,
update, and delete operations.

< An extensible framework for connecting to and retrieving intelligence data from sources external to
the platform.

e A searchable store for Analyst's Notebook charts that analysts can use for remote storage, and for
sharing work with their peers.

« A pervasive data model that is optimized for exploring and visualizing the relationships between
records.

« A security model and architecture that together ensure the security of data in motion and at rest.

i2 Analyze enables these features through a range of technologies:

¢ The i2 Analyze services are deployed in an application on an Open Liberty application server.

« Searching and returning results from intelligence data uses the Apache Solr search index platform.

« The stores for intelligence data and Analyst's Notebook charts are created in a database
management system.

The precise feature set of a particular deployment of i2 Analyze depends on the components that
you decide to include, which depends in turn on the i2 software that you use it with. The different
components of i2 Analyze are subject to licensing agreements.

Components

The data and security models that i2 Analyze provides are a constant in all deployments. Its other
features are due to components that you can choose to deploy according to your requirements and the
terms of your license.

i2 Group provides i2 Analyze as a part of other offerings including Analysis Studio and Analysis Hub.
These offerings entitle you to deploy different components of i2 Analyze.
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i2 Analyze components
Chart Store i2 Notebook i2 Connect Information
gateway Store

Analysis Studio

AnaysisHub

For any of the offerings, you can deploy i2 Analyze with the Chart Store, so that users can store and
share their charts securely.

You can also deploy i2 Analyze with the i2 Connect gateway, which allows you to develop and
deploy connectors to data sources outside your organization.

For Analysis Hub, you can also deploy the Information Store, in which users can retain, process, and
analyze intelligence data.

Chart Store

The Chart Store has two purposes in a deployment of i2 Analyze. First, it provides Analyst's Notebook
users with server-based, secure storage for their charts. Second, in a deployment that does not also
include the Information Store, it supports the operation of the i2 Notebook web client.

Users of Analyst's Notebook can upload charts to a Chart Store as easily as they can save them to
their workstations. When they do so, they can choose to share charts with their colleagues, or take
advantage of i2 Analyze's features for organizing, indexing, and securing charts:

i2 Analyze authenticates users at login and then uses authorization to control access to all stored
charts.

Charts in the Chart Store are subject to the i2 Analyze security model, enabling per-team or per-user
access.

i2 Analyze indexes both the contents and the metadata of uploaded Analyst's Notebook charts, so
that users can search and filter large numbers of charts quickly and easily.

Note: For each chart in the store, the generated index contains information from i2 Analyze records
and Analyst's Notebook chart items. i2 Analyze does not index the contents of any documents that
are embedded in a chart.

The chart metadata itself is configurable, so that the options for categorizing and searching charts
reflect the users' domain.

Users of the i2 Notebook web client can search for and visualize data from an Information Store and
any external sources that are connected through the i2 Connect gateway. However, not all deployments
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of i2 Analyze include both of those components. In a deployment that does not have an Information
Store, the i2 Notebook web client requires the Chart Store, which provides storage for the web charts
that users create.

For information on deploying i2 Analyze with the Chart Store, see the deployment documentation.

i2 Connect gateway

When you deploy i2 Analyze with the i2 Connect gateway, you gain the option to develop or purchase
connectors that can acquire intelligence data from external sources. When a user of Analyst's Notebook
or the i2 Notebook web client makes a request to an external data source, the connector converts
results from their original format into the entities, links, and properties of i2 Analyze records.

When i2 Analyze accesses data through a connector, the source is not modified. After the data is vetted
and verified, and provided that the new or modified entities and links have compatible types, Analyst's
Notebook users can upload the records to an Information Store.

For each external data source, an organization can choose between setting up a connector to access
the data in the external location, and ingesting the data into an Information Store. The choice depends
on a number of factors, including the following considerations:

e Availability

A connector is typically useful where a data source is constantly available. If a data source is
not always available, ingestion to the Information Store provides users with constant access to a
shapshot of the data.

e Currency

If an external data source is updated very frequently, and it is desirable to have the most current
data returned at each request, a connector can be used to achieve this. If reqular refreshes are

appropriate for the data, but moment-to-moment currency is not required, the data source could
instead be ingested to the Information Store on a regular schedule.

¢ Quantity

The Information Store is designed for high-volume data. However, an organization might not want
to create a duplicate copy of a very large external data source that can be made available using a
connector.

e Terms of use

For reasons of security, privacy, or commercial interest, a third-party provider of data might not
permit the organization to store a copy of the data source in their own environment. In this situation,
a connector must be used to access the external data source.

For more information about how the i2 Connect gateway and connectors provide access to external
data, see Connecting to external data sources. For examples of creating and deploying connectors, see
the open-source project at https://github.com/i2group/Analyze-Connect.

Information Store

The Information Store is a secure, structured store for intelligence data that analysts and other users
can search and visualize. i2 Analyze provides services that enable bulk and targeted create, retrieve,
update, and delete operations on Information Store data. In deployments that include it, the Information
Store also fulfills the functions of the Chart Store.

Records in the Information Store can be loaded automatically from data sources external to i2 Analyze,
or they can be imported or created by individual Analyst's Notebook users. To cope with the different
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requirements of bulk and targeted operations, the store distinguishes between system- and analyst-
governed data:

* System-governed data is loaded into the Information Store in bulk. i2 Analyze includes a toolkit that
accelerates the process of extracting and transforming data from external sources and loading it
into the Information Store. You can arrange for correlation to take place during this process, and for
subsequent loads from the same source to update or delete data that the Information Store has seen
before.

* Analyst-governed data is added to the Information Store through Analyst's Notebook, when users
upload records that they've imported or created directly on their charts. To optimize that process,
i2 Analyze provides matching functionality, so that users are alerted when records that they create
match records that are already in the Information Store.

Subject to authorization, Analyst's Notebook users can modify analyst-governed records in the
Information Store, but system-governed records are read-only. Apart from that distinction, all records in
the Information Store can searched for, compared, and analyzed in exactly the same way, regardless of
governance.

Users of the i2 Investigate and i2 Notebook web clients cannot modify any records in the Information
Store, but they can search for and visualize records from the store using the tools that those
applications provide.

To understand the structure of data in the Information Store, see The i2 Analyze data model. To learn
how to deploy i2 Analyze with the Information Store, see Creating an example with an Information Store
and Creating a production deployment. For more information about using the ETL toolkit to populate the
Information Store with system-governed data, see Ingesting data into the Information Store.

Data model

The i2 Analyze data model governs the structure of the data that i2 Analyze processes. That structure,
consisting of entities and links and the properties they contain, is fundamental to the analytical and
presentational functionality provided by the offerings that i2 Analyze is part of.

The i2 Analyze data model

The i2 Analyze data model is the foundation on which the abilities of the platform to manage, process,
and visualize data are based. On the server and in the user interface, i2 software models data in terms
of entities, links, and properties (ELP).

« An entity represents a real-world object, such as a person or a car.

¢ Alink associates two entities with each other. For example, a Person entity might be associated with
a Car entity through an Owns link.

* A property stores a value that characterizes an entity or a link. For example, a Person entity might
have properties that store their given name, their surname, their date of birth, and their hair color.

Every deployment of i2 Analyze contains descriptions of the kinds of entities and links that can appear in
the data for that deployment. These descriptions also state exactly what properties the entities and links
can have, and define the relationships that can exist between entities and links of different kinds.

In i2 Analyze, schemas provide these deployment-specific descriptions of the data model:

¢ If your deployment includes an Information Store, a schema determines both its structure and the
shape that data must have in order for the Information Store to process it.
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« If your deployment includes the i2 Connect gateway, each connector can have a schema that
describes the shape of the data that it provides. Additionally, the gateway can have one or more
schemas that describe the data for several related connectors.

To create a schema for an i2 Analyze deployment, you must examine the data that is likely to be
available for analysis, and understand how that data is used during an investigation. Understanding the
aims of your investigations is key to helping you to organize data effectively.

ELP relationships in i2 Analyze

Depending on the nature of the data that you want to process in your deployment of i2 Analyze, you
might need to shape it to the ELP (entity, link, property) format. Putting data into ELP format enables
many of the analytical functions that i2 Analyze provides.

The simplest ELP relationship involves two entities that are connected with a single link. These kinds
of relationships are the building blocks for networks that contain groups and chains of entities with any
number of links between them.

In i2 Analyze, a simple relationship that involves two entities, a link, and their properties can be
visualized like this example:

g Owns g,

First Mame: Anna Manufacturer: Ford
Lask Mame: Harvey Model: Mondeo
DB 5574 Year: 2007

Note: Because of the way that these relationships appear in visualizations, the structure is sometimes
called a dumbbell.

Some of the information that users see in a relationship like this one comes from the data itself:

< For the entity on the left, the data includes the property values "Anna", "Harvey", and "5/5/74".
« Similarly, for the entity on the right, the property values include "Ford", "Mondeo", and "2007".
« The data for the link includes a way of identifying the two entities that it connects.

The remainder of the information in the example comes from definitions in an i2 Analyze schema:

« The default icons for the entities, and the names ("First Name", "Manufacturer") and logical types of
their properties, are all defined in an i2 Analyze schema.

* The default label for the link ("Owns") is also defined in an i2 Analyze schema.
In practice, it can be best to make links lightweight and use intermediate entities to model the details
of complex associations. Among other things, this approach allows improved modeling of multi-way

associations, such as a conference call that has multiple participants. The following diagram shows the
difference:
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To align your data with an i2 Analyze schema, you must resolve it into the component parts of ELP
relationships. If your source is a relational database, it is possible that your tables each correspond to
particular kinds of entities, while foreign key relationships form the basis for particular kinds of links. If
your source is a delimited text file, it is possible that rows in the file contain the data for one or more
entities and links.

Entity types, link types, and property types

In the i2 Analyze data model, entity types and link types that determine what entities and links can
appear in the data to which the schema applies. The property types of those entity and link types
determine what properties the entities and links can have.

Entity types and link types

In an i2 Analyze schema, entity types and link types have similar definitions. Among several common
features, entity types and link types both have:

< ldentifiers, so that types can refer to each other in rules about their relationships
« Names that users see when they interact with entities and links of particular types

« Definitions of the properties that entities and links of particular types can contain
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Identifier
’ Icon ‘
’ Identifier “4 'From’ type identifiers
Icon ‘
’ Display name ‘ ’
"To' type identifiers > I dentifier |
Property types
- ’ Display name ‘
Display name
Entity type
Property types
Property types
Entity type
Link type il

As well as the common features, each entity type contains the icon that represents entities with that type
in visualizations. Link types do not contain icons, but they do contain lists of ‘from’ and 'to’ entity type
identifiers. For a link that has a particular link type, these lists determine what entity types the entities

at each of the link can have. For example, a link of type Calls might be valid in both directions between
two entities of type Person. An Owns link might be valid between a Person and a Car, but would not be
allowed in the opposite direction.

For an i2 Analyze schema to be valid, any identifiers that appear in the ‘from' and 'to' lists of link types
must also appear as the identifiers of entity types.

Property types

In an i2 Analyze schema, entity types and link types both contain property types. For an entity or link
record that has a particular type, the property types specify the names and the logical types of the
properties that the entity or link can have.
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Identifier

Display name

Datatype

Property type

Note: This representation is simplified. A property type can also specify a list of possible values for
properties of that type. Furthermore, it can declare whether a property of that type is mandatory for an
entity or a link that has the containing type.

i2 Analyze schemas

An i2 Analyze schema is a statement about the categories of data that a deployment can work with,
and about the relationships that can exist between data in different categories. As a result, i2 Analyze
schemas are responsible for what data looks like when it is visualized; for the types of analysis that can
users can perform; and for the structures in which data is stored for retrieval.

Kinds of schema

All deployments of i2 Analyze must contain at least one schema. Some deployments can contain
several schemas. All schemas perform the same role, but which kinds of schema you need depends
partly on how you want your deployment to behave, and partly on which components of i2 Analyze it
uses.
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Information Store schema

If your i2 Analyze deployment includes an Information Store, then it requires an Information Store
schema. If it includes only an Information Store, then the Information Store schema is the only one you
need.

i2 Analyze uses the Information Store schema to create the Information Store database. When you
later load data into the Information Store, you must shape the data so that it matches the entity and link
types in the schema. And if a client application wants to import data with the aim of uploading it to the
Information Store, then it uses the schema to ensure compatibility.

Important: Because of its relationship to the structure of the database, an Information Store schema
is the most difficult to modify in a production deployment. Only additive changes to the schema are
permitted.

Gateway schema

Gateway schemas are relevant only to deployments of i2 Analyze that include the i2 Connect gateway.
When the gateway is present, gateway schemas are optional.

The data that connectors return from external sources must have the same ELP structure as other data
in i2 Analyze. Sometimes, you can make data from a connector use the types that an Information Store
schema defines. Sometimes, a connector returns data with unique types, and defines a schema of its
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own. But sometimes, you might have several connectors whose data shares a set of common types. In
this situation, you can create a gateway schema and arrange for all the connectors to use the types that
the gateway schema defines.

Note: Because gateway schemas are not tied to the structure of data storage, they are relatively easy
to modify and redeploy. Developing and testing a gateway schema can be a convenient way to create a
schema that you plan eventually to use for the Information Store.

Connector schema

All data in an i2 Analyze deployment must use entity and link types from a schema. If a connector does
not or cannot use types from an Information Store schema or a gateway schema, then it must provide
its own definitions of the types that it uses.

A connector schema can be appropriate when you are prototyping a connector to a new data source,
or when you know that data from a particular source is subject to frequent changes. Alternatively, you
might be using or creating a connector that is designed for use in multiple i2 Analyze deployments. In
that case, it can be helpful for the connector to come with definitions of its own types.

Schematype conversion

An i2 Analyze deployment that includes the i2 Connect gateway and connectors to external data
sources is likely to involve several schemas. Client software can visualize data that uses types from
any schema, display its property values, and subject it to structural analysis. However, data can be
uploaded to an Information Store only if it uses types from that store's schema. And users can perform
comparative analysis only between data that uses the same types.
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To enable i2 Analyze to treat data from all sources similarly, you can arrange for records to be
converted from one type to another as they move through the system. To enable this type conversion,
you provide one-to-one mappings between types from different schemas. For example, if you map

the types from a connector schema (or a gateway schema) to types in the Information Store schema,
then you can upload data from that connector to the Information Store. If you map types from several
connector schemas to the types in a gateway schema (or the types in one gateway schema with those
in another), it becomes possible to use data from one connector as seeds for searches of another.

Datain i2 Analyze records

i2 Analyze deployments use i2 Analyze records to realize the entity and link types that schemas define.
i2 Analyze records contain the property data for entities and links, plus metadata that enhances the
analysis that users can carry out.

An i2 Analyze schema defines the types that determine what i2 Analyze records can represent. Every i2
Analyze record has a type that an i2 Analyze schema defines. If a record has a link type, then the record
represents a link - it is a link record. If a record has an entity type, then it is an entity record.

This diagram shows how entity and link records compare, and how they are related to each other. It also
introduces some other features of the data in i2 Analyze records.
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Note: The diagram contains some simplifications:

L]

Provenance is about the data sources that contributed to a particular i2 Analyze record. When the
property values of an i2 Analyze record represent data from more than one source, that record can
have more than one piece of provenance.

When an i2 Analyze record has more than one piece of provenance, it can contain all the data from
all the contributing sources. In that case, the property values that the record presents are derived
from the source data.

Metadata includes the following information:

¢ Timestamps, which reflect when data in an i2 Analyze record was created or modified
* Source references, which describe the sources that the data in a record came from
« Notes, which users can write to add free-form text commentary to a record

For link records, the metadata also includes information about the strength and direction of the link.
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As an example of how to represent a simple entity that contains data from a single source, consider the
following information about a person:

Ful I nare: Anna Harvey
Date of birth: 5/5/74

Hair col or: Bl onde

Eye col or: Bl ue

The following diagram shows one way to represent this information as an i2 Analyze record:

/y| Identifier |
| Record identifier | /
| " Person”
| Typeidentifier |/
| " First name" |\
| Source identifier | 7]
Property type
Provenance
- " Last name" }\
" Anna" = > | \\
_________ Property type
"Harvey" Display names
5/5/74 Al //
SN | " Date of birth" |/
" Blonde"
Property type
" Blue"
Property values g
I | " Hair color" I/
Security dimension values Property type
Metadata | | "Eyecolor" }/
Property type
i2 Analyze entity record
Entity type

Note: An i2 Analyze entity record can contain properties that have any of the property types that the
entity type defines. However, one record can contain only one property of each defined type.

The diagram also shows how the property types in the schema only partially determine the contents of
an i2 Analyze record. Some of the other contents are due to the security schema, while others still are
about identification:

e Alli2 Analyze records contain security dimension values, which i2 Analyze uses to determine the
access level to the record that a particular user has.
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« When they enter the system (through ingestion to the Information Store, or through Analyst's
Notebook), i2 Analyze records receive a universally unique record identifier. This identifier is
permanent for the lifetime of the record. If they have the necessary access level, any user of the
system can use the record identifier to refer to a particular record.

* i2 Analyze records that began life in an external data source contain one or more pieces of
provenance. Each piece has a source identifier that references the data for the record in its original
source. One record can have provenance from more than one source.

Note: For records in an Information Store that were loaded through ingestion, source identifiers have
the additional feature of being unique within the store. These source identifiers are known as origin
identifiers.

¢ All'i2 Analyze records can contain timestamps in their metadata that specify when source data for
the record was created or edited.

* 12 Analyze link records contain an indication of their direction. i2 Analyze considers links to go ‘from'’
one entity 'to' another. The direction of a link can be with or against that flow, or it can run in both
directions or none.

When i2 Analyze records are stored in an Information Store, they contain a few extra pieces of data:

e All'i2 Analyze records retain timestamps in their metadata for when they were first created or
uploaded to the Information Store, for when they were most recently uploaded, and for when they
were last updated.

« All'i2 Analyze records can contain a correlation identifier. If two records have the same correlation
identifier, the platform considers that they represent the same the real-world object and might merge
them together.

Your data sources are likely to contain some, but not all, of the data that i2 Analyze records require. To
enable an Information Store to ingest your data, or to develop a connector for the i2 Connect gateway,
or to write an import specification, you must provide the extra information to i2 Analyze.

Identifiers in i2 Analyze records

i2 Analyze records make extensive use of identifiers. Records use identifiers to refer to their type in an
i2 Analyze schema, to their original source data, and to other records in ELP relationships. Preparing
data for compatibility with i2 Analyze often involves creating or providing the identifiers that form the
basis for the reference mechanisms.

Type identifiers

Every i2 Analyze record contains a type identifier, which is a reference to one of the entity types or link
types that a schema defines. When you create an ingestion mapping file, an import specification, or a
connector, you must arrange for each incoming record to receive the identifier of a type definition.

Every i2 Analyze link record contains two further type identifiers, which are references to the entity
types of the records at the ends of the link. You must arrange for incoming link records to receive these
identifiers as well.

This strong typing of records in i2 Analyze is key to the analytical functions that the platform provides.

It allows users to consider not only the existence of relationships between records, but also the nature
of those relationships. Schemas define exactly what relationships to allow between record types, and i2
Analyze enforces those rules during record creation.
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Record identifiers

i2 Analyze records are created when you ingest data into the Information Store, or when a user creates
an item that contains an i2 Analyze record on the chart surface by:

« Importing data through an import specification
« Adding the results of an operation against an external source
¢ Using an i2 Analyze palette in Analyst's Notebook

At creation, every i2 Analyze record automatically receives a universally unique record identifier that

is permanent for the lifetime of that record. Users and administrators of an i2 Analyze deployment can
use the record identifier as a convenient way to refer to a record in features such as text search and the
Investigate Add-On.

Source identifiers

The role of a source identifier is to refer to the data for a record reproducibly in its original source. If a
record represents data from several sources, then it contains several source identifiers. The nature of a
source identifier depends on the source and the record creation method, and sometimes on whether the
record is a link or an entity.

When you write ingestion mappings or develop connectors for the i2 Connect gateway, you are
responsible for providing the identifying information. For example, if the original source is a relational
database, then entity data is likely to have ready-made source identifiers: table names and primary
keys. Link data can also have ready-made source identifiers, but it might not, especially if the
relationship that the link represents exists only as a foreign key.

If the source of a record is a text file, then the file name might form part of the source identifier, along
with some reference to the data within the file.

Note: Source identifiers are not displayed to end users, but they are a part of the data that records
contain. Avoid including sensitive information such as passwords, or configuration detail such as IP
addresses. Assume that any information you use as part of a source identifier might be read by users of
the system.

Origin identifiers

In general, source identifiers are not certain to be unigque within a deployment of i2 Analyze. Several
users might independently retrieve the same data from an external source, resulting in several records
with the same source identifier. However, when you ingest data into the Information Store, i2 Analyze
compares the incoming source identifier with existing records. If it finds a match, i2 Analyze updates a
record instead of creating one.

The source identifiers that records receive during ingestion therefore are unique within i2 Analyze, and
they have a special name in this context. They are called origin identifiers.

Correlation identifiers

The purpose of a correlation identifier is to indicate that the data in an i2 Analyze record pertains to

a particular real-world object. As a result, correlation identifiers are usually related to property values
rather than other identifiers. (For example, two Person records from different sources that contain the
same social security number are likely to contain data about the same real person.) When two records
have the same correlation identifier, they represent the same real-world object, and are candidates to be
merged.
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When you ingest data into the Information Store, you can provide a correlation identifier for each
incoming record. For more information about correlation identifiers and how to create them, see
Correlation identifiers.

Security of i2 Analyze records

i2 Analyze records are subject to the i2 Analyze security rules. The security schema defines the security
model for your i2 Analyze deployment, and every i2 Analyze record must have at least one value from
each security dimension in the schema.

When a user runs a query, i2 Analyze looks up which groups the user belongs to, and determines their
security permissions. Then, it compares their security permissions to the security dimension values of
the records in the query results. In this way, i2 Analyze calculates which records the user has access to.

If your deployment of i2 Analyze includes an Information Store that you populate through ingestion, then
you must add security information to the data during that process. Each time the process runs, you can
specify which security dimension values the incoming records receive:

< If you decide that all the data from a given external source must have the same security settings, you
can specify the same dimension values for records of all types.

« Alternatively, you can dictate that all the records of a particular entity type or link type receive the
same security dimension values.

¢ You can also configure the process so that individual records receive security dimension values that
you specify or determine programmatically.

Note: In this version of i2 Analyze, you can change the security dimension values of an ingested record
only by ingesting it again with a different set of values.

All other i2 Analyze records receive dimension values when users create them in Analyst's Notebook by
importing them, or searching an external source, or by using an i2 Analyze palette. These records start
with default values that users can edit in the same way that they can edit property values.

Storing charts in i2 Analyze

In addition to storing records in the Information Store, i2 Analyze can provide a shared Chart Store for
Analyst's Notebook charts. Users of Analyst's Notebook can search for, download, edit, and upload
charts in the i2 Analyze Chart Store.

To store charts, i2 Analyze uses a similar model to the one that it uses for storing records in the
Information Store. Charts in the Chart Store benefit from features such as timestamps, notes, and
source references. They also use the same security model as the rest of the system, so user access to
charts is controlled in the same way as user access to records.

Extensions to the record model mean that the Chart Store indexes the contents of a chart for searching,
in addition to its notes and properties. It also keeps an image of the chart's appearance when it was
uploaded. Furthermore, the Chart Store retains a version history and performs basic version control
operations for its contents.

Note: At this version of i2 Analyze, the Chart Store treats charts as stand-alone entities and does not
model connections between them.

To learn more about the information in the Chart Store and what tasks an administrator of i2 Analyze
can use it for, see Retrieving chart metadata.
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Security model

All data in i2 Analyze can be secured so that only the users who are supposed to interact with it are able
to do so. Using the i2 Analyze security model, you can decide what access users have to records and
features, based on their membership of user groups.

Categorizing users

In i2 Analyze, all users are members of one or more groups. For example, there might be a group

of "administrator” users. There might be separate groups of users for each operational team in your
organization. There might be a group of users with higher security clearance than others. Or there might
be a group of users who need access to a particular piece of functionality.

System groups

System groups are set up by a system administrator. System groups are used to control all aspects of
access to records and features in i2 Analyze, including artifact sharing.

Custom groups

Custom groups can be created and managed by any users whose system group membership permits
them to do so. At this version of i2 Analyze, custom groups are used only to enable their members to
share artifacts with each other.

Categorizing records

Just as users of i2 Analyze are categorized, so too are records, according to a range of deployment-
specific criteria. For example, records might be categorized according to the nature of the information
they contain, or how sensitive that information is.

Security schema

To make sure that users see only the records that they are allowed to see, every deployment of i2
Analyze has a security schema. The security schema defines the categories into which records must be
placed, and the relationships that determine what access users get to records in a particular category.

In other words, the i2 Analyze security schema allows you to create rules that say things like, "Users
with low security clearance cannot see sensitive records," or "Users in Group 1 can only see records
whose source was signals intelligence." i2 Analyze then combines the rules predictably, on a per-record
and per-user basis.

Important: Orthogonal to this security model, i2 Analyze supports blanket controls over the visibility of
records with particular types. You can specify that only users in certain system groups can see records
of a specific type, and that all records of that type are invisible to all other users, regardless of security
schema categories. For more information about this functionality, see Item type security.

12 Analyze security dimensions

In the i2 Analyze security model, a security dimension is a way to categorize a record, with the aim of
using its category to determine whether particular users are allowed to view or modify it. The available
security dimensions in a deployment of i2 Analyze are specific to that deployment, and they are defined
in its security schema.

A deployment of i2 Analyze might need several different ways to categorize records:

« Records might be categorized by their security classifications
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« Records might be categorized by the type of intelligence that produced them
* Records might be categorized by the operational teams who are allowed to access them

As a result, the deployment requires several security dimensions. Each dimension contains a set of
values that records can have in order to classify them within that dimension.

To continue the example, the three dimensions might contain values as follows:
e Security classification

Top Secret, Secret, Confidential, Restricted
« Intelligence type
Human Informant, Open Source
e Operational team
A B, C
As a result of these definitions, for example, it is possible to mark a record as containing confidential
information derived from a human informant, to be available to users in Team B.

Ordered and unordered

In some dimensions (such as security classification), the possible values form a sequence from which
each record takes a single value. In these ordered dimensions, the values act as levels, where each
value supersedes all the values after it. If a record is "Top Secret", it cannot be "Restricted" at the same
time.

In dimensions such as operational team, where the values do not form a sequence, records can take
one or more values. You can use the values of an unordered dimension to say that a record is available
to users in Team B or Team C - or, alternatively, to users who are in both Team B and Team C.

Resolution mode

For an unordered dimension, the resolution mode tells i2 Analyze how to behave when a record has
more than one value from it. By default, the resolution mode is ANY, which means that the record is
available to users who qualify according to any of the assigned values (“Team B or Team C").

The other resolution mode is ALL, which makes a record with multiple dimension values available only
to users who qualify according to all of them ("Team B and Team C").

Rules for records

Every record in an i2 Analyze deployment must have at least one value from each of the security
dimensions in that deployment. There is no such thing as an "optional” dimension. For example:
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Security schema

Security dimension

Security dimension

Security dimension

Name: Security Classification

Name: Intelligence Type

Name: Operational Team

Values: Top Secret Vaues: Human Informant Values: A
Secret Open Source B
Confidential C
Restricted

Record X Record Y

Security Classification:  Restricted Security Classification:  Secret

Intelligence Type: Human Informant Intelligence Type: Open Source

Operational Team: C Operational Team: A,B

There are no restrictions on the numbers of dimensions or values that a security schema can define.
Keep in mind, though, that the more dimensions there are, the more complicated it becomes to maintain
the security schema. Also, for performance reasons, try to avoid using the ALL resolution mode with a
dimension that has more than 100 values.

12 Analyze security permissions

In i2 Analyze, security permissions provide the link between the security dimension values that a record
has, and what users are allowed to do with that record. The platform calculates whether users can see
or edit a record according to the permissions of the system user groups to which they belong.

The result of the calculation that i2 Analyze performs is that for any record, a user receives one of three
security access levels:

* None

The user has no access to the record. The user cannot examine the record data, or even know that
the record exists.

« Read only
The user has read-only access to the record and its data.
« Update

The user can read, modify, and delete the record and its data (subject to their command access
control permissions).

In an i2 Analyze security schema, the security permissions for a system user group define mappings
from dimension values to access levels. Users receive the security access levels that their groups
indicate for the dimension values of a record.
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Security schema

Permissions for members of User Group 1

Security dimension Value Security access level

Security Classification Confidential Read only
Intelligence Type OSINT Read only
Operational Team A Update
Operational Team B Read only

Permissions for members of User Group 2

Security dimension Value Security access level

Security Classification Secret Read only
Intelligence Type OSINT Read only
Intelligence Type HUMINT Read only
Operational Team A Read only
Operational Team B Update

For example, a dimension value might mark a record as containing open source intelligence (OSINT).
In the diagram, the permissions for users in Group 1 say that they should have the "Read only" access
level on records with that dimension value. However, the access level that users eventually receive
depends on how all their permissions combine.

Note: It is not compulsory for a set of permissions for a user group to provide an access level for every
value of every dimension. Any dimension value that does not appear in a set of permissions implies the
default "None" access level, unless the missing value comes later in an ordered dimension than a value
that does appear.

For example, consider our Security Classification dimension, whose ordered values are Top Secret,
Secret, Confidential, Restricted.

If a particular set of permissions associates the "Read only" access level with Restricted records (and
makes no other setting), then the default access level for Confidential records is "None". However, if the
permissions associate the "Read only" access level with Confidential records instead, then users in the
same group receive that access level for Restricted records as well.
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Combining permissions

In practice, records have several dimension values, and users can be members of several system
groups. As a result, users generally receive access levels from more than one permission. i2 Analyze
computes a single security access level from all the contributing permissions.

An i2 Analyze system administrator must arrange the security schema so that all users can receive at
least the "Read only" access level for at least one value in every dimension. In other words, it must be
possible for all users to see at least some records.

Note: If the security schema uses a permissions provider, users can have permissions that are based
on their login credentials as well as group membership. This detail does not affect how i2 Analyze
processes security permissions.

Security model example

The purpose of the security model is to enable the platform, at any moment, to determine whether a
user can see a particular record - and, if they can, whether they can also edit it. The platform performs
this calculation according to a consistent set of rules.

At their simplest, when all unordered dimensions have the default ANY resolution mode, the rules for
determining access work like this:

e A user can see a record if they receive "Update" or "Read only" access for at least one of the
dimension values that the record has from each security dimension.

e Auser can edit a record if they receive "Update" access for at least one of the dimension values that
the record has from each security dimension.

When an unordered dimension has the ALL resolution mode, the rules for that dimension change so
that "at least one" in those descriptions becomes "all".

If a user receives multiple permissions that specify different access levels for the same dimension value,
the calculation uses the most permissive level.

Calculation with ANY dimensions

For example, consider the following record, which has one value for each of two security dimensions,
and two values for a third.

Record

Security Classification Confidential
Intelligence Type Open Source
Operational Team A, B

Then, consider a user who has the following aggregated security permissions.

Security dimension Value Access level
Security Classification Secret Read only
Security Classification Confidential Update
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Security dimension Value Access level
Intelligence Type Open Source Update
Intelligence Type Human Intelligence Read only
Operational Team A Read only
Operational Team B Update

To calculate this user's access to the record, i2 Analyze uses the permissions to determine the access
level for each assigned dimension value, and then applies the rules.

Assigned dimension value Access level
Security Classification: Confidential Update
Intelligence Type: Open Source Update
Operational Team: A Read only
Operational Team: B Update

The user has "Update" access for at least one of the values that the record has in each dimension, and
therefore receives "Update" access to the record itself.

If the record had the Secret security classification, the user would not have "Update" access for all
values, but would still have at least "Read only". They would be able to see the record.

If the record had the Top Secret classification, the user would have no access according to that
dimension value. They would not be able to see the record at all.

Calculation with an ALL dimension

To extend the example, imagine that the Operational Team security dimension has the ALL resolution
mode. The list of access levels that the user receives does not change, but the final calculation does.

i2 Analyze now considers both of the access levels associated with values from the Operational Team
dimension. Because one of those levels is "Read only", that level applies to the dimension as a whole,
and therefore also to the record. Our user can still see the record, but they can no longer edit it.

Security architecture

The authorization that involves the security schema and permissions and dimensions is one part of the
i2 Analyze security architecture. Another part is the authentication mechanism through which users are
assigned the identifiers and group memberships that enable authorization to take place.

Authentication

At login, the Open Liberty server that hosts i2 Analyze requires clients to authenticate before they
can interact with the application. As a result, the range of available authentication mechanisms is
determined by the capabilities of Liberty. The requirements on the authentication mechanism are as
follows:
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* The i2 Analyze application must receive user and group information about a user that are derived
from the credentials they present.

« A (potentially) deployment-specific module must be able to map that user and group information onto
membership of the system user groups that are named in the security permissions section of the i2
Analyze security schema.

If an authentication system can fulfill these requirements, then it is suitable for use in an i2 Analyze
deployment. This documentation describes how to configure authentication that uses Liberty's built-in
user registry, Microsoft Active Directory, and claims-based authentication providers including SAML and
OpenlID Connect.

On successful authentication, the client receives a token. During normal operation, the client passes the
token back to the i2 Analyze application, which enforces data access rights with reference to their group
memberships.

Authorization

After it receives information about a user and their group memberships from the authentication
mechanism, i2 Analyze has an opportunity to augment or modify it (for example, to map from Active
Directory group names to system group names) during provisioning.

When provisioning is complete, the i2 Analyze application uses the information to determine the access
rights of the user to the records that it manages. The security model of i2 Analyze is based on the
interaction between the security dimension values that records have, and the security permissions that
user groups convey.

i2 Analyze also uses group membership to determine user access to some features of the application.
For more information about that aspect of authorization, see Controlling access to features.

Saving and sharing

i2 Analyze users often create artifacts that they want to store for repeated use. For example, they might
define a structured search that they want to run again in the future. i2 Analyze provides a way to save
these artifacts, and also to share them with other users.

» Allusers of i2 Analyze deployments that include the Information Store can save artifacts for reuse.

« If they have the appropriate permission, users can share saved artifacts with other users of the same
deployment. Artifacts can be shared with individuals or with groups of users.

« All users can see artifacts that have been shared with them, with no additional permissions
necessary.

When a user first saves an artifact, they become its sole owner. An artifact owner can decide to share it
with other users and groups. When they do so, they can say what those users and groups can do with
the artifact:

« Aviewer of an artifact can see it, use it, and make a copy of it - but they can't save changes to the
original artifact or affect how it's shared.

« An editor of an artifact can do everything a viewer can. They can also change the artifact itself, and
assign viewer and editor permissions to other users and groups.

« An owner of an artifact can do everything an editor can. They can also appoint other users and
groups as owners. Only users with owner permissions can delete an artifact.

Note: The permission that allows a user to share an artifact overrides the "editor" and "owner" settings.
In other words, a user who can't share artifacts is always treated as a "viewer".
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Configuration settings

Saving and sharing artifacts is enabled and controlled through several different configuration settings:

< For an i2 Analyze user to share artifacts, they must be a member of a system group that has the
appropriate command access control permission.

« For members of a group to have artifacts shared with them, that group must be made available for
sharing in the admin console. You can also use the admin console to create user groups for this
purpose.

* Users manage shared artifacts through the i2 Analyze client applications: i2 Notebook on the web,
and Analyst's Notebook on the desktop.

At your discretion, you can also configure system user groups with a special permission that allows
members to modify the sharing settings of all saved artifacts, regardless of ownership. For more
information, see Administrator permissions.

Logging and auditing

i2 Analyze provides mechanisms for logging two types of information that the system generates during
normal execution. You can control what information is sent to the system logs, and audit the commands
that users invoke.

System logging

The components that make up the i2 Analyze server all contain instrumentation that sends information
about the health of the system to log files or the console. You can control the locations of the log

files, and the volume of information that the system sends, by editing the | og4j 2. xni files in the
deployment toolkit.

The information that i2 Analyze can log through this mechanism includes detail about warnings
and errors that users see in their client software, and incremental status reports about long-running
processes such as ingestion.

The ZooKeeper component of i2 Analyze uses Logback for logging. The Logback configuration is in the
i 2anal yze\ depl oy\ zookeeper\ conf directory.

For more information about system logging, see the deployment and configuration guides for i2 Analyze,
or the Apache Log4j website.

User activity logging

When a user runs an authenticated command against any of its services, i2 Analyze can record
information about the user who ran the command, and full details of the command that they ran.

For example, you might use this functionality to audit the frequency with which different users make
requests for the data that i2 Analyze manages, or to track searches with particular patterns. i2 Analyze
handles user activity logging for the i2 Connect gateway separately from the Information Store and the
Chart Store.

Note: Depending on the volume of data, enabling user activity logging might affect the performance of
i2 Analyze.

Information Store and Chart Store

i2 Analyze supports user activity logging for all of the main analysis operations against the Information
Store and (where relevant) the Chart Store. For example, you can configure separate logging (or no
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logging at all) for search, expand, and find path operations. You can also arrange for logging to occur
when records and charts are created or modified.

To audit user activity, including activity due to Analyst's Notebook and the Investigate Add-
On, you write a class that implements the | Audi t Logger interface and specify it in the
Apol | oServer Setti ngsMandat ory. properti es file in the deployment toolkit.

At startup, i2 Analyze calls | Audi t Logger to discover what activities to log information about. Later, it
calls again with information such as the time of the activity, the name and security clearance of the user,
and the parameters that they supplied.

For more information and an example of how to implement | Audi t Logger, see i2 Analyze Developer
Essentials.

i2 Connect gateway

To log operations against external sources through the i2 Connect gateway, i2 Analyze uses the same
I Audi t Logger interface that it uses for the Information Store and chart store. However, all such
operations are logged through a single method on the | Audi t Logger interface.

Deploying i2 Analyze

All deployments of i2 Analyze are different in terms of the functionality they support and the components
they employ. They are also different in terms of how you intend them to be used. The process by which
you deploy i2 Analyze changes significantly, depending on whether your target is an example or a
production environment.

Deployment information

* Deployment types

Deployment tasks

e Creating an example deployment
* Creating a production deployment
Troubleshooting and support

e i2 Analyze support page

e i2 Support

Deployment types

Before you start a deployment of i2 Analyze, choose the type of deployment that you want to create.
Use the following information to ensure that you choose the correct type of deployment for your
requirements.

Example deployment

You can use an example deployment to learn about i2 Analyze, demonstrate the features of the system,
and ensure that any software prerequisites are installed correctly on a single server.

When you create an example deployment, the deployment toolkit populates all of the mandatory
configuration settings with default values and deploys the system. The deployment uses an example
i2 Analyze schema, security schema, and data. Some configuration settings that are not mandatory for
deployment are also populated to demonstrate extra features of the system.
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For more information about example deployments, see Creating an example deployment.
Production deployment

A production deployment is available to analysts to complete mission critical analysis on real-world
data. When you decide to create a production deployment of i2 Analyze, you must start from a clean
installation of i2 Analyze.

The process for creating a production deployment involves a number of different deployment and
configuration activities. As part of the process, you must develop an i2 Analyze schema and security
schema for your data.

For more information about production deployments, see Creating a production deployment.

Creating an example deployment

To understand what i2 Analyze is, and to demonstrate the features of the system, you can create an
example deployment.

An example deployment uses default values that are provided by the deployment toolkit, and contains
a configuration that demonstrates the features provided by i2 Analyze. You can also use an example
deployment to verify that any prerequisites are installed correctly.

Creating an example with the Chart Store

An installation of i2 Analyze includes example settings for deploying the server with the Chart Store.
This topic describes how to use those settings in an example deployment.

Before you begin

Install i2 Analyze and any software prerequisites. For more information, see Installing i2 Analyze. To
deploy the Chart Store, you need PostgreSQL, IBM Db2, or Microsoft SQL Server.

If you are using PostgreSQL, which is the default option, download the latest JDBC driver from
jdbc.postgresqgl.org. The name of the driver file has the form post gresql -x.y. z.jar.

If you are using SQL Server, download the latest version of the Microsoft JDBC Driver for SQL Server
that's compatible with your system from learn.microsoft.com/sql/connect/jdbc/download-microsoft-jdbc-
driver-for-sql-server. Extract the contents of the download, and locate the file whose name matches the
pattern mssql -j dbc-x.y.z.jrell.jar.

Important: For a deployment of Analyst's Notebook to a small workgroup, an example deployment of
i2 Analyze with the Chart Store and custom security settings might offer sufficient performance for use
in a production environment. For a larger workgroup, or for a group with a large number of charts, a
production deployment is appropriate.

About this task

The following procedure describes how to create an example deployment of i2 Analyze with the
Chart Store. The i2 Analyze toolkit contains an example configuration for the deployment. The
depl oyExanpl e task generates the default values for the mandatory settings and deploys the platform.

The example deployment demonstrates a working i2 Analyze system with an example user so that you
can log in.

In the example deployment, i2 Analyze runs with an example security schema and matching Liberty
security groups and users. The example user has the following credentials:
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The user name is Jenny
The password is Jenny

The example deployment uses the chart - st or age- schena. xm schema file, with the associated
chart - storage-schena-charti ng- schenes. xmi file as the charting scheme.

Procedure

First, create and populate the configuration directory:

1.

Navigate to the \ t ool ki t \ exanpl es\ confi gurati ons\ chart - st orage directory.

This directory contains the preconfigured files that you need to deploy a system that uses the Chart
Store to store Analyst's Notebook charts.

Copy the conf i gur at i on directory to the root of the toolkit. For example, C: \'i 2\i 2anal yze
\t ool ki t\ configuration.

If you are using PostgreSQL as your database management system, copy the PostgreSQL JDBC
driver file that you downloaded to the t ool ki t\ confi gur ati on\ envi r onment \ conmon\ j dbc-
dri ver s directory.

If you are using SQL Server as your database management system, you must complete extra
configuration actions to deploy the example:

a. Copy the example t opol ogy. xmi file for SQL Server from t ool ki t\ confi gurati on
\ exanpl es\ t opol ogy\ sql server tothet ool ki t\confi guration\environment
directory. Overwrite the existing t opol ogy. xmi file in the destination directory.

b. Copy the SQL Server JDBC driver file that you downloaded to the t ool ki t\ confi gurati on
\ envi ronnent \ cormon\ j dbc-dri ver s directory.

If you are using IBM Db2 as your database management system, copy the example t opol ogy. xm
file for IBM Db2 from t ool ki t\ confi gur ati on\ exanpl es\t opol ogy\ db2 to the t ool ki t

\ confi guration\environment directory. Overwrite the existing t opol ogy. xm file in the
destination directory.

Then, regardless of your database management system, you must complete the following steps after
you create the configuration directory.

1.

Specify the credentials to use for the deployment.

a. Using a text editor, open the t ool ki t\ confi gurati on\ envi ronnent
\credential s. properti es file.

b. Enter the user name and password to use with the database.
c. Enter a user name and password to use for Solr.

d. Enter a password to use to encrypt LTPA tokens.

e. Save and close the credenti al s. properti es file.

If you are using IBM Db2 11.5.6 Fix Pack O or later, you might need to update the port number that is
used in the t opol ogy. xm file.

By default, i2 Analyze is deployed to connect to Db2 using port 50000. In version 11.5.6 Fix Pack O
and later, the default port that Db2 uses is changed to 25000. For more information about the ports
that Db2 uses, see Db2 server TCP/IP port numbers.

a. Using an XML editor, open the t ool ki t\ confi gurati on\ envi ronnent\t opol ogy. xnl file.
b. In the <dat abase> element, set the value of the port - nunber attribute to 25000.

© N. Harris Computer Corporation


https://www.ibm.com/support/pages/db2-db2-server-tcpip-port-numbers

Deploying i2 Analyze | 28

c. Save and close the t opol ogy. xm file.
3. Run the setup script to create the example deployment.
a. Open a command prompt and navigate to the t ool ki t\ scri pt s directory.
b. To deploy the example, run the following command:
setup -t depl oyExanpl e
c. To start the Liberty server, run the following command:

setup -t start

What to do next

When you start i2 Analyze, the URI that you can use to connect to the deployment is displayed in the
console. For example:

Web application available (default_host): http://<host_name>: 9082/ opal
Install Analyst's Notebook and connect to your deployment. For more information, see Connecting
clients.

Creating an example with the Information Store
An installation of i2 Analyze includes example settings for deploying the server with the Information

Store. This topic describes how to use those settings in an example deployment.

Before you begin

Install i2 Analyze and any software prerequisites. For more information, see Installing i2 Analyze. To
deploy the preconfigured examples for the Information Store, you need PostgreSQL, IBM Db2, or
Microsoft SQL Server.

If you are using PostgreSQL, which is the default option, download the latest JDBC driver from
jdbc.postgresqgl.org. The name of the driver file has the form post gresql -x.y. z.jar.

If you are using SQL Server, download the latest version of the Microsoft JDBC Driver for SQL Server
that's compatible with your system from learn.microsoft.com/sql/connect/jdbc/download-microsoft-jdbc-
driver-for-sql-server. Extract the contents of the download, and locate the file whose name matches the
pattern mssql -j dbc-x.y.z.jrell.jar.

About this task

The following procedure describes how to create an example deployment of i2 Analyze with the
Information Store, which also fulfills the functions of the Chart Store. The i2 Analyze toolkit contains an
example configuration for the deployment. The depl oy Exanpl e task generates the default values for
the mandatory settings and deploys the platform.

The example deployment demonstrates a working i2 Analyze system with an example user so that you
can log in.

In the example deployment, i2 Analyze runs with an example security schema and matching Liberty
security groups and users. The example user has the following credentials:

e The user name is Jenny
¢ The password is Jenny
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The example deployment uses the | aw enf or cenent - schema. xnl schema file as the i2 Analyze
schema, with the associated | aw enf or cenent - schema- charti ng- schenes. xm as the charting
scheme.

Procedure

First, create and populate the configuration directory:

1.

Navigate to the \ t ool ki t\ exanpl es\ confi gurati ons\i nf ormati on-st ore-opal directory.

This directory contains the preconfigured files that you need to deploy a system that uses the
Information Store to store data and Analyst's Notebook charts, and to support the i2 Notebook web
client.

Copy the conf i gur at i on directory to the root of the toolkit. For example, C: \i 2\i 2anal yze
\t ool ki t\configurati on.

If you are using PostgreSQL as your database management system, copy the PostgreSQL JDBC
driver file that you downloaded to the t ool ki t\ confi gurati on\ envi r onment\ conmon\ j dbc-
dri ver s directory.

If you are using SQL Server as your database management system, you must complete extra
configuration actions to deploy the example:

a. Copy the example t opol ogy. xm file for SQL Server from t ool ki t\ confi gurati on
\ exanpl es\t opol ogy\ sql server tothet ool ki t\confi guration\environnment
directory. Overwrite the existing t opol ogy. xmi file in the destination directory.

b. Copy the SQL Server JDBC driver file that you downloaded to the t ool ki t\ confi gurati on
\ envi ronment \ conmon\ j dbc- dri ver s directory.

If you are using IBM Db2 as your database management system, copy the example t opol ogy. xm
file for IBM Db2 from t ool ki t\ confi gur ati on\ exanpl es\t opol ogy\ db2 to the t ool ki t

\ confi guration\environment directory. Overwrite the existing t opol ogy. xmi file in the
destination directory.

Then, regardless of your database management system, you must complete the following steps after
you create the configuration directory.

1.

Specify the credentials to use for the deployment.

a. Using a text editor, open the t ool ki t\ confi gurati on\ envi ronnent
\credential s. properti es file.

b. Enter the user name and password to use with the database.
c. Enter a user name and password to use for Solr.

d. Enter a password to use to encrypt LTPA tokens.

e. Save and close the credenti al s. properti es file.

If you are using IBM Db2 11.5.6 Fix Pack O or later, you might need to update the port number that is
used in the t opol ogy. xn file.

By default, i2 Analyze is deployed to connect to Db2 using port 50000. In version 11.5.6 Fix Pack 0
and later, the default port that Db2 uses is changed to 25000. For more information about the ports
that Db2 uses, see Db2 server TCP/IP port numbers.

a. Using an XML editor, open the t ool ki t\ confi gurati on\ envi ronnment\t opol ogy. xn file.
b. In the <dat abase> element, set the value of the port - nunber attribute to 25000.
c. Save and close the t opol ogy. xmi file.

© N. Harris Computer Corporation


https://www.ibm.com/support/pages/db2-db2-server-tcpip-port-numbers

Deploying i2 Analyze | 30

3. Run the setup script to create the example deployment.
a. Open a command prompt and navigate to the t ool ki t\ scri pt s directory.
b. To deploy the example, run the following command:
setup -t depl oyExanpl e
c. To start the Liberty server, run the following command:

setup -t start

4. Optional: To populate your Information Store with the provided example data for the | aw-
enf or cenment - schema. xm schema, run the following command:

setup -t ingest Exanpl eDat a

What to do next

When you start i2 Analyze, the URI that you can use to connect to the deployment is displayed in the
console. For example:

Web application available (default_host): http://<host_ name>: 9082/ opal

Install Analyst's Notebook or open a web browser and connect to your deployment. For more
information, see Connecting clients.

Creating an example with the i2 Connect gateway

An installation of i2 Analyze includes example settings for deploying the server with support for the i2
Connect gateway only. With these settings, the i2 Connect gateway enables Analyst's Notebook users
to search for and retrieve data from external data sources, and then to analyze the results on charts.

Before you begin

Install i2 Analyze and any software prerequisites. For more information, see Installing i2 Analyze.

Before you create the example deployment, you must download and install Node.js to host the example
connector. Download Node.js for your operating system from https://nodejs.org/en/download. You can
install Node.js with the default settings.

About this task

To use any deployment of i2 Analyze with the i2 Connect gateway, you must obtain or create a
connector to the external data source that you want to search. The i2 Analyze toolkit contains an
example configuration for the deployment, and i2 publishes a package that contains an example
connector to www.npmjs.com.

The example deployment demonstrates a working i2 Analyze system that can query and retrieve data
from an external data source. You can log in with an example user. In the example deployment, i2
Analyze runs with the example security schema and matching Liberty security groups and users. The
example user has the following credentials:

e The user name is Jenny
e The password is Jenny

Note: This example does not support the i2 Notebook web client. To give users the option of using the
web client, you must Create an example with the Chart Store.
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Procedure

1. Create the configuration directory:
a. Navigate to the \ t ool ki t\ exanpl es\ confi gur ati ons\ daod- opal directory.

This directory contains the preconfigured files that you need to deploy a system that uses the i2
Connect gateway to connect to an external data source.

b. Copy the confi gur ati on directory to the root of the toolkit. For example, C: \'i 2\i 2anal yze
\tool ki t\ configuration.

2. Specify the credentials to use for the deployment.

a. Using a text editor, open the t ool ki t\ confi gurati on\ envi ronnent
\credential s. properti es file.

b. Enter a user name and password to use for Solr.
c. Enter a password to use to encrypt LTPA tokens.
d. Save and close the credenti al s. properti es file.
3. Run the setup script to create the example deployment.
a. Open a command prompt and navigate to the t ool ki t\ scri pt s directory.
b. To deploy the example, run the following command:
setup -t depl oyExanpl e
4. Install the dependencies and start the server that hosts the example connector.

Note: The example connector uses port number 3700. Ensure that no other processes are using this
port number before you start the connector.

a. Open another command prompt, separate from the one where you ran the depl oyExanpl e
command.

b. To download and run the package that contains the example connector, execute the following
command:

npx @ 2anal yze/ exanpl e- connect or
Note: You must be connected to the internet to download the package.
5. Starti2 Analyze.
a. Return to the command prompt where you ran the depl oyExanpl e command.
b. To start i2 Analyze, run the following command:

setup -t start

What to do next

When you start i2 Analyze, the URI that you can use to connect to the deployment is displayed in the
console. For example:

Web application available (default _host): http://<host nane>: 9082/ opal daod

Install Analyst's Notebook and connect to your deployment. For more information, see Connecting
clients.

Production deployments of i2 Analyze use client-authenticated SSL communication between i2 Analyze
and any connectors. The example deployment does not use it, and so Analyst's Notebook displays
a warning to that effect when you open the external searches window. For more information about
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configuring client-authenticated SSL, see Client-authenticated Secure Sockets Layer with the i2
Connect gateway.

You can create your own connectors to use with the deployment of i2 Analyze. For more information,
see i2 Analyze and the i2 Connect gateway.

Creating an example with the Chart Store and the i2 Connect gateway

An installation of i2 Analyze includes example settings for deploying the server with the Chart Store and
support for the i2 Connect gateway. With these settings, Analyst's Notebook users can upload charts to
the Chart Store, while both they and i2 Notebook web client users can search for and retrieve data from
an example external data source through the i2 Connect gateway.

Before you begin

Install i2 Analyze and any software prerequisites. For more information, see Installing i2 Analyze. To
deploy the Chart Store, you need PostgreSQL, IBM Db2, or Microsoft SQL Server.

If you are using PostgreSQL, which is the default option, download the latest JDBC driver from
jdbc.postgresql.org. The name of the driver file has the form post gresql -x.y. z.j ar.

If you are using SQL Server, download the latest version of the Microsoft JDBC Driver for SQL Server
that's compatible with your system from learn.microsoft.com/sql/connect/jdbc/download-microsoft-jdbc-
driver-for-sql-server. Extract the contents of the download, and locate the file whose name matches the
pattern mssql -j dbc-x.y.z.jrell.jar.

Before you create the example deployment, you must download and install Node.js to host the example
connector. Download Node.js for your operating system from https://nodejs.org/en/download. You can
install Node.js with the default settings.

About this task

The following procedure describes how to create an example deployment of i2 Analyze with the Chart
Store and the i2 Connect gateway. To use any deployment of i2 Analyze with the i2 Connect gateway,
you must obtain or create a connector to the external data source that you want to search. The i2
Analyze toolkit contains an example configuration for the deployment, and i2 publishes a package that
contains an example connector to www.npmjs.com.

The example deployment demonstrates a working i2 Analyze system with an example user so that you
can log in. In the example deployment, i2 Analyze runs with an example security schema and matching
Liberty security groups and users. The example user has the following credentials:

e The user name is Jenny

¢ The password is Jenny

The example deployment uses the chart - st or age- schema. xm schema file, with the associated
chart - st orage- schema-charti ng- schenes. xm file as the charting scheme.

Procedure

First, create and populate the configuration directory:
1. Navigate to the \ t ool ki t\ exanpl es\ confi gurati ons\ chart - st orage- daod directory.

This directory contains the preconfigured files that you need to deploy a system that uses the i2
Connect gateway to connect to an external data source, and the Chart Store to store Analyst's
Notebook charts and support the i2 Notebook web client.
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2. Copy the confi gur ati on directory to the root of the toolkit. For example, C: \i 2\i 2anal yze
\'t ool ki t\ configuration.

3. If you are using PostgreSQL as your database management system, copy the PostgreSQL JDBC
driver file that you downloaded to the t ool ki t\ confi gur ati on\ envi r onnent\ conmon\ j dbc-
dri vers directory.

4. If you are using SQL Server as your database management system, you must complete extra
configuration actions to deploy the example:

a. Copy the example t opol ogy. xmi file for SQL Server from t ool ki t\ confi gurati on
\ exanpl es\t opol ogy\ sql server tothet ool ki t\confi guration\environnent
directory. Overwrite the existing t opol ogy. xni file in the destination directory.

b. Copy the SQL Server JDBC driver file that you downloaded to the t ool ki t\ confi gurati on
\ envi ronnent \ cormon\ j dbc-dri vers directory.

5. If you are using IBM Db2 as your database management system, copy the example t opol ogy. xni
file for IBM Db2 from t ool ki t\ confi gur ati on\ exanpl es\t opol ogy\ db2 to the t ool ki t
\ configuration\environment directory. Overwrite the existing t opol ogy. xm file in the
destination directory.

Then, regardless of your database management system, you must complete the following steps after
you create the configuration directory.

1. Specify the credentials to use for the deployment.

a. Using a text editor, open the t ool ki t\ confi gurati on\ envi r onnent
\credenti al s. properti es file.

b. Enter the user name and password to use with the database.
c. Enter a user name and password to use for Salr.

d. Enter a password to use to encrypt LTPA tokens.

e. Save and close the credenti al s. properti es file.

2. If you are using IBM Db2 11.5.6 Fix Pack O or later, you might need to update the port number that is
used in the t opol ogy. xn file.

By default, i2 Analyze is deployed to connect to Db2 using port 50000. In version 11.5.6 Fix Pack 0
and later, the default port that Db2 uses is changed to 25000. For more information about the ports
that Db2 uses, see Db2 server TCP/IP port numbers.

a. Using an XML editor, open the t ool ki t\ confi gurati on\ envi ronnent\t opol ogy. xm file.
b. In the <dat abase> element, set the value of the port - nunber attribute to 25000.
c. Save and close the t opol ogy. xm file.
3. Run the setup script to create the example deployment.
a. Open a command prompt and navigate to the t ool ki t\ scri pt s directory.
b. To deploy the example, run the following command:
setup -t depl oyExanpl e
4. Install the dependencies and start the server that hosts the example connector.

Note: The example connector uses port number 3700. Ensure that no other processes are using this
port number before you start the connector.

a. Open another command prompt, separate from the one where you ran the depl oyExanpl e
command.
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b. To download and run the package that contains the example connector, execute the following
command:

npx @ 2anal yze/ exanpl e- connect or
Note: You must be connected to the internet to download the package.
5. Starti2 Analyze.

a. Return to the command prompt where you ran the depl oyExanpl e command.
b. To start i2 Analyze, run the following command:

setup -t start

What to do next

When you start i2 Analyze, the URI that you can use to connect to the deployment is displayed in the
console. For example:

Web application available (default _host): http://<host nanme>: 9082/ opal

Install Analyst's Notebook or open a web browser and connect to your deployment. For more
information, see Connecting clients.

Production deployments of i2 Analyze use client-authenticated SSL communication between i2 Analyze
and any connectors. The example deployment does not use it, and so Analyst's Notebook displays

a warning to that effect when you open the external searches window. For more information about
configuring client-authenticated SSL, see Client-authenticated Secure Sockets Layer with the i2
Connect gateway.

You can create your own connectors to use with the deployment of i2 Analyze. For more information,
see i2 Analyze and the i2 Connect gateway.

Creating an example with the Information Store and the i2 Connect
gateway

An installation of i2 Analyze includes example settings for deploying the server with the Information
Store and support for the i2 Connect gateway. Users can access data in the Information Store in the
usual manner, and the i2 Connect gateway enables analysts to search for and retrieve data from an
example external data source.

Before you begin

Install i2 Analyze and any software prerequisites. For more information, see Installing i2 Analyze. To
deploy the preconfigured examples for the Information Store, you need PostgreSQL, IBM Db2, or
Microsoft SQL Server.

If you are using PostgreSQL, which is the default option, download the latest JDBC driver from
jdbc.postgresgl.org. The name of the driver file has the form post gresql -x.y. z.jar.

If you are using SQL Server, download the latest version of the Microsoft JDBC Driver for SQL Server
that's compatible with your system from learn.microsoft.com/sqgl/connect/jdbc/download-microsoft-jdbc-
driver-for-sql-server. Extract the contents of the download, and locate the file whose name matches the
pattern nssql -j dbc-x.y.z.jrell.jar.

Before you create the example deployment, you must download and install Node.js to host the example
connector. Download Node.js for your operating system from https://nodejs.org/en/download. You can
install Node.js with the default settings.
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About this task

The following procedure describes how to create an example deployment of i2 Analyze with the
Information Store, which also fulfills the functions of the Chart Store, and the i2 Connect gateway. To
use any deployment of i2 Analyze with the i2 Connect gateway, you must obtain or create a connector
to the external data source that you want to search. The i2 Analyze toolkit contains an example
configuration for the deployment, and i2 publishes a package that contains an example connector to
WwWw.npmjs.com.

The example deployment demonstrates a working i2 Analyze system with an example user so that
you can log in. You can ingest example data into the Information Store and then perform searches and
analysis, and use the example connector to query and retrieve data from an external data source.

In the example deployment, i2 Analyze runs with an example security schema and matching Liberty
security groups and users. The example user has the following credentials:

e The user name is Jenny
¢ The password is Jenny

The example deployment uses the | aw- enf or cenent - schema. xm schema file as the i2 Analyze
schema, with the associated | aw enf or cenment - schenma- charti ng- schenes. xm as the charting
scheme.

Procedure

First, create and populate the configuration directory:

1. Navigate to the \ t ool ki t\ exanpl es\ confi gurati ons\i nf or mati on- st or e- daod- opal
directory.

This directory contains the preconfigured files that you need to deploy a system that uses the i2
Connect gateway to connect to an external data source, and the Information Store to store data and
Analyst's Notebook charts, and to support the i2 Notebook web client.

2. Copy the confi gur ati on directory to the root of the toolkit. For example, C: \i 2\i 2anal yze
\'t ool ki t\ configuration.

3. If you are using PostgreSQL as your database management system, copy the PostgreSQL JDBC
driver file that you downloaded to the t ool ki t\ confi gur ati on\ envi r onnent\ conmon\ j dbc-
dri vers directory.

4. If you are using SQL Server as your database management system, you must complete extra
configuration actions to deploy the example:

a. Copy the example t opol ogy. xmi file for SQL Server from t ool ki t\ confi gurati on
\ exanpl es\t opol ogy\ sql server tothet ool ki t\confi guration\environnent
directory. Overwrite the existing t opol ogy. xni file in the destination directory.

b. Copy the SQL Server JDBC driver file that you downloaded to the t ool ki t\ confi gurati on
\ envi ronnent \ cormon\ j dbc-dri ver s directory.

5. If you are using IBM Db2 as your database management system, copy the example t opol ogy. xni
file for IBM Db2 from t ool ki t\ confi gur ati on\ exanpl es\t opol ogy\ db2 to the t ool ki t
\ confi guration\environment directory. Overwrite the existing t opol ogy. xm file in the
destination directory.

Then, regardless of your database management system, you must complete the following steps after
you create the configuration directory.

1. Specify the credentials to use for the deployment.
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a. Using a text editor, open the t ool ki t\ confi gurati on\ envi ronnent
\credential s. properti es file.

b. Enter the user name and password to use with the database.
c. Enter a user name and password to use for Solr.

d. Enter a password to use to encrypt LTPA tokens.

e. Save and close the credenti al s. properti es file.

. If you are using IBM Db2 11.5.6 Fix Pack 0 or later, you might need to update the port number that is
used in the t opol ogy. xn file.

By default, i2 Analyze is deployed to connect to Db2 using port 50000. In version 11.5.6 Fix Pack 0
and later, the default port that Db2 uses is changed to 25000. For more information about the ports
that Db2 uses, see Db2 server TCP/IP port numbers.

a. Using an XML editor, open the t ool ki t\ confi gurati on\ envi ronnment\t opol ogy. xnl file.
b. In the <dat abase> element, set the value of the port - nunber attribute to 25000.
c. Save and close the t opol ogy. xmi file.
. Run the setup script to create the example deployment.
a. Open a command prompt and navigate to the t ool ki t\ scri pt s directory.
b. To deploy the example, run the following command:
setup -t depl oyExanpl e
. Install the dependencies and start the server that hosts the example connector.

Note: The example connector uses port number 3700. Ensure that no other processes are using this
port number before you start the connector.

a. Open another command prompt, separate from the one where you ran the depl oyExanpl e
command.

b. To download and run the package that contains the example connector, execute the following
command:

npx @ 2anal yze/ exanpl e- connect or

Note: You must be connected to the internet to download the package.

. Starti2 Analyze.

a. Return to the command prompt where you ran the depl oyExanpl e command.
b. To start i2 Analyze, run the following command:

setup -t start

. Optional: To populate your Information Store with the provided example data for the | aw-
enf or cenment - schema. xm schema, run the following command:

setup -t ingest Exanpl eDat a

What to do next

When you start i2 Analyze, the URI that you can use to connect to the deployment is displayed in the
console. For example:

Web application avail able (default_host): http://<host_nanme>: 9082/ opal
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Install Analyst's Notebook or open a web browser and connect to your deployment. For more
information, see Connecting clients.

Production deployments of i2 Analyze use client-authenticated SSL communication between i2 Analyze
and any connectors. The example deployment does not use it, and so Analyst's Notebook displays

a warning to that effect when you open the external searches window. For more information about
configuring client-authenticated SSL, see Client-authenticated Secure Sockets Layer with the i2
Connect gateway.

You can create your own connectors to use with the deployment of i2 Analyze. For more information,
see i2 Analyze and the i2 Connect gateway.

Creating a production deployment

The process of creating a production deployment is separated into a number of different activities, which
you complete in an iterative process. The suggested process involves the creation and retention of
several environments, each one focused on different aspects of a production deployment of i2 Analyze.

Planning for production

Before you can start to install and deploy i2 Analyze, you must first understand how i2 Analyze fits into
your organization:

e Understand what i2 Analyze is.
< Understand the requirements of the deployment, and align these to a deployment pattern.
* Understand the data and security models of the environment that i2 Analyze is deployed in.

For more information, see the Understanding section.

Deploying

After you identify the requirements of the deployment, you can start to create the production
deployment. The process of deploying i2 Analyze is completed in three phases that are explained in
Deployment phases and environments.

Note: If your planned deployment of i2 Analyze is to a small workgroup and includes only the Chart
Store, an example deployment with the Chart Store and custom security settings might offer sufficient
performance. For more information about example deployments, see Creating an example with the
Chart Store.
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Deployment phases and environments

The process of creating a production deployment involves distinct phases that focus on different aspects
of an i2 Analyze deployment. You should complete the activities in each phase in distinct environments,
which you should retain to refer to later in the process.

Development | Test | Production
I I
| |
| |
Sch Configurati I I
ema onfiguration ) )
Pre-production | . | Production
—> — 1 — — -
devgl opment dev(_el opment environment I Test environment I environment
environment environment |
|
|

There are three phases in the process to deploy i2 Analyze into production.
Development

The development phase is where you configure i2 Analyze to meet the requirements of the final
deployment. In this phase, you develop the configuration in an iterative process that involves a
number of configuration changes and deployments of the system. During this phase, the lifetime of a
deployment is short.

Test

The test phase is where you deploy i2 Analyze for testing. In the test phase, you deploy i2 Analyze with
the configuration from the development phase and perform comprehensive testing of the system.

Production

The production phase is where you deploy i2 Analyze into production. i2 Analyze is deployed with the
configuration that you tested in the test phase. In production, the deployment is fully operational and
used by analysts to complete mission critical work.

To start creating your production deployment, complete the instructions in Schema development
environment.
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Schema development environment

The first task in the development phase is often to develop the schema and the security schema for
the deployment. You can use a schema development environment, which features a single-server
deployment of i2 Analyze with the i2 Connect gateway to develop the schemas.

Development

Schema
development —»
environment

In an environment that includes a database, significant changes to the schema or the security schema
can be time-consuming. Destructive changes to either schema require you to rebuild the database.
The purpose of the schema development environment is to enable rapid iteration. When you apply the
schemas that you create here to the Information Store in the configuration development environment,
they are less likely to need significant changes.

Creating the schema development environment

In the schema development environment, you first populate the values of some of the mandatory
settings for deploying i2 Analyze. After you deploy i2 Analyze for the first time, you can then develop the
schemas to meet your requirements.

Before you begin

The easiest approach is to use the containerized configuration development environment as your
schema development environment and configuration development environment. The containerized
environment provides functionality that makes it easier to develop your i2 Analyze configuration,
including:

* No requirement to install a database management system locally

* Improved experience for editing configuration files

« A simplified deployment process

After you develop your configuration in the containerized development environment, you can export your
configuration to use with your on-premise deployment toolkit in the pre-production, test, and production
environments.

If you do not want to use the containerized environment, continue to complete the following instructions.

About this task

Depending on the terms of your license and the needs of your organization, a deployment of i2 Analyze
might include the Chart Store alone, or the Information Store alone, or the i2 Connect gateway. The
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i2 Connect gateway can itself appear alone, or in combination with the Chart Store or the Information
Store.

« If your target deployment includes only the Chart Store, then you do not need to create a
schema development environment. Instead, you can go directly to the configuration development
environment.

< If your target deployment does not include the Information Store but does include the i2 Connect
gateway, then the schema development environment is a convenient place to develop a gateway
schema. If you do not intend to use a gateway schema, the environment still provides support for
prototyping a security schema.

e If your target deployment includes the Information Store, then you must complete the steps in this
and subsequent topics to develop the schema that will become your Information Store schema.

The schema development environment features an instance of i2 Analyze with the i2 Connect gateway;
there is no Information Store or Chart Store. By using a deployment without a database, you can quickly
prototype changes to the schema and the security schema, and then visualize the changes in Analyst's
Notebook.

Procedure

1. Install any prerequisite software to prepare your server for the schema development environment.

¢ For the schema development environment, prepare your server for the i2 Connect deployment
topology.

« Install Analyst's Notebook to connect to your deployment and i2 Analyze Schema Designer to edit
your schema files. For more information, see Installing i2 Analyst's Notebook and Working with i2
Analyze.

2. In the deployment toolkit that you installed, copy the t ool ki t\ exanpl es\ confi gurati ons
\ daod- opal \ confi gur ati on directory to the t ool ki t directory.

3. Enter a user name and password to use with the Solr index and a password to encrypt the LTPA
tokens in the confi gur ati on\ envi ronnent\ credenti al s. properti es file. For more
information about credentials in i2 Analyze, see Specifying the deployment credentials.

4. In a command prompt, navigate to the t ool ki t\ scri pt s directory, and run the following
command to populate some mandatory settings with default values:

setup -t generateDefaults

The envi ronment . properti es andt opol ogy. xm are modified by this toolkit task. For more
information about the default values that are provided, see Configuration files reference.

5. Ini2 Analyze Schema Designer, either create a new schema or open one of the examples to modify.

For information about creating or modifying schema files, see Creating schemas and Charting
schemes.

Example schema files are located in subdirectories of the t ool ki t\ exanpl es\ directory. For more
information, see Example schemas.

Note: If your planned deployment does not include the Information Store and you do not intend to
use a gateway schema, your choice of example here is not important. You just need to set up a valid
development environment.

a. Save the initial version of your schema in the conf i gur at i on\ f ragnment s\ conmon\ \\EB-
I NF\ cl asses directory. A charting scheme file is saved in the same location when you save the
schema.
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b. Keep the schema file open in Schema Designer so that you can make more modifications after
you deploy i2 Analyze.

6. Copy the example security schema to the confi gur ati on\ f ragment s\ conmon\ VIEB- | NF
\ cl asses directory. The example security schema file is located in the t ool ki t\ confi gurati on
\ exanpl es\ securi t y- schema directory. For more information, see Example schemas.

7. Inthe confi gurati on\fragnment s\ conmon\ VEB- | NF\ cl asses
\ Apol | oServer Setti ngsMandat ory. properti es file, set the values of the following settings to
the file names of your schema, charting scheme, and security schema:

 (Gateway. Ext ernal . SchemaResour ce

e CGateway. Ext ernal . Charti ngSchenmesResource

e Dynami cSecuritySchemaResource

For example, Gat eway. Ext er nal . SchenmaResour ce=cust om schema. xni
8. Deploy i2 Analyze:

setup -t depl oy
9. Create an example user that you can use to log in:

setup -t ensureExanpl eUser Regi stry

The user has the user name 'Jenny' and the password 'Jenny'.
10.Start i2 Analyze:

setup -t startLiberty

When you start i2 Analyze, the URI that you can use to connect to it from Analyst's Notebook is
displayed in the console. For example: Web appl i cation avail able (default _host):
http://host _namne: 9082/ opal daod

11.Connect to your deployment by using Analyst's Notebook. Log in with the example 'Jenny’ user.

12.1n Analyst's Notebook, create items on the chart to visualize the i2 Analyze schema by using the
Gateway palette.

What to do next

After you deploy i2 Analyze with the initial schema files, you can develop them for your own data
requirements:

¢ Updating the schema and the charting scheme
e Updating the security schema

After you develop your schema files, you move to the configuration development environment. In the
configuration development environment, you deploy i2 Analyze with the schemas that you developed in
your schema development environment.

You can choose whether to retain your schema development environment. If you need to make small
changes to your schemas later, you can do this in your configuration development environment. If you
need to make more substantial changes, you might create another schema development environment.

When you have finalized your schemas, you can move to the next environment. For more information,
see Configuration development environment.
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Updating the schema and the charting scheme

In the schema development environment, you can quickly deploy your changes to the schema and the
charting scheme. Use this environment to develop the schema and charting scheme for your production
deployment.

About this task

Develop a schema and an associated charting scheme to meet your data requirements. Then update
your schema development environment with the modified schema and charting scheme.

Procedure

1. Ini2 Analyze Schema Designer, modify the schema that is deployed in your schema development
environment. For information about creating or modifying your schema files, see Creating schemas
and Charting schemes.

After you modify your schema, update the deployment with your changes.
1. Update and redeploy the system:

setup -t updat eConnect or sConfi guration
2. Starti2 Analyze:

setup -t restartlLiberty

3. Test the changes to the schema and charting scheme by connecting to your deployment in Analyst's
Notebook and modeling representative data on the chart by using the Gateway palette.

What to do next

Repeat this process until the schema and the charting scheme meet your requirements. When your
schema development is complete, store your schema and charting scheme files in a version control
system.

This is not the final chance to modify the schema, but it should now contain all the entity and link types
that you require, and most of the property types.

When you are satisfied with the schema, develop the security schema for the deployment. For more
information, see Updating the security schema.

Updating the security schema

In the schema development environment, you can quickly make and deploy changes to the i2 Analyze
security schema. Use this environment to develop the security schema for your production deployment.

About this task

Develop a security schema to meet your security requirements. Then update your schema development
environment with the modified security schema.

Procedure

1. Inan XML editor, either create a new security schema or open the one that is deployed in the
schema development environment. For information about creating or modifying a security schema
file for i2 Analyze, see The i2 Analyze Security schema.
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a. Save your security schema in the t ool ki t\ confi gurati on\fragnent s\ conmon\ VIEB- | NF
\ cl asses directory.

b. Ensure that your security schema file is specified in conf i gur ati on\ f ragnent s\ conmon
\ VEEB- | NF\ cl asses\ Apol | oServer Setti ngsMandat ory. properties.

After you modify your security schema, update the deployment with your changes.
1. Update and redeploy the system:

setup -t updateSecuritySchema
setup -t depl oyLi berty

2. Starti2 Analyze:
setup -t restartlLiberty

3. If you changed the names of the user groups in the security schema, update the basic user registry
to match the new names. For more information, see Configuring the Liberty user registry.

4. Test the changes to the security schema by connecting to the deployment in Analyst's Notebook as
different users and changing the security permissions on records that you create.

What to do next

Repeat this process until your security schema meets your requirements. When your security schema
development is complete, store your security schema and Liberty user registry files in a version control
system.

This is not the final time that you can modify the security schema, but you should aim to have most of
the security dimensions and dimension values defined.

After you finish developing your schema files, you can move to the next environment. For more
information, see Configuration development environment.
Configuration development environment

In the configuration development environment, you configure i2 Analyze to meet your requirements. The
aspects of i2 Analyze that you might configure include how your data is added to the system and how
analysts interact with that data.

Development

Configuration
—» development
environment
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After you create your schemas, you can use a configuration development environment to configure i2
Analyze in a single server environment. In the configuration development environment, you deploy i2
Analyze with the same data store as your intended production system.

In this deployment of i2 Analyze, you use any schema files that you previously created. If your intended
production system includes the Information Store and you have not created your schema files, complete
the instructions in Schema development environment.

Creating the configuration development environment

When you create the configuration development deployment, you deploy i2 Analyze on a single server
in the same deployment pattern as your intended production system.

Before you begin

The easiest approach is to use the containerized configuration development environment as your
schema development environment and configuration development environment. The containerized
environment provides functionality that makes it easier to develop your i2 Analyze configuration,
including:

* No requirement to install a database management system locally

» Improved experience for editing configuration files

« A simplified deployment process

After you develop your configuration in the containerized development environment, you can export your
configuration to use with your on-premise deployment toolkit in the pre-production, test, and production
environments.

If you intend your production deployment to contain only the i2 Connect gateway, and to be accessed
only through Analyst's Notebook, you can use your schema development environment as your
configuration development environment. In this scenario, you can move to develop the i2 Analyze
configuration.

If your intended production deployment contains the Information Store, ensure that you have access
to the following files from the schema development environment so that you can copy them to the
configuration development environment:

¢ The Information Store schema

* The associated charting scheme

e The security schema

e The user registry, user-regi stry. xni

If you did not create a schema development environment because you intend your production
environment to contain the Chart Store, you must retrieve equivalent files from the deployment toolkit:

¢ The Chart Store schema, chart - st or age- schenma. xm
« The associated charting scheme, chart - st or age- schema- charti ng- schenes. xm
e The example security schema, exanpl e- dynamni c- security-schema. xm

For deployments that include the Chart Store, the following procedure explains how to create an
example user registry when it becomes necessary to do so.
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Procedure

1.

Install any prerequisite software to prepare your server for the configuration development
environment.

< For the configuration development environment, prepare your server for the Single server
deployment topology with the same components and database management system as in your
intended production system.

Create the configuration directory in the i2 Analyze deployment toolkit.

a. Navigate to the t ool ki t\ exanpl es\ confi gur at i ons directory where you installed i2
Analyze.

b. Copy the confi gur ati on directory from your chosen base configuration to the root of the
toolkit. For example, copy the t ool ki t \ exanpl es\ confi gurati ons\i nf or mati on-
st or e- opal \ confi gur ati on directory to the t ool ki t directory. For more information about
the different base configurations, see The base configurations.

If you are using SQL Server as your database management system, copy the example

t opol ogy. xm file from confi gur ati on\ exanpl es\ t opol ogy\ sql server to the
configuration\environment directory. Overwrite the existing t opol ogy. xnl file in the
destination directory.

If you are using IBM HTTP Server, in the t opol ogy. xni file set the value of the ht t p- ser ver -
host attributetot r ue.

To allow the deployment toolkit to create and modify components of i2 Analyze, you provide user names
and passwords for each of the components in your configuration.

1.

Specify the user names and passwords to use for the deployment in the t ool ki t\ confi gurati on
\environnent\ credential s. properti es file. For more information about credentials in i2
Analyze, see Specifying the deployment credentials.

Copy the JDBC driver to use with the deployment to the confi gur ati on\ envi r onnent \ conmon
\'j dbc- dri ver s directory. For more information, see Specifying the JDBC driver. You do not need
to provide a JDBC driver for deployment that contains only the i2 Connect gateway.

Use the deployment toolkit to populate some of the mandatory settings with default values:
setup -t generateDefaults

The envi ronment . properti es andt opol ogy. xm are modified by this toolkit task. For more
information about the default values that are provided, see Configuration files reference.

Specify the i2 Analyze schema, charting scheme, and security schema that you previously prepared.
a. Copy your i2 Analyze schema, charting scheme, and security schema files to the
configuration\fragnment s\ common\ VEB- | NF\ cl asses directory.

b. Inthe confi gurati on\fragnment s\ conmon\ VEB- | NF\ cl asses
\ Apol | oServer Setti ngsMandat ory. properti es file, set the file names of the schema,
charting scheme, and security schema.

¢ If your deployment includes the Information Store or the Chart Store, set SchemaResour ce
and Charti ngSchemesResour ce.

¢ If your deployment includes the i2 Connect gateway and you have developed
a gateway schema, set Gat eway. Ext er nal . SchenaResour ce and
Gat eway. Ext ernal . Charti ngSchenesResour ce

¢ In both cases, set Dynami cSecuritySchemaResour ce
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5. Deploy i2 Analyze:
setup -t depl oy

6. If you created a schema development environment, copy the user registry file from that environment
to the depl oy\ Wl p\ usr\ shar ed\ conf i g directory in the new environment.

If you did not create a schema development environment, execute the following command to create
an example user that you can use to log in:

setup -t ensureExanpl eUser Regi stry
The user has the user name 'Jenny' and the password 'Jenny".
7. Starti2 Analyze:
setup -t start
The URI that users must specify is displayed in the console. For example:

Web application available (default_host): http://host_name: 9082/ opal /

What to do next

After you deploy i2 Analyze, you can begin Developing the i2 Analyze configuration.

Developing the i2 Analyze configuration

At this stage of the production deployment process, you can use the configuration development
environment to define how the i2 Analyze application behaves specifically for your organization.

About this task

Developing the configuration is separated into two parts: enabling i2 Analyze to work with your data, and
defining how analysts interact with your data.

The i2 Analyze deployment in the configuration development environment is not your final deployment.
When you are configuring the deployment, use small amounts of data with a few users to ensure that
the processes are functional.

Procedure

Depending on the composition of your deployment, there are three methods that you can use to get
your data into i2 Analyze for analysis.

1. To develop the process for ingesting data into the Information Store, refer to Ingesting data into the
Information Store.

2. To develop connections to external data sources, refer to Connecting to external data sources.

3. Ensure that analysts can import and create representative records in Analyst's Notebook. Then, if
required, upload records to the Information Store. For more information, see Import data and Create
i2 Analyze chart items.

When you develop the process to get your data into i2 Analyze, you might realize that your schema
or security schema are not correct for your data. You can update the deployed schemas to better
represent your data and security model. Some changes require you to remove and recreate the
underlying database.

1. To update your deployed Information Store or Chart Store schema, refer to Changing the schema.
2. To update your deployed security schema, refer to Configuring the security schema.
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After you develop the mechanisms for making data available to analysts, you can configure how
analysts interact with the data when they use the system. The list of things that you can configure
includes:

1. To configure which features or types of commands analysts can access, refer to Controlling access
to features.

2. To configure how analysts search for information, and the options that are available to them, refer to
Configuring search.

3. To configure how analysts can identify matching records, refer to Configuring matching.

4. To configure user security, refer to Configure user authentication and authorization.
For more information about the configuration changes that you can make, see Configuring i2
Analyze.

What to do next

After you configure your deployment sufficiently in the single-server environment, you can move to
another environment that is more representative of the production deployment. Keep your configuration
development environment in place so that you can access the confi gur ati on directory in later
phases of the production process, and return to it to make further configuration changes.

Next, create the Pre-production environment.

Pre-production environment

Your target deployment topology is probably different from the single-server configuration development
environment. In the pre-production environment, deploy i2 Analyze in the deployment topology that
matches your intended production deployment.

Development

Pre-production
environment

After you develop the i2 Analyze configuration, you can use a more representative pre-production
environment for aspects of the configuration that rely on environment-specific variables. In this
environment, deploy i2 Analyze in the same physical deployment topology as the target production
deployment. For example, you might modify the configuration to deploy the components of i2 Analyze
on multiple servers or with high availability.
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Creating the pre-production environment

In the pre-production environment, you can deploy i2 Analyze in the same physical deployment topology
as your target production deployment. The process starts with your configuration from the configuration
development environment, which you modify to match your chosen deployment topology.

Before you begin

Ensure that you have access to the following files and directories so that you can copy them to the pre-
production development environment:

« Thetool ki t\ configurati on directory from the configuration development environment
« Liberty user configuration, for example:

e user-registry.xm

e server.xm

< Any configuration that you completed in the Information Store database. For example, your merged
property values definition views.

* Any certificates and certificate stores that are required

If you are planning to deploy in production with high availability, you should configure and deploy high
availability in the pre-production environment to develop the configuration. To create a pre-production
environment configured for high availability, complete the instructions in i2 Analyze with high availability
rather than the steps on this page.

About this task

Create your pre-production environment, and update your configuration to match the physical
deployment topology of the pre-production environment.

Procedure

1. Install any prerequisite software to prepare your servers for the pre-production environment. For
the pre-production environment, use the same deployment topology as your intended production
environment. For more information, see Deployment topologies.

2. Copy the t ool ki t\ confi gurati on directory from the configuration development environment,
to the t ool ki t directory at the root of the deployment toolkit on the Liberty server in the pre-
production environment.

3. Update the values for any configuration settings that are specific to the environment.

a. If you are creating a deployment with a database that is remote from the Liberty server, follow the
instructions in Specifying remote database storage to update the envi r onnent . properti es
and t opol ogy. xm files for this deployment topology.

b. If you are creating a deployment with multiple Solr and ZooKeeper servers, follow the instructions
in Specifying remote Solr and ZooKeeper servers to update the t opol ogy. xni file for these
deployment topologies.

The envi ronnent . properties, http-server. properties, andt opol ogy. xnl contain
host name and file path settings that you might need to update for the servers in your pre-production
environment. For more information, see Configuration files reference.

4. If your deployment uses a proxy server or load balancer to route requests from clients, ensure that
it is configured for use with i2 Analyze. Specify the URI that clients use to connect to i2 Analyze. For
more information, see Deploying a proxy server for use with i2 Analyze.
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5. Deploy and start i2 Analyze:

¢ In a single-server topology, or with a remote database only, see Deploying i2 Analyze.
¢ In a multiple-server topology, see Deploying i2 Analyze on multiple servers.

After you deploy i2 Analyze, you can replicate any configuration changes that are not stored in the
configuration of i2 Analyze.

1. Configure Liberty security for your environment. To do this, repeat any changes that you made to the
Liberty configuration in the previous environment. This might involve copying the user registry file, or
updating the ser ver. xm file.

2. Complete any configuration changes in the Information Store database.

a. If you created any rules or schedules to delete records by rule, replicate the rules and schedules
that you created in the previous environment.

b. If you created any merged property values definition views for your ingestion process, replicate
the view definition that you created in the previous environment.

What to do next

After you deploy i2 Analyze in the pre-production development environment, you might want to
configure aspects of the deployment that are topology specific. For example, in a multiple-server
environment you can secure the connections between servers by using SSL.

To configure i2 Analyze in pre-production, see Configuring i2 Analyze in pre-production.

Configuring i2 Analyze in pre-production
In the pre-production environment, configure the aspects of i2 Analyze that depend on the deployment
topology.
Procedure

1. To configure SSL connections between the servers in your deployment, refer to Secure Sockets
Layer connections with i2 Analyze.

2. To develop the process for backing up and restoring your deployment of i2 Analyze, refer to Backing
up a deployment.

3. To understand how to administer high availability and develop your continuous operation processes,
refer to Administering high availability.

What to do next

After you configure i2 Analyze sufficiently, you can move to the test environment. Keep your pre-
production environment in place so that you can access the conf i gur at i on directory in later phases
of the production process, and return to it to make further configuration changes.

Next, create the Test environment.
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Test environment

The second phase of creating a production deployment focuses on testing. This phase is important,
because it enables you to identify any changes to the environment or configuration that must be
completed before you deploy into production.

Test

|
I
I
I
I
I .
—|-> Test environment
I
I
I

L

You use a test environment to test the deployment to ensure that it meets the requirements of the
production deployment. The test environment should match the production environment as closely as
possible. In the test environment, perform comprehensive testing of the deployment against the final
requirements with a selection of the users and a sample data set.

Creating the test environment

In the test environment, you deploy i2 Analyze with the configuration that you developed previously.
With i2 Analyze deployed in the test environment, you can perform comprehensive testing of the
deployment to confirm that it meets your production requirements.

Before you begin

Ensure that you have access to the following files and directories so that you can copy them to the test
environment:

 Thetool ki t\ configurati on directory from the pre-production environment
« Liberty user configuration, for example the server. xni file

< Any configuration that you completed in the Information Store database. For example, your merged
property values definition views.

* Any certificates and certificate stores that are required

If you are planning to deploy in production with high availability, complete the instructions in i2 Analyze
with high availability rather than the steps on this page.

Procedure

1. Install any prerequisite software to prepare your servers for the test environment. For the test
environment, use the same deployment topology as in your pre-production environment. For more
information, see Deployment topologies.

2. Copythet ool ki t\ confi gurati on directory from the pre-production environment to the
t ool ki t directory at the root of the deployment toolkit on the Liberty server in the test environment.
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3. Update the values for any configuration settings that are specific to the environment.
envi ronment . properties, http-server. properties, andtopol ogy. xnl contain settings
that you might need to update. For more information, see Configuration files reference.

4. If your deployment uses a proxy server or load balancer to route requests from clients, ensure that
it is configured for use with i2 Analyze. Specify the URI that clients use to connect to i2 Analyze. For
more information, see Deploying a proxy server for use with i2 Analyze.

5. Deploy and start i2 Analyze:

« In a single-server topology, or with a remote database only, see Deploying i2 Analyze.
* In a multiple-server topology, see Deploying i2 Analyze on multiple servers.

After you deploy, you can replicate any configuration changes that are not stored in the configuration of
i2 Analyze.

1. Configure Liberty security for your environment. To do this, repeat any changes that you made to the
Liberty configuration in the previous environment. This might involve copying the user registry file, or
updating the server. xm file.

2. Complete any configuration changes in the Information Store database.

a. If you created any rules or schedules to delete records by rule, replicate the rules and schedules
in the current environment.

b. If you created any merged property values definition views for your ingestion process, replicate
the view definitions in the current environment.

What to do next

After you deploy i2 Analyze in the test environment, you can test your deployment to ensure that it
meets the requirements of your organization.

For information about testing i2 Analyze, see Testing your deployment.

Testing your deployment
In your test environment, complete the comprehensive testing of the system that is required to prove
that the deployment is ready for production.

About this task

Create a test charter that contains a list of tests that you can use to verify that your deployment is ready
for production.

In your test environment, you should use real data at a representative volume.

Procedure

1. Create the test charter.
Focus your test charter in the following areas that are applicable to your deployment:
« Data ingestion into the Information Store
« Data deletion from the Information Store
« Data acquisition from external sources
e Searching and analyzing data
« Storing and retrieving charts in the Chart Store

© N. Harris Computer Corporation



Deploying i2 Analyze | 52

« Performance of the system
e Backup and recovery of the system
« High availability and continuous operations after server failure

After you create a test charter for your deployment, you can start your testing.

1. Complete each test in your charter, and record if the deployment passed or failed each test.

2. If any of the tests fail, return to your development or pre-production environment and change the
configuration. Then, deploy the same change to the test environment and repeat the testing.

What to do next

After you test i2 Analyze sufficiently, you can move to the production phase. Keep your test environment
in place, so that you can access the conf i gur at i on directory in later phases of the production
process and continue to test any changes to your configuration.

Next, complete the instructions in Production environment.

Production environment

The third phase of the deployment process focuses on deploying into production. In this phase you
make your deployment of i2 Analyze available to users.

Production

Production

environment
I
I
I
|

You use a production environment to host the deployment in production. When you have a configuration
of i2 Analyze that passed your test phase, you can deploy i2 Analyze with that configuration into your
production environment.

In the production environment, run the tests again to confirm that the deployment is working
successfully. If these tests are successful, you can make the deployment available to users. If the tests
are not successful, you must return to your test or development environment to make any necessary
changes. Then, complete the test phase once more.
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Creating the production environment

To deploy i2 Analyze in production, you use the i2 Analyze configuration that you developed previously.
Before you deploy i2 Analyze, update the configuration to reflect any environment changes.

Before you begin

Ensure that you have access to the following files and directories so that you can copy them to the
production environment:

 Thetool ki t\ configurati on directory from the test environment
< Liberty user configuration, for example the server. xni file

< Any configuration that you completed in the Information Store database. For example, your merged
property values definition views.

* Any certificates and certificate stores that are required

If you are planning to deploy with high availability, complete the instructions in i2 Analyze with high
availability rather than the steps on this page.

Procedure

1. Install any prerequisite software to prepare your servers for the production environment. For the
production environment, use the same deployment topology as in your test environment. For more
information, see Deployment topologies.

2. Copy thet ool ki t\ confi gurati on directory from the test environment to the t ool ki t directory
at the root of the deployment toolkit on the Liberty server in the production environment.

3. Update the values for any configuration settings that are specific to the environment.
envi ronment . properties, http-server. properties, andtopol ogy. xm contain settings
that you might need to update. For more information, see Configuration files reference.

4. If your deployment uses a proxy server or load balancer to route requests from clients, ensure that
it is configured for use with i2 Analyze. Specify the URI that clients use to connect to i2 Analyze. For
more information, see Deploying a proxy server for use with i2 Analyze.

5. Deploy and start i2 Analyze:
¢ In a single-server topology, or with a remote database only, see Deploying i2 Analyze.
* In a multiple-server topology, see Deploying i2 Analyze on multiple servers.

After you deploy i2 Analyze, you can replicate any configuration changes that are not stored in the
configuration of i2 Analyze.

1. Configure Liberty security for your environment. To do this, repeat any changes that you made to the
Liberty configuration in the previous environment. This might involve copying the user registry file, or
updating the server. xm file.

2. Complete any configuration changes in the Information Store database.

a. If you created any rules or schedules to delete records by rule, replicate the rules and schedules
in the current environment.

b. If you created any merged property values definition views for your ingestion process, replicate
the view definitions in the current environment.
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What to do next

Complete testing of the deployment to ensure that it is working in the production environment before you
make i2 Analyze available to users.

Deployment resources
The deployment resources section contains information that is referenced elsewhere in the deployment
section. The information is used in a many places throughout the deployment process.
Deployment topologies

You can use the deployment toolkit to deploy i2 Analyze in a number of different physical topologies.
Throughout the process of creating a production deployment, you might use several of them depending
on your purpose at the time.

The following diagrams show the servers that are used in each deployment topology, the prerequisites
that are required on each server, and the components of i2 Analyze that are deployed.

i2 Connect gateway only (single server)

In the i2 Connect gateway only deployment, all of the components of i2 Analyze are on the same server.
No database management system is required.

i2 Connect only topology
i2 Analyze server
Prerequisites Deployed components
i2 Analyze toolkit

Configuration

i2 Analyze

On the i2 Analyze server, install the prerequisites by following these instructions:

e Installing i2 Analyze
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Single server

In the single-server topology, all of the components of i2 Analyze are on the same server.

Single-server topology

i2 Analyze server
Prerequisites | Deployed components
i2 Analyze toolkit I
Configuration | i2 Analyze '"foémaﬁon
ore
Database I
management system I
| e

On the i2 Analyze server, install the prerequisites by following these instructions:

¢ Installing i2 Analyze
* Installing a database

Multiple servers

In the multiple-server topology, each component of i2 Analyze is on its own server.
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Multiple-server topology

Liberty server Solr servers
Prerequisites l Deployed components Prerequisites l Deployed components

i2 Analyze tool kit i2 Analyze toolkit |

i2 Anayze Configuration

Configuration

Database management

system client

Database management server ZooK eeper servers

Prerequisites l Deployed components Prerequisites l Deployed components
i2 Anayze toolkit
| == I
Database management .
system | Information Configuration | ZooK eeper
Store | hosts

In the diagram, Liberty, Solr, ZooKeeper, and the Information Store (or the Chart Store) are each
deployed on their own server.

You can also have a multiple-server deployment topology in which any of number of the components
are located on the same server.

On the Liberty server, install i2 Analyze, the database management system client, and optionally the
HTTP server:

e Installing i2 Analyze
e PostgreSQL client or Db2 client or SQL Server client

On your database management server, install your database management system:
« Installing PostgreSQL or Installing Db2 or Installing SQL Server
On each Solr and ZooKeeper server, install i2 Analyze:

e Installing i2 Analyze
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The i2 Analyze deployment toolkit

The deployment toolkit contains scripts and components that you need to deploy and maintain i2
Analyze. Configuring components within the toolkit allows you to deploy consistently to the same
locations with the same settings.

Directories

The deployment toolkit contains files in several directories. On most occasions, you need to interact with
only three of the directories:

* The exanpl es directory includes the base configurations that you can use to create example
deployments, example data, and an example i2 Connect connector.

e« The confi gurati on directory contains files that you must update with information specific to your
deployment.

Note: When the deployment toolkit is first installed, this directory does not exist. At the start of
deployment, you use one of the base configurations to create this directory.

e« The scri pt s directory contains the set up script that you use to deploy and configure i2 Analyze.

The set up script

The set up script completes tasks that apply configuration and other changes to deployments of i2
Analyze. For a list of available tasks and other information, refer to Deployment toolkit tasks.

Alternatively, on the i2 Analyze server, open a command prompt and navigate to t ool ki t\ scripts
and run one of the following commands:

setup -h
The - h argument displays the usage, common tasks, and examples of use for the set up script.
setup -a
The - a argument displays the same content as when you use - h, and a list of additional tasks.
Note: On Linux, whenever you run the set up script you must prefix its name with *. / . For example, . /
setup -t depl oy.

The base configurations

In the i2 Analyze deployment toolkit, several base configurations are available. To reduce the amount
of configuration that you need to complete, you can start from the configuration that is closest to the
requirements of your final deployment pattern.

The i2 Analyze deployment toolkit includes the following base configurations:

chart-storage

The chart - st or age base configuration contains settings for a deployment of i2 Analyze that includes:
« A Chart Store only

Users can connect to the deployment with the following client:

e Analyst's Notebook

information-store-opal

The i nf or mat i on- st or e- opal base configuration contains settings for a deployment of i2 Analyze
that includes:

© N. Harris Computer Corporation



Deploying i2 Analyze | 58

* An Information Store (and a Chart Store)
Users can connect to the deployment with the following clients:

¢ Analyst's Notebook
* i2 Notebook web client
* i2 Investigate web client

daod-opal
The daod- opal base configuration contains settings for a deployment of i2 Analyze that includes:

« The i2 Connect gateway only, which can provide access to other data stores through connectors that
you create

Users can connect to the deployment with the following client:
¢ Analyst's Notebook
chart-storage-daod

The chart - st or age- daod base configuration contains settings for a deployment of i2 Analyze that
includes:

* A Chart Store

¢ The i2 Connect gateway, which can provide access to other data stores through connectors that you
create

Users can connect to the deployment with the following clients:

e Analyst's Notebook
* |2 Notebook web client

information-store-daod-opal

The i nf or mat i on- st or e- daod- opal base configuration contains settings for a deployment of i2
Analyze that includes:

¢ An Information Store (and a Chart Store)

* The i2 Connect gateway, which can provide access to other data stores through connectors that you
create

Users can connect to the deployment with the following clients:

e Analyst's Notebook
¢ i2 Notebook web client
¢ i2 Investigate web client

It is possible to extend your deployment after you select and deploy a base configuration by adding the
appropriate components and configuration files.

For more information about the components that are included in a deployment of i2 Analyze, see
Understanding components.
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Example schemas
The i2 Analyze deployment toolkit includes example schema files that you can use as a starting point for
your own schemas.

Example i2 Analyze schemas

The deployment toolkit includes five pairs of example i2 Analyze schemas and associated charting
schemes in the t ool ki t\ exanpl es\ schemas directory:

Law Enforcement

The law enforcement schema deals with criminal activity. It contains entity and link types that are
designed to track connections within criminal networks.

Commercial Insurance

The commercial insurance schema deals with fraud in a commercial setting. It contains entity and link
types that are designed to track financial transactions such as credit card payments and insurance
claims.

Military

The military schema helps with military intelligence tracking. It contains entity and link types that target
military operations.

Signals Intelligence

The signals intelligence schema focuses particularly on the cellphones and cell towers that are involved
in mobile telecommunications, and on the calls that take place between them.

Chart Storage
The chart storage schema is not an example of a particular domain, but rather the starting point for any

deployment of i2 Analyze that includes only the Chart Store.

Example security schema

The example security schema files specify a number of security dimensions and dimension values, and
security groups for users.

After you create the t ool ki t\ confi gur ati on directory by copying it from the base configuration
of your choice, you can find an appropriate example security schema file in the t ool ki t
\ confi guration\ exanpl es\ security-schena directory.

Deployment toolkit tasks

The following toolkit options and tasks are available to use with the set up script in the deployment
toolkit.

usage: setup -t TASK

Argument name Argument Description
-h, --help Shows this help message, and exits
-a, --additional Shows additional arguments and tasks, and exits
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Argument name

Argument Description

-t, --task <task>

Specifies the task to perform

-S, --server <server> Specifies the server profile to manage

SW,o--war <war > Specifies the war name

-co, --collection <collection> Specifies the solr collection ID

-id, --id <ids> Specifies the ids of the components to manage

-hn, --hostname <hostnanme> Restrict the task to operate only on components
with the specified hostname attribute

-1, --locale <local e> Specify the language code of the schema files to
use in the example deployment

--all Apply the operation to all applicable components

-sn, --schenmaNane <Schena> Specify the name of the schema file to use in the
example deployment

-e, --exanpl eData <Exanpl e Data> Specify the name of the directory containing the
example data to ingest

-f, --force Suppress the warning prompt that is associated
with tasks that might result in data loss

--scripts Generates scripts

-st, --stacktrace Print the full stacktrace if an error occurs

The following installation and deployment tasks

are available

Name

Description

installLiberty

Installs Liberty from the Liberty binaries
in the toolkit, to the directory specified in
environment.properties.

i nstal | Zookeeper

Installs ZooKeeper from the ZooKeeper binaries
in the toolkit, to the directory specified in
environment.properties.

instal |l Sol r

Installs Solr from the Solr binaries in the toolkit, to
the directory specified in environment.properties.

depl oyExanpl e

Deploys i2 Analyze with default files and settings.
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Name

Description

i ngest Exanpl eDat a

Ingests entity and link record examples into the
Information Store.

depl oy

Creates the databases, creates the application
profile, and deploys i2 Analyze.

depl oyLi berty

Deploys the i2 Analyze application into Liberty.

start Starts all i2 Analyze services on the current
server.

stop Stops all i2 Analyze services on the current
server.

restart

Restarts all i2 Analyze services on the current
server.

confi gSummary

Summarizes the configuration of the toolkit.

versi on

Summarizes the deployment version information.

Examples of use:

e setup -t depl oyExanpl e

e setup -t ingestExanpl eData
e setup -t depl oy

* setup -t start

e setup -t configSummary

The following upgrade tasks are available

Name

Description

upgr ade

Upgrades the configuration files, and upgrades i2
Analyze.

upgr adeConfi gurati on

Upgrades the configuration files for an Information
Store deployment.

upgr adeZookeeper

Upgrades ZooKeeper and ZooKeeper
configuration files to the version required by the
toolkit.

upgr adeSol r

Upgrades Solr and Solr configuration files to the
version required by the toolkit.
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Name Description

upgr adeDat abases Upgrades the Information Store database and
clears the search index if required.

upgradeSol r Col | ecti ons Upgrades ZooKeeper and Solr, and creates a new
collection if required.

upgradeli berty Upgrades Liberty to the version required by the
toolkit.

Examples of use:

e setup -t upgrade
e setup -t upgradeConfiguration
e setup -t upgradeSolr -hn "exanple.solr.hostnane”

The "upgradeZookeeper", "upgradeSolr", "upgradeDatabases", and "upgradeSolrCollections" tasks
support an optional -hn argument that restricts their effect to a single host.

The following administration tasks are available

Name Description

repl ayFronili mest anp Starts Liberty in a mode that replays all

events since the time specified by the
‘datetime.to.replay.from' property in environment-
advanced.properties.

configureHtt pServer (Deprecated) Sets up the reverse proxy
configuration for IBM HTTP Server.

enabl eLi ber t yAdm nCent er Enable the Liberty Admin Center.

di sabl eLi bert yAdni nCent er Disable the Liberty Admin Center.

generat eDefaul ts Configures the environment with default property
values.

ensur eBasi cUser Regi stry Configures the application for basic user registry

authentication.

ensur eExanpl eUser Regi stry Populates the user registry with an example user
and user groups that map to the example security
schema.

addl nformationStore Generates a fragment for the Information Store,

and updates topology.xml.

addl 2Connect Updates topology.xml for i2 Connect.
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Name

Description

updat eConnect or sConfi gurati on

Updates the i2 Analyze server with the connection
details of the connectors defined in topology.xml.
In a deployment without the Information Store, the
i2 Analyze schema and charting schemes are also
updated.

updat eSchena

Updates i2 Analyze to conform to the schema file
referenced in the configuration.

updat eSecuritySchena

Updates i2 Analyze to use the security schema file
referenced in the configuration.

updat eLi veConfi gurati on

Updates the i2 Analyze server with the latest
version of the files in the configuration/live
directory from the deployment toolkit.

gener at eAnal yzeSchemaFr onl Base

Generates an i2 Analyze schema and charting
schemes from an iBase database.

cr eat eDat abaseSt or age

Creates the database storage*

cr eat eDat abases

Creates the database storage and tables*

nmodi fyl nf or mat i onSt or eDat abase

Runs the informationStoreModifications.sql script
on the Information Store database.

dropTabl es

Drops all of the tables from the database but
leaves the database intact*

dr opDat abases

Drops the entire database and de-allocates
storage*

enptyl nformati onStore

Empties the Information Store of data, apart from
metadata.

addl nf or mat i onSt or el ngesti onSour ce

Adds or replaces information about an ingestion
source to the Information Store.

createl nformati onSt oreSt agi ngTabl e

Creates an Information Store staging table for a
specific entity or link type.

i ngest | nformati onSt or eRecor ds

Ingests records into the Information Store.

del et eProvenance

Deletes (entity/link) provenance from the
Information Store.

previ ewDel et eProvenance

Previews deleting (entity/link) provenance from
the Information Store.
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Name

Description

syncl nformati onSt oreCorrel ation

Synchronizes data in the Information Store after a
correlation operation failed during ingestion.

enabl eMer gedPr opert yVal ues

Creates the database views used to define the
property values of merged i2 Analyze records.

di sabl eMer gedPr opert yVal ues

Removes the database views used to define the
property values of merged i2 Analyze records.

dupl i cat ePr ovenanceCheck

Checks the Information Store for duplicated origin
identifiers. Any provenance that has a duplicated
origin identifier is added to a staging table.

dupl i cat eProvenanceDel et e

Deletes (entity/link) provenance from the
Information Store that has duplicated origin
identifiers. The provenance to delete is
identified in the staging tables created by the
duplicateProvenanceCheck task.

del et eOr phanedDat abasebj ect s

Deletes (entity/link) database objects that are not
associated with an i2 Analyze record from the
Information Store.

creat eEtl Tool ki t

Creates a DataStage ETL toolkit that contains the
files DataStage requires to run pipeline jobs.

gener at el nf ormat i onSt or el ndexCr eat i onS

CEéiirates InfoStore ‘create indexes' DDL scripts
for the specified item type

gener at el nformat i onSt or el ndexDr opScri p

Senerates InfoStore 'drop indexes' DDL scripts for
the specified item type

cl ear Dat a

Clears the search index and all the data in the
database.

cl ear Sear chl ndex

Clears the search index.

cl ear LTPAKeys

Clears the LTPA keys.

clearlnformati onSt oreSt agi ngSchena

Clears all the tables in the Information Store
Staging Schema.

dr opl nf ormat i onSt or eErr or Tabl es

Removes the ERROR and _REJECT tables from
the Information Store.

backupDat abases

Backs up the database. i2 Analyze must be
stopped first.

© N. Harris Computer Corporation



Deploying i2 Analyze | 65

Name

Description

r est or eDat abases

Restores the database from a specified
timestamp. i2 Analyze must be stopped first.

backupSol r

Backs up the Solr index and ZooKeeper
configuration.

restoreSolr

Restores the Solr index and ZooKeeper
configuration from a specified timestamp. i2
Analyze must be stopped first.

backupConfi guration

Backs up the i2 Analyze and Liberty configuration.

rest oreConfiguration

Restores the i2 Analyze and Liberty configuration
from a specified timestamp. i2 Analyze must be
stopped first.

val i dat eBackups

Validates that the timestamps of the backups
specified are in the correct chronological order.

reset Pri vacyAgreenents

Resets privacy agreements acceptance state.

showChanges

Outputs the changes to i2 Analyze since the
previously installed version to the command line.

The "clearData" and "clearSearchindex" tasks support an optional -co argument that restricts their effect

to a single Solr collection.

Example of use:

e setup -t clearData -co "solr.collection.id"

* The exact behavior of these tasks may change depending on the chosen database engine.

Tasks for DB2 only

Name

Description

cat al ogRenpt eDB2Nodes

Adds a remote database server entry to the DB2
node directory for each remote DB2 database that
is defined in topology.xml

uncat al ogRenot eDB2Nodes

Removes the remote database server entry in
the DB2 node directory for each remote DB2
database that is defined in topology.xml.

r ecat al ogRenot eDB2Nodes

Removes, then re-adds the remote database entry
in the DB2 node directory for each remote DB2
database that is defined in topology.xml.
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Name

Description

i st DB2NodeDi rectory

Lists the contents of the DB2 node directory.

cat al ogDB2Dat abases

Adds an entry to the system database directory
for each DB2 database that is defined in
topology.xml. If the database is remote from the i2
Analyze server, the database is cataloged at the
node specified for that database in topology.xml.

uncat al ogDB2Dat abases

Removes the entry in the system database
directory for each DB2 database that is defined in
topology.xml.

r ecat al ogDB2Dat abases

Removes, then re-adds the entry in the system
database directory for each DB2 database that is
defined in topology.xml.

| i st DB2Syst enDat abaseDi rect ory

Lists the contents of the local DB2 system
database directory.

Examples of use:

e setup -t catal ogRenot eDB2Nodes

e setup -t catal ogDB2Dat abases

In addition to the start, stop and restart tasks, the following tasks are available

Name

Description

startLiberty

Starts Liberty.

st oplLi berty

Stops Liberty.

restartlLiberty

Restarts Liberty.

st art Sol r AndZk

Starts the Solr nodes and ZooKeeper hosts.

st opSol r Andzk

Stops the Solr nodes and ZooKeeper hosts.

restart Sol r AndzZk

Restarts the Solr nodes and ZooKeeper hosts.

st art Sol r Nodes

Starts the Solr nodes.

st opSol r Nodes

Stops the Solr nodes.

restart Sol r Nodes

Restarts the Solr nodes.

start ZkHost s

Starts ZooKeeper hosts.
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Name

Description

st opZkHost s

Stops ZooKeeper hosts.

restart ZkHost s

Restarts ZooKeeper hosts.

Examples of use:

e setup -t start Sol r Andzk

e setup -t stopzZkHosts -id "1, 3"
e setup -t restartSol rNodes -id nodel

e setup -t startSol rNodes -hn "exanpl e. sol r. host nane"

The "SolrNodes" and "ZkHosts" tasks support an optional -id argument.

The comma-separated list of identifiers that you specify restricts the task to the nodes and hosts with

matching identifiers in the topology.

The "SolrNodes" and "ZkHosts" tasks support an optional -hn argument that restricts their effect to a

single host.

The following Solr and ZooKeeper tasks are available

Name

Description

cr eat eSol r Nodes

Creates the Solr nodes that are defined in
topology.xml. If the nodes already exist, their
configuration is updated.

cr eat eZkHost s

Creates the ZooKeeper hosts that are defined
in topology.xml. If the hosts already exist, their
configuration is updated.

get ZkSt at us

Reports the status of the ZooKeeper hosts that
are defined in topology.xml.

cr eat eAndUpl oadSol r Confi g

Creates and uploads the Solr configuration to the
ZooKeeper hosts.

createSol rCol | ecti ons

Creates the Solr collections that are defined in
topology.xml.

del et eSol r Col | ecti ons

Deletes the Solr collections that are defined in
topology.xml.

addSol r Repl i cas

Creates more Solr replicas after the num-replicas
setting in topology.xml is increased.

del et eExcessSol r Repl i cas

Deletes Solr replicas after the num-replicas setting
in topology.xml is decreased.
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Name

Description

del et eAl | Sol r Repl i cas

Deletes Solr replicas until there is only one replica
per shard.

sol rRepl i caSt at us

Checks that all Solr replicas are in sync with each
other.

updat eSol r Repl i caPl acenent Pl ugi n

Updates the Solr replica placement
plugin with the configuration from
solr.replica.placement.plugin.json.

checkSol r Col | ecti onVer si ons

Checks the versions of all Solr collections and
reports on whether they need to be upgraded. Use
the -co flag to check a specific collection.

upgr adeAl | Sol r | ndexes

Deletes and re-creates the Solr collections to
bring them up to date. As a result, the data for the
'main’, 'match’, and ‘chart' indexes is reindexed.
Other index types are cleared.

upgr adeMai nl ndex

Deletes and re-creates the 'main' Solr collection
to bring it up to date. As a result, the data is
reindexed.

upgr adeMat chl ndex

Deletes and re-creates the 'match' Solr collection
to bring it up to date. As a result, the data is
reindexed.

upgr adeChart | ndex

Deletes and re-creates the 'chart' Solr collection
to bring it up to date. As a result, the data is
reindexed.

upgr adeTr ansi ent | ndexes

Deletes and re-creates the transient Solr
collections to bring them up to date. As a result,
the data is cleared.

Examples of use:

e setup -t createSol rNodes -hn "exanpl e. sol r. host name"

e setup -t createSolrCollections -co "solr.collection.id"

These tasks support an optional -hn argument that restricts their effect to a single host.

The "createAndUploadSolrConfig

createSolrCollections”, and "deleteSolrCollections" tasks support an

optional -co argument that restricts their effect to a single Solr collection.
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The following tasks manage main indexes and match indexes. ZooKeeper and the application
server must be running for these commands to succeed

Name

Description

swi t chSt andbyMat chl ndexToLi ve

Sets the standby match index to live if it is
READY, and sets the previous live match index to
standby.

cl ear St andbyMat chl ndex

Deletes the contents of the standby match index
and sets its state to DISABLED.

updat eMat chRul es

Uploads the system match rules and applies
them to the standby match index, which starts
BUILDING again.

swi t chSt andbyMai nl ndexToLi ve

Sets the standby main index to live if it is READY,
and sets the previous live main index to standby.

cl ear St andbyMai nl ndex

Deletes the contents of the standby main index
and sets its state to DISABLED.

r ebui | dSt andbyMai nl ndex

Instructs the standby main index to start
BUILDING again, if it exists.

swi t chSt andbyChart | ndexToLi ve

Sets the standby chart index to live if it is READY,
and sets the previous live chart index to standby.

cl ear St andbyChar t | ndex

Deletes the contents of the standby chart index
and sets its state to DISABLED.

rebui | dSt andbyChart | ndex

Instructs the standby chart index to start
BUILDING again, if it exists.

pausel ndexPopul ati on

Pauses index population for a specified index or
all indexes. Population is paused until the Liberty
server restarts.

resunel ndexPopul ati on

Resumes index population for a specified index or
all indexes where population is currently paused.

12 Analyze deployment settings

Some settings in the deployment toolkit require values that are specific to the environment that you are
deploying in. Although these settings can sometimes use the default values, at different times during
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the production process you might need to specify values that meet your environment and deployment
requirements.

Specifying the deployment credentials

To allow the deployment toolkit to update the database, Lightweight Third-Party Authentication (LTPA)
keys, and Solr search platform components, you must provide user names and passwords. The user
names and passwords that you provide allow the system to set up and administer components of i2
Analyze, and are not used to access i2 Analyze.

About this task

Database

For the database that is identified in t opol ogy. xmi , you must specify a user name and a
password in the cr edenti al s. properti es file. The set up script uses this information to
authenticate with the database.

Note: The user that you specify must have privileges to create and populate databases in the
database management system.

The database credentials are stored in the following format:

db. i nf ost or e. user - nane=<user nane>
db. i nf ost or e. passwor d=<passwor d>

For example:

db. i nfostore. user-nane=adni n
db. i nf ost or e. passwor d=passwor d

The db. i nf ost ore. trust st ore. passwor d credential is used only when you configure the
connection between the database and Liberty to use SSL. If you are not using SSL to secure this
connection, you do not need to specify a value for the db. i nf ost ore. trust st ore. password
credential. For more information about configuring SSL, see Configure Secure Sockets Layer with i2
Analyze.

If you change this password after deployment, the change will take effect when you redeploy the
system.

LTPA keys

You must provide a value for the | t pakeys. passwor d property. This value is used by the system
to encrypt LTPA tokens.

» For a stand-alone deployment of i2 Analyze, you can specify any value as the password.

* For a deployment of i2 Analyze that uses LTPA tokens to authenticate with other systems, you
must specify the same password that those systems use.

If you change this password after deployment, you must run the setup -t cl ear LTPAkeys
toolkit task before the change will take effect when you redeploy the system.

Solr search platform

The Solr search platform is used to search data in the Information Store. You must provide values
for the sol r. user - nane and sol r. passwor d properties. Any Solr indexes are created when
i2 Analyze is first deployed, and the values that you provide here become the Solr user name and
password.
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If you have already deployed i2 Analyze, and you want to change the Solr password, new properties
must be created in the following format:

sol r. user - nanme. new=val ue
sol r. passwor d. new=val ue

For example:

sol r. user-nane=adni n
sol r. passwor d={ enc} E3FGH YUl 2A\ =

sol r. user - nane. new=adni nl

sol r. passwor d. new=passwor d

After you provide the new values, run the set up -t confi gureSol r Securi ty toolkit

task. You must also run set up -t depl oyLi berty on your Liberty server, and setup -t
cr eat eSol r Nodes on your Solr servers. As a part of the deployment process, the new values
replace the original values in the file.

When you deploy i2 Analyze, the passwords in the cr edent i al s. properti es file are encoded.

Procedure
1. Using a text editor, open the t ool ki t\ confi gurati on\ envi r onnent
\credenti al s. properti es file.
2. Specify the database, LTPA, and Solr credentials for your deployment:
« the database user names and passwords
e the LTPA keys password
e the Solr user name and password
3. Save and close the credenti al s. properti es file.

Specifying the JDBC driver

The application server requires a JDBC driver to enable communication with the database. The JDBC
driver that you provide to the deployment toolkit depends on the database management system to use
with the deployment.

Procedure

1. Locate the JDBC driver for your database management system.

< If you are using PostgreSQL, download the latest driver from jdbc.postgresql.org.
+ If you are using Db2®, locate the | BM SQLLI B\ j ava\ db2j cc4. j ar file.

« If you are using SQL Server, download the latest version of the Microsoft JDBC Driver for SQL
Server that's compatible with your system from https://learn.microsoft.com/sgl/connect/jdbc/
download-microsoft-jdbc-driver-for-sql-server. Extract the contents of the download, and locate
the file whose name matches the pattern nssql -j dbc-x.y.z.jrell.jar.

2. Copy the relevant driver file for your database management system to the t ool ki t
\ confi guration\environment\conmon\j dbc-drivers directory.

Note: Ensure that the user you use to run the deployment commands has write permissions for the
JDBC jar file.
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Specifying remote database storage

You can deploy i2 Analyze with storage that is remote from the i2 Analyze server. You can choose to
configure either IBM Db2 or SQL Server database storage.

Configuring remote IBM Db2 database storage

You can deploy i2 Analyze with Db2 database storage that is remote from the i2 Analyze server. When
i2 Analyze is configured to deploy with a remote instance of Db2, the database is created and updated
remotely without the i2 Analyze deployment toolkit present on the server that hosts the Db2 instance.

Before you begin

To deploy an i2 Analyze server that uses remote Db2 database storage, you must install Db2 on your
database server, and Db2 or IBM Data Server Client on the application server. Both instances of Db2
must be installed according to the specifications defined in Installing Db2 for i2 Analyze.

About this task

To deploy with remote storage, the i2 Analyze configuration must contain certain information about your
Db2 instances. After you update the configuration, the specified databases can be created and updated
by the deployment toolkit on the remote server.

Procedure

1. Editthe confi gurati on\envi ronnment\topol ogy. xm file to specify your remote Db2
databases:

a. Update the host - name and port - nunber attribute values of the <dat abase> element to
match the values of your remote Db2 instance.

b. Add the node- nane and os-t ype attributes to the <dat abase> element of the database to be
hosted remotely.

For example:

<dat abase dat abase-type="InfoStore" dial ect="db2" instance-nane="DB2"
dat abase- nane="1 STORE" xa="fal se" id="infostore"
host - nane="host name" port - nunber="50000"
node- nane="nodel" os-type="WN' />

The value for node- nane is the name of the node to create in the Db2 node directory. The value
of the node- nane attribute must start with a letter, and have fewer than nine characters. For
more information about haming in Db2, see Naming conventions.

The value for os- t ype is the operating system of the remote Db2 server. The value of the os-
t ype attribute must be one of the following values: Al X, UNI X, or W N.

Note: The value of the i nst ance- nane attribute must match the instance name of the remote Db2
instance.

You can use the db2l evel command to get the name of your remote instance. For more
information, see db2level - Show Db2 service level command.

2. Editthe confi gurati on\ envi ronment\ opal - server\ envi ronnment . properti es file, to
specify the details of your remote and local instance of Db2.

a. Ensure that the value of the db. i nst al | ati on. di r property is set for the local instance of Db2
or Data Server Client on the Liberty server.
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If you are using a non-root installation, set the value for this property to the sql | i b directory in
the installation user's home directory. For example, / hone/ db2adni n/ sql | i b.

b. Set the value of the db. dat abase. | ocat i on. di r property for the remote instance of Db2 on
the database server.

3. Ensure that the users that are specified for your databases in the conf i gur ati on\ envi r onnent
\credenti al s. properti es file are valid for your remote instance of Db2 on the database server.

4. Catalog the remote node:
setup -t catal ogRenot eDB2Nodes

You can complete the steps that are performed by the cat al ogRenpt eDB2Nodes task manually.
For example, if you are deploying a system that uses Transport Layer Security (TLS).

To catalog the remote nodes manually, you can run the CATALOG TCPI P NODE instead of using the
setup -t catal ogRenpt eDB2Nodes command. For more information about the command, see
CATALOG TCPI P/ TCPI P4/ TCPI P6 NODE command.

The following table shows how the CATALOG command parameters map to the values in the
t opol ogy. xm file:

CATALOG TCPI P NODE command parameters [ <dat abase> element attributes
TCPI P NODE nodenane node- nane
REMOTE host nane host - nane
SERVER port nunber port - nunber
REMOTE_| NSTANCE i nst ance- nane i nst ance- nane
Results

When i2 Analyze is deployed, the Information Store database is created or updated on the remote
database management system. A remote node is created with the name that is specified for the node-
nane attribute, and the database is cataloged against that node.

To check that the remote nodes and databases are cataloged, you can use the
| i st DB2NodeDi rect ory and | i st DB2Syst enDat abaseDi r ect or y tasks after you deploy i2
Analyze:

e Theli st DB2NodeDi r ect or y task lists the contents of the Db2 node directory.

e Theli st DB2Syst enDat abaseDi r ect or y task lists the contents of the local Db2 system
database directory.

Configuring remote SQL Server database storage

You can deploy i2® Analyze with SQL Server database storage that is remote from the i2 Analyze
server. When i2 Analyze is configured to deploy to a remote instance of SQL Server, the Information
Store database can be created and updated remotely without the i2 Analyze deployment toolkit present
on the server that hosts the SQL Server instance.

Before you begin

To deploy an i2 Analyze server that uses remote SQL Server database storage for the Information
Store, you must install SQL Server on your database server, and the SQL Server client tools on your
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application server. SQL Server and the client tools must be installed according to the specifications
defined in Installing Microsoft SQL Server for i2 Analyze.

About this task

To deploy with remote storage, the deployment toolkit must contain certain information about your
SQL Server installation. After you update the configuration, the specified database can be created and
updated on the remote server by the deployment toolkit.

Procedure

1. Editthe confi gurati on\envi ronment\topol ogy. xn file to specify the details of your remote
database:

a. Update the host - nane, and either the port - nunber ori nst ance- namne, attribute values
of the <dat abase> element for the Information Store to match the values for SQL Server on
your database server. If you are using SQL Server on Linux, you must use the port - nunber
attribute.

b. Add the os-t ype attribute to the <dat abase> element for the Information Store database. The
value of the 0s-t ype is used to support the search functions for the Information Store.

For example:

<dat abase dat abase-type="InfoStore" dial ect="sql server"
i nst ance- nanme="<r enot e. i nst ance. nane>"
dat abase- name="1 STORE" xa="fal se" id="infostore"
host - name="<r enot e. host name>" os-type="WN"' />

Where the value for os- t ype is the operating system of the remote database server. The value
of the os-t ype attribute must be one of the following values: UNI X or W N.

For more information about the <dat abase> element attributes, see Databases.

2. Editthe confi gur ati on\ envi ronment \ opal - server\ envi ronment . properti es file to
specify the details of your remote and local installations of SQL Server:

a. Ensure that the value of the db. i nst al | ati on. di r property is set for the local installation of
SQL Server or the Microsoft™ Command Line Utilities for SQL Server on the Liberty server.

b. Set the value of the db. dat abase. | ocat i on. di r property for the remote installation of SQL
Server on the database server.

3. Ensure that the user that is specified for your database in the conf i gur ati on\ envi r onnent
\credenti al s. properti es file is valid for your remote installation of SQL Server on the
database server.

Results

When i2 Analyze is deployed, the Information Store database is created or updated on the remote
database management system.

What to do next

If the connection details for the remote database management system change, you can update the
t opol ogy. xmi file and redeploy the system.
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Configuring remote PostgreSQL database storage

You can deploy i2 Analyze with PostgreSQL database storage that is remote from the i2 Analyze server.
When i2 Analyze is configured to deploy with a remote instance of PostgreSQL, the database is created
and updated remotely without the i2 Analyze deployment toolkit present on the server that hosts the
PostgreSQL instance.

About this task

By default, PostgreSQL deployments support connections only from localhost. You must update the
PostgreSQL configuration to allow external connections before you can configure i2 Analyze to connect
to it.

To deploy with remote storage, the i2 Analyze configuration must contain certain information about your
PostgreSQL instances. After you update the configuration, the specified databases can be created and
updated by the deployment toolkit on the remote server.

Procedure

1. Enable PostgreSQL to support remote connections.

a. In atext editor, open the pg_hba. conf file in the dat a folder on your PostgreSQL database
server.

1. To allow connection from any host to all PostgreSQL databases, using any PostgreSQL user
and password, add these lines to the end of the pg_hba. conf file:

host al | al | 0.0.0.0/0 scram sha- 256
host al | al | /0 scram sha- 256

If you need to set restrictions, see the instructions at the top of the pg_hba. conf file and
modify the file as required.

b. In a text editor, open the post gr esql . conf file in the dat a folder.

1. Setthelisten_addressesto'*' toallow connection from any host.
If you need to set restrictions, see the comments for | i st en_addr esses in the
post gresql . conf file and modify the file as required.

Note: When you allow connections from any host, this includes connections from localhost.

2. Inthe i2 Analyze configuration, edit the conf i gur ati on\ envi ronnent\t opol ogy. xmi file.
Update the host - nane and port - nunber attribute values of the database element to match the
values of your remote PostgreSQL instance, for example:

<dat abase dat abase-type="InfoStore" dial ect="postgres" database-
nane="1 STORE" xa="fal se" id="infostore" host-nane="hostnane" port-
nunber =" 5432" os-type="WN"'/>

3. Editthe confi gurati on\ envi ronment\ opal - server\ envi ronnent. properti es file, to
specify the details of your remote and local instance of PostgreSQL:

e Ensure that the db. i nst al | ati on. di r property is set to the client 'Command Line Tools'
installation folder.

« Ensure that the db. dat abase. | ocati on. di r property is set to the root data folder of the
installation of PostgreSQL on the database server.

4. Ensure that the users that are specified for your databases in the conf i gur ati on\ envi r onnent
\credenti al s. properti es file are valid for your remote instance of PostgreSQL on the
database server.
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Deploying with PostgreSQL on Amazon Relational Database Service (Amazon RDS)

You can deploy i2 Analyze with a remote PostgreSQL database hosted on Amazon Relational Database
Service (Amazon RDS).

Configuring RDS for i2 Analyze

1. To enable i2 Analyze to perform scheduled operations against the database, enable the pg_cron
extension in your RDS instance. Follow the instructions to set up in the pg_cr on extension and
grant database users permissions described in Scheduling maintenance with the PostgreSQL
pg_cron extension.

a. By default, cron jobs run in the postgres database. For cron jobs to run in the ISTORE database,
follow the instructions in Scheduling a cron job for a database other than the default database

2. By default, i2 Analyze requires the use of the pg_def aul t tablespace. To enable i2 Analyze to use
it, you must assign your master user as owner of the pg_def aul t tablespace.

For example:
ALTER TABLESPACE pg_default OANER TO postgres;
Where post gr es is the name of your master owner.

Configuring i2 Analyze for RDS

Follow the instructions in Configuring remote PostgreSQL database storage to configure i2 Analyze to
connect to your RDS PostgreSQL database.

Deploying i2 Analyze

Continue to deploy i2 Analyze in the usual way. i2 Analyze deployment commands

Deploying with Microsoft SQL Server on Amazon Relational Database Service
(Amazon RDS)

You can deploy i2 Analyze with a remote Microsoft SQL Server database hosted on Amazon Relational
Database Service (Amazon RDS).

Configuring RDS for i2 Analyze

1. To enable i2 Analyze to perform scheduled operations against the database, SQL Server Agent
is used. By default, only the master user is enrolled in the SQLAgent User Rol e role. Enroll your
database admin user to the role by completing the following instructions: Adding a user to the
SQLAgentUser role.

Configuring i2 Analyze for RDS

Follow the instructions in Configuring remote SQL Server database storage to configure i2 Analyze to
connect to your RDS SQL Server database.

Deploying i2 Analyze

Continue to deploy i2 Analyze in the usual way. i2 Analyze deployment commands
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Specifying remote Solr and ZooKeeper servers

In a deployment of i2 Analyze, the location of each Solr server and ZooKeeper server is specified in the
t opol ogy. xm file. When you run the commands to deploy i2 Analyze, the Solr nodes and ZooKeeper
servers are created on servers that you specify.

About this task

Add the information about your Solr and ZooKeeper servers to the confi gur ati on\ envi r onnent
\'t opol ogy. xm file.

Procedure

1. Inthe t opol ogy. xmi file, add at least one <sol r - node> element for each Solr server in your
deployment topology.

For example:

<sol r - nodes>

<sol r- node
menor y="2g"
data-dir="C: /i 2/i2anal yze/ data/solr"
host - nane="<sol r _server_host nane>"
i d="node2"
port - nunber =" 8984"

/>

</ sol r- nodes>

Where <sol r _server _host _nane> is the hostname of a Solr server.

For more information about the possible values for each attribute, see Solr and ZooKeeper.
2. Editthe confi gurati on\ envi ronnment\topol ogy. xm file to specify your ZooKeeper servers.

For example:

<zookeeper id="zoo">
<zkhost s>
<zkhost
host - nanme="<zookeeper _server1l host_name>" id="1"
port - nunber ="9983" quorum port-nunber="10483" | eader-port-
nunber =" 10983"
data-dir="C:./i2/i2anal yze/ dat a/ zookeeper"
/>
<zkhost
host - nanme="<zookeeper _server2_host _name>" id="2"
port - nunber ="9983" quorum port-nunber="10483" | eader-port-
nunber =" 10983"
data-dir="C:./i2/i2anal yze/ dat a/ zookeeper"
/>
<zkhost
host - nanme="<zookeeper _server 3_host _name>" id="3"
port - nunber ="9983" quorum port-nunber="10483" | eader-port-
nunber =" 10983"
data-dir="C:./i2/i2anal yze/ dat a/ zookeeper"
/>
</ zkhost s>
</ zookeeper >

Where <zookeeper _server x_host _nane> is the hostname of the ZooKeeper server.
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Each <zkhost > element must have a unique value for the i d attribute.

For more information about the possible values for each attribute, see Solr and ZooKeeper.

Specifying the Java distribution

i2 Analyze comes pre-packaged with the Adoptium Eclipse Temurin JDK 17 distribution of Java. You
can change the distribution of Java that is used, and also you can specify different distributions for
different components of i2 Analyze.

Before you begin

Any Java distribution that you specify for use with i2 Analyze and its components must be Java version
17.

Note: If you decide to use a different distribution, you assume responsibility for updating that distribution
for security patches or if the version that i2 Analyze requires changes.

About this task

To change the Java distribution to use, you modify the set up. i n script in the confi gurati on
\ envi ronnent directory to contain the path where it is installed. If you are using the Linux distribution
of the i2 Analyze toolkit, this is the set up. i n file. On Windows itis set up. i n. bat .

The set up. i n file contains the following variables:

« |2A TOOLKI T_SCRI PTS_JAVA HOME
The path to a Java installation that is used to run the toolkit tasks.
The path can be absolute or a relative path from the root of the toolkit.
By default, it is\ t ool s\ j ava on Windows and t ool s/ j ava on Linux.

Note: When you deploy i2 Analyze, Eclipse Temurin JDK 17 is installed in the default location. If you
change the path, you must ensure that an installation of Java 17 exists in the specified location.

* | 2A COVPONENTS_JAVA HOMVE

An absolute path to a Java installation that is used by the Solr, ZooKeeper, and Liberty components
of i2 Analyze. By default, itis C: \i 2\i 2anal yze\ depl oy\ j ava on Windows and / opt /i 2/
i 2anal yze/ depl oy/j ava on Linux.

Note: When you deploy i2 Analyze, Eclipse Temurin JDK 17 is installed in the specified location if it
does not contain an installation of Java.

The following variables are commented out in the file, but can be used to specify different Java
installations for the components of i2 Analyze. If the file contains these variables, their values override
the value of | 2A_COVPONENTS_JAVA HOVE for each component.

« SOLR JAVA HOVE
An absolute path to a Java installation that is used by Solr.
« ZK_JAVA HOME
An absolute path to a Java installation that is used by ZooKeeper.
« LI BERTY_JAVA HOVE

An absolute path to a Java installation that is used by Liberty.
« ETL_TOOLKI T_JAVA HOMVE
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The path to a Java installation that is used by the ingestion commands in the ETL toolkit. The path
can be absolute or a relative path from the root of the ETL toolkit.

Note: When you create the ETL toolkit, Eclipse Temurin JDK 17 is included as part of the ETL
toolkit. If you change the path, you must ensure that an installation of Java 17 exists in the specified
location.

The set up. i n is part of the configuration, and is copied to each deployment toolkit in your
environment. It is recommended that you install Java in the same location on each server where
a particular component is located. This means that this file remains the same on each copy of the
configuration.

Procedure

1. In atext editor, open the set up. i n script file for your operating system.
2. Uncomment and update the paths to specify the Java 17 installations that you want to use.
3. Save and close the file.

What to do next

After you update the file, continue with the rest of the deployment process.

Deploying a proxy server for use with i2 Analyze

When you deploy i2 Analyze, the application is bound to the local server on port 9082. Clients can use
the hostname, IP address of the server, or | ocal host to connect to the deployment. To work with your
existing network, or for load-balancing purposes, you can deploy a proxy server or load balancer for use
with i2 Analyze.

Before you begin

When you deploy a proxy server or load balancer for i2 Analyze, there are two mechanisms that you
can use to determine how users connect to the application:

e Populate the X- For war ded- Host and X- For war ded- Pr ot o headers on requests

« Specify a single connection string for the Fr ont EndURI setting in the i2 Analyze configuration
To use a proxy server or load balancer with i2 Analyze, it must meet the following requirements:

« Handle WebSocket requests and keep the WebSocket connection alive for longer than 180 seconds.

« Pass through any security configurations (for example client certificate authentication) to the i2
Analyze server. You must enable this according to the documentation for your proxy server.

< If you want to use the X- For war ded headers, the proxy server or load balancer must be able to
populate them. For more information about the headers, see X-Forwarded-Host and X-Forwarded-
Proto.

« If you are planning to deploy i2 Analyze with high availability, your load balancer must also provide
server persistence. For more information, see Deploying a load balancer.

About this task

To allow users to connect by using the URI of the proxy server or load balancer, you can populate

X- For war ded- Host and X- For war ded- Pr ot o headers or specify the URI in the i2 Analyze
configuration. If you configure the connection URI for your deployment, users that connect to i2 Analyze
must use the URI that you specify.
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If your application has the ht t p- ser ver - host attribute setto t r ue in the t opol ogy. xm , your proxy
server is not required to route requests to the port number the application is listening on.

The following image shows the URIs that you might use in this example:

X-Forwarded headers FrontEndURI specified
j http://proxy.server/i2 e e ) http://proxy.server/i2 Proxy server / Load
Client Client
balancer balancer
A A
X-Forwarded-Proto: HTTP
X-Forwarded-Host: proxy.server:9082 http://example-host:8082/opal
http://example.host:9082/opal
Y ¥
Liberty Liberty FrontEndURI:
http://proxy.server/i2
i2 Analyze Server i2 Analyze Server
Procedure

1. To use the X- For war ded headers to allow clients to connect to the deployment:

a. Configure your proxy server or load balancer to populate the X- For war ded- Host and X-
For war ded- Pr ot o headers with the hostname and protocol that was used to connect to the
proxy server or load balancer. For more information about the headers, see X-Forwarded-Host
and X-Forwarded-Proto.

After you configure the X-Forwarded headers, you do not need to redeploy i2 Analyze. The URI that
is displayed in the console will remain the same.

2. To specify a single connection URI:

a. Using a text editor, open the t ool ki t\ confi gurati on\fragnent s\ opal - servi ces\ ViEB-
I NF\ cl asses\ Di scoCl i ent Settings. properti es file.

b. Set the value of the Fr ont EndURI property to the URI that can be used to
connect to your deployment of i2 Analyze through the proxy server. For example,
Front EndURI =ht t p: // proxy. server/i 2.

c. Save and close the file.

After you update the connection URI, you can either modify other aspects of the deployment toolkit
or redeploy the system to update the deployment with your changes. After you deploy i2 Analyze and
start the server, the URI that can be used to access the system is displayed in the console.

What to do next

Ensure that you can access i2 Analyze by using this URI from a client workstation that uses the proxy
server.

12 Analyze with high availability

i2 Analyze supports an active/active high availability and disaster recovery deployment pattern. The only
component that is not deployed in an active/active state is the database management system, which
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uses an active/passive pattern where one instance of the Information Store database is the primary and

others are standby.

The following diagram shows the minimum number of servers for a deployment with fault tolerance for
one server failure of each component:

Load balancer

T~

A

A\ 4

Liberty server Liberty server
\ 4 \ 4
Database management system
Database server - N Database server -
primary Q standby
> x
" Databaseserver-
standby
\ 4
Solr cluster
Solr server <« Solr server
v
ZooK eeper ensemble
ZooK eeper server ZooK eeper server

A

Aol

ZooK eeper server

After you read the following information that explains how each component is used in a deployment with
high availability, follow the instructions to deploy i2 Analyze in this pattern. For more information about

how to deploy i2 Analyze, see Deploying i2 Analyze with high availability.

Load balancer

A load balancer is required to route requests from clients to the Liberty servers that host the i2 Analyze
application. Additionally, the load balancer is used to monitor the status of the Liberty servers in a
deployment. The load balancer must route requests only to servers that report their status as "live".
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After you deploy i2 Analyze with a load balancer, you can make requests to i2 Analyze through the load
balancer only.

You can also use the load balancer to distribute requests from clients across the servers in your
deployment. The load balancer must provide server persistence for users.

Liberty

To provide high availability of Liberty, and the i2 Analyze application, you can deploy i2 Analyze on
multiple Liberty servers. Each Liberty server can process requests from clients to connect to i2 Analyze.

In a deployment with multiple Liberty servers, one is elected the leader. The leader can process
requests that require exclusive access to the database. The actions that are required to be completed
on the leader Liberty are described in Liberty leadership configuration.

At a minimum, two Liberty servers are required.
Database management system

To provide high availability of the Information Store database, use the functions provided by your
database management system to replicate the primary database to at least one standby instance.
i2 Analyze connects to the primary instance at one time, with the contents of the Information Store
database replicated to the standby instances.

If the primary instance fails, one of the standby instances becomes the primary. When a standby
becomes the primary, it must be configured to be read and writable. This means that i2 Analyze can
continue to function when the initial primary server fails.

* For more information about high availability in Db2, see High availability.
« For more information about high availability in SQL Server:

* For Enterprise edition, see What is an Always On availability group?
* For Standard edition, see Basic availability groups
e If you are deploying with SQL Server on Linux, see Availability groups for SQL Server on Linux

For Db2, at a minimum one primary server and one standby server is required.

For SQL Server, at a minimum one primary server and two standby servers are required. If you are
using basic availability groups, this is one standby server and one failover quorum witness.

Solr

i2 Analyze uses SolrCloud to deploy Solr with fault tolerance and high availability capabilities. To
provide fault tolerance and high availability of the Solr cluster, deploy the cluster across at least two Solr
nodes with each node on a separate server.

At a minimum, two Solr servers are required.
For more information about SolrCloud, see How SolrCloud Works.
ZooKeeper

To deploy ZooKeeper for high availability, deploy multiple ZooKeeper servers in a cluster known as an
ensemble. For a highly available solution, Apache ZooKeeper recommend that you use an odd number
of ZooKeeper servers in your ensemble. The ZooKeeper ensemble continues to function while there are
more than 50% of the members online. This means, that if you have three ZooKeeper servers, you can
continue operations when a single ZooKeeper server fails.

At a minimum, three ZooKeeper servers are required.

For more information about a multiple server ZooKeeper setup, see Clustered (Multi-Server) Setup.
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Deploy for disaster recovery

The deployment topology to provide availability in the event of an availability zone failure is similar to the
high availability topology. An active/active pattern is still used for Liberty, Solr, and ZooKeeper, however
the servers that you deploy are in separate availability zones.

The components behave in the same way as in the high availability deployment topology, except they
are deployed in availability zones. You can think of an availability zone as a data center. By deploying
across a number of availability zones, the deployment continues to function if one of the zones fails.

‘ L oad balancer ‘

Availability zone 1 /\Ijmmy zone 2 Arbitrator

—{ Liberty server ‘ ‘ Liberty server }
v v
Database management system
Database server - Database server -
primary N standby

!

Solr cluster
; 4_
Solr server <« 1> Solr server
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ZooK eeper ensemble
ZooK eeper server < ZooK eeper server <« ZooK eeper server

A 4

i

4_

Note: For Microsoft SQL Server, you must have a third database server to act as a witness. To continue
to provide availability when one of the zones fails, this server must be located outside of the two
availability zones. For more information, see Three synchronous replicas.

« Because ZooKeeper requires more than 50% of the servers in an ensemble to be available, one
server must be located outside of the availability zones. The ZooKeeper server does not require a
significant amount of resources so it can be located on any server that can communicate with the
availability zones.

« You can deploy multiple Liberty and Solr servers to provide more availability at a server level within
each zone.
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For the components that use an active/active pattern, servers in each availability zone are used to
process requests. To maintain the performance of the system, ensure that the network that is used
between availability zones is stable and provides enough bandwidth for system operation.

Deploying i2 Analyze with high availability

When you deploy i2 Analyze with high availability, there are a number of steps that you must complete.

About this task

To configure i2 Analyze for high availability, there are a number of extra configuration and deployment
steps that you must complete in addition to a normal multiple server deployment. When you are
deploying i2 Analyze into production with a high availability configuration, complete the following steps
when you are in your pre-production, test, and production environments. After you create the high
availability configuration, you can copy it between environments as usual.

Procedure

1.

Install any prerequisite software to prepare your servers for the pre-production environment.

« For a deployment with high availability, use the multiple servers deployment topology with at
least the minimum number of servers required for high availability of each component. For more
information, see Deployment topologies.

* To deploy with high availability, you must configure your database management system after you
install it:

¢ Preparing Db2 for HADR
e Preparing SQL Server for HADR

Copy the t ool ki t\ confi gur ati on directory from the configuration development environment, to
the t ool ki t directory at the root of the deployment toolkit on one of the Liberty servers.

Update the configuration to specify your remote database, follow the instructions in Specifying
remote database storage to update the envi ronnent . properti es andt opol ogy. xmi files.

a. If you are using Db2, you can specify any alternative database location information in the
t opol ogy. xm .

¢ If you are using an automated cluster-controller such as IBM Tivoli System Automation for
Multiplatforms (TSAMP), then specify the hostname and port number of the cluster.

« If you are not using an automated cluster-controller, in the <dat abase> element for your
Information Store, provide the hosthame and port number of any standby databases in the
al t er nat e- host s attribute.

The host and port number must be separated by a colon (: ), and each database server must
be separated by a (, ).

For example, al t er nat e- host s="host nane: port _nunber, host nane: port _nunber”.

b. If you are using SQL Server, specify the hostname and port number of the availability group
listener.

Update the configuration to configure each component for high availability:

a. Configuring ZooKeeper for HADR
b. Configuring Solr for HADR

c. Deploying a load balancer
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The envi ronnent . properties, htt p-server. properties, andt opol ogy. xnl contain
hostname and file path settings that you might need to update for the servers in your pre-production
environment. For more information, see Configuration files reference.

Deploy and start i2 Analyze with one Liberty server by following the instructions in Deploying i2
Analyze on multiple servers.

After you deploy with one Liberty server, update the configuration on any other Liberty servers.

a. Copy the confi gur ati on directory from the deployed Liberty server to the t ool ki t directory
on any other Liberty servers in your environment.

b. On each Liberty server, in the t opol ogy. xm file update the host - nane and port - nunber
attributes of the <appl i cat i on> element.

Deploy and start the i2 Analyze application on each of the other Liberty servers:

setup -t installLiberty
setup -t depl oyLi berty
setup -t startLiberty

After you deploy i2 Analyze, you can replicate any configuration changes that are not stored in the
configuration of i2 Analyze on each Liberty server.

The security configuration must be the same on each server.

1.

Configure Liberty security for your environment. To do this, repeat any changes that you made to the
Liberty configuration in the previous environment. This might involve copying the user registry file, or
updating the server. xm file.

After you deploy i2 Analyze, configure your database management system to replicate the
Information Store database to your standby servers.

a. If you are using Db2, configure high availability for the Information Store database and replicate it
to any standby database instances. For more information, see Replicate the Information Store in
Db2.

b. If you are using SQL Server, add the Information Store to your availability group. For more
information, see Replicate the Information Store in SQL Server.

Complete any configuration changes in the Information Store database on the primary server.

a. If you created any rules or schedules to delete records by rule, replicate the rules and schedules
that you created in the previous environment. On SQL Server, you must update the automated
job creation schedule on every database instance. For more information see, Changing the
automated job creation schedule.

b. If you created any merged property values definition views for your ingestion process, replicate
the view definition that you created in the previous environment.

What to do next

After you deploy i2 Analyze with high availability, return to perform the rest of the instructions for
creating a deployment in your current environment:

Creating the pre-production environment
Creating the test environment
Creating the production environment

© N. Harris Computer Corporation



Deploying i2 Analyze | 86

Preparing Db2 for HADR

When you deploy i2 Analyze with multiple database servers, there must be a mechanism in place to
route requests to the new primary server if the current primary server fails.

About this task

In Db2, you configure the Information Store database for HADR after you create it. However, there are
some decisions that you must make before you create the i2 Analyze configuration.

When you configure i2 Analyze, you must specify the location of the remote database servers in your
system. When you configure Db2 for HADR, you can use an automated cluster-controller such as IBM
Tivoli System Automation for Multiplatforms (TSAMP) to ensure that clients can connect to the new
primary database instance.

If you do not choose to use an automated cluster-controller, you can specify the connection properties
for all of your database servers in the i2 Analyze configuration. When you provide the details in the
configuration, i2 Analyze uses client-side Automatic Client Rerouting (ACR) to route requests to the new
primary server.

Before you start to configure i2 Analyze, choose an approach to ensure that clients can connect to any
standby database instances.

« For more information about automatic cluster-controllers, see High availability through clustering.

What to do next

Deploy i2 Analyze and the Information Store database. For more information, see Deploying i2 Analyze
with high availability.

Preparing SQL Server for HADR

To deploy i2 Analyze with HADR for the Information Store database, SQL Server must be configured to
be part of an availability group.

Before you begin

Ensure that SQL Server is installed correctly for Always On availability groups. For more information,
see Installing Microsoft SQL Server for i2 Analyze.

If you are using Microsoft SQL Server Standard edition, you can use basic availability groups only. For
more information about basic availability groups, see Basic Always On availability groups.

To configure SQL Server for high availability, you add your database servers to a fail over cluster and
then add any database instances to an Always On availability group.

Deploying SQL Server on Windows

On Windows, use Windows Server failover clustering to create a cluster of servers to host your SQL
Server instances. For more information, see Failover Clustering in Windows Server.

1. Install the Windows Failover Clustering feature on each of the servers that will be in your SQL Server
Always On Availability Group and create a failover cluster.

For more information, see Create a failover cluster.

For i2 Analyze, the failover cluster must use a static IP address.
2. Create and configure an Always On availability group.
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For more information, see Reference for the creation and configuration of Always On availability
groups

a. Enable Always On availability groups on each database server.

For more information, see Enable the Always On availability group feature for a SQL Server
instance.

b. Create an Availability Group on the primary SQL Server instance.

For more information, see Use the New Availability Group Dialog Box (SQL Server Management
Studio).

e Set Required synchronized secondaries to commit to 1.
Set it to O if you are using Basic availability groups.
e Select Database level health detection.

« Do not specify any Availability Databases now because the Information Store database does
not exist.

c. Create an availability group listener for the availability group.
For more information, see Configure a listener for an Always On availability group.

Use a static IP address for the availability group listener. When you configure i2 Analyze to
connect to a remote Information Store database, you specify the hostname and port number of
the Availability Group Listener.

Deploying SQL Server on Linux

On Linux, use Pacemaker to create the server failover cluster.
1. Deploy a Pacemaker cluster.

For more information, see Deploy a Pacemaker cluster for SQL Server on Linux.
2. Create and configure an Always on availability group and the Pacemaker cluster.

For more information, see Create and configure an availability group for SQL Server on Linux.

e Set cluster type to EXTERNAL

« In Select Databases, do not select any databases because the Information Store database does
not exist.

* In Specify Replicas, create an Availability Group Listener. When you create the availability
group listener, use a static IP address. When you configure i2 Analyze to connect to a remote
Information Store database, you specify the hostname and port number of the Availability Group
Listener.

* When you create the IP address resource for the availability group, use the same IP address as
the Availability Group Listener.

Deploy i2 Analyze and the Information Store database. For more information, see Deploying i2 Analyze
with high availability.
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Configuring ZooKeeper for HADR

The i2 Analyze configuration specifies the structure of your ZooKeeper ensemble. To provide high
availability, configure a ZooKeeper ensemble with an odd number of severs.

About this task

In the i2 Analyze configuration, provide the details about the ZooKeeper servers in your environment.

Procedure

Edit the conf i gur ati on\ envi ronnment \ t opol ogy. xmi file to specify your ZooKeeper servers.
For example:

<zookeeper id="zoo">
<zkhost s>
<zkhost
host - name="<zookeeper _serverl host _name>" id="1"
port - nunber ="9983" quorum port-nunber="10483" | eader-port-
nunber =" 10983"
data-dir="C:./i2/i2anal yze/ dat a/ zookeeper"
/>
<zkhost
host - nanme="<zookeeper _server2_host _name>" id="2"
port - nunber ="9983" quorum port-nunber="10483" | eader-port-
nunber =" 10983"
data-dir="C:./i2/i2anal yze/ dat a/ zookeeper"
/>
<zkhost
host - name="<zookeeper _server 3_host _name>" id="3"
port - nunber ="9983" quorum port-nunber="10483" | eader-port-
nunber =" 10983"
data-dir="C:./i2/i2anal yze/ dat a/ zookeeper"
/>
</ zkhost s>
</ zookeeper >

Where <zookeeper _server x_host _nane> is the hostname of the ZooKeeper server.
Each <zkhost > element must have a unique value for the i d attribute.

For more information about the possible values for each attribute, see Solr and ZooKeeper.

What to do next

Continue configuring the i2 Analyze configuration. For more information, see Deploying i2 Analyze with
high availability.

Configuring Solr for HADR

The i2 Analyze configuration specifies the structure of your Solr cluster. To provide high availability,
configure a Solr cluster over at least two Solr servers.

About this task

In the i2 Analyze configuration, provide the details about the Solr servers in your environment. To
provide high availability of the content of the Solr indexes, specify the number of replicas, the minimum
replication factor, and the location of the replicas.
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For more information about SolrCloud, see How SolrCloud Works.

Procedure

1. Specifying the Solr nodes.
To deploy Solr for high availability, you must have at least two Solr nodes on separate hosts.

a. Add the Solr nodes to your t opol ogy. xm file.
For example:

<sol r- nodes>
<sol r- node
menor y="2g"
data-dir="C /i 2/i2anal yze/ data/sol r"
host - name="sol r_server 1_host _nane"
i d="nodel"
port - nunber =" 8983"
/>
<sol r- node
menor y="2g"
data-dir="C//i2/i2anal yze/ data/sol r"
host - nane="sol r _server2_host _nane"
i d="node2"
port - nunber =" 8983"
/>
</ sol r-nodes>

Where sol r _server x_host _nane is the hosthame of a Solr server.
For more information about the possible values for each attribute, see Solr and ZooKeeper.

2. Configuring Solr replicas.
In Solr, the data is stored as docunent s in shar ds. Every shard consists of at least one r epl i ca.
For a highly available solution, you must have more than one replica of each shard and these
replicas must be distributed across the servers that host the Solr nodes.

a. Specifying the replication factor inyourtopol ogy. xm .
The replication factor is the number of replicas to be created for each shard. For high availability,
this must be 2 or more. You specify the replication factor in the num r epl i cas attribute of the
<sol r-col | ecti on> element.

b. Specifying the mi ni mum replicati on factor inyourtopol ogy. xm .
The minimum replication factor defines when data is successfully replicated in Solr. If you have
three replicas for a shard and a minimum replication factor of 2, a write operation is deemed
successful if the data is written to at least two replicas. You specify the minimum replication factor
inthe m n-replication-factor attribute of the <sol r-col | ecti on> element.
The following extract from at opol ogy. xm file shows an example of the num r epl i cas and
m n-replication-factor attributes:

<solr-coll ecti ons>
<solr-coll ection
numreplicas="2"
m n-replication-factor="1"
i d="rmai n_i ndex"
type="mai n"
num shar ds="1"
/>

</solr-coll ections>

© N. Harris Computer Corporation


https://lucene.apache.org/solr/guide/8_6/how-solrcloud-works.html

Deploying i2 Analyze | 90

3. To configure the replica placement plugins, modify the confi gur ati on/ sol r/
solr.replica. pl acenent. pl ugi n. j son file.

By default, i2 Analyze uses Solr's Affinity Placement plugin to place the Solr replicas. This plugin
attempts to avoid placing replicas on a single node. To aid the placement of replicas across your Solr
servers, the host name of your Solr nodes is used as an availability zone.

For more information about the Solr plugins, see Replica Placement Plugins.

The replica placement is updated when you create the Solr cluster as part of the
deployment steps. Additionally, you can update the replica placement by running the
updat eSol r Repl i caPl acenent Pl ugi n toolkit task.

What to do next?

Continue configuring the i2 Analyze configuration. For more information, see Deploying i2 Analyze with
high availability.

Deploying a load balancer

In a deployment with HADR, there are multiple Liberty servers that host the i2 Analyze application. To
enable analysts to connect to the deployment by using a single URI, you must use a load balancer to
route requests to each Liberty server in your deployment.

About this task

For a load balancer to work successfully with i2 Analyze, it must be configured to:

« Handle WebSocket requests.
* Route requests to the i2 Analyze application on active Liberty servers only.

« Use a cookie issued by the load balancer to achieve server persistence for a user. The server
persistence should last as long as possible or until the server is not active.

If the connection from the clients is secured by using SSL, you might need to implement SSL
termination in the load balancer to achieve server persistence.

You can also configure your load balancer to balance requests across the Liberty servers in your
deployment. The mechanism that you choose must allow for server persistence to be maintained.

For more information about load balancers and application layer server persistence, see Load
Balancing, Affinity, Persistence, Sticky Sessions: What You Need to Know.

Procedure

1. Install your load balancer on a separate server from any other component in the deployment.

2. Configure your load balancer to identify the active Liberty servers by using the api / v1/ heal t h/
| i ve REST endpoint.

The | i ve endpoint returns 200 when the server is live and processing requests. For more
information about the endpoint, see The heal t h/ | i ve endpoint.

Call the I i ve endpoint on each Liberty server in your deployment. The endpoint returns the status of
a single Liberty server, and not the others in the deployment.

3. Configure your load balancer to use cookie-based server persistence.
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When a user connects, if there is no cookie from the load balancer that indicates it has already
connected to one of the active Liberty servers, provide it with one. When this user connects again,
the cookie it received ensures that any requests are routed to the same Liberty server.

If the server that a user has persistence with is offline, the load balancer must route the request to a
live Liberty server. The user's cookie must be updated to achieve persistence with the live server that
it connected to.

4. Before you can connect to i2 Analyze via the load balancer, you might need to specify the
connection URI that clients can use to connect to i2 Analyze.

a. Inthe confi gurati on\fragnent s\ opal -servi ces\ V\EB-| NF\ cl asses
\Di scoClient Settings. properti es file, set the value of the Fr ont EndURI setting to the
URI that can be used to connect to your deployment of i2 Analyze.

For more information, see Specifying the connection URI. Some load balancers modify the HTTP
origin header, the value that you specify for the Fr ont EndURI must match the value of the HTTP
origin header after it is modified by the load balancer.

What to do next

Continue configuring the i2 Analyze configuration. For more information, see Deploying i2 Analyze with
high availability.

Replicate the Information Store in Db2

After you create the Information Store database on the primary database server, initialize HADR and
replicate the Information Store database to your standby servers.

Procedure

To initialize HADR for the Information Store, follow the instructions described in Initializing high
availability disaster recovery (HADR).

When you configure the synchronize mode, it is recommended that you use the SYNC synchronize
mode. For more information about the synchronization modes, see High availability disaster recovery
(HADR) synchronization mode.

At a high level, the steps are:

« Update the Information Store database configuration for HADR

* Create a backup of the Information Store database on the primary server

* Restore the backup on the standby servers

« Update the Information Store database configuration on the standby servers
e Start HADR as standby on the standby servers

e Start HADR as primary on the primary server

What to do next

Continue the deployment process. For more information, see Deploying i2 Analyze with high availability.
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Replicate the Information Store in SQL Server

After you create the Information Store database on the primary database server, add the database to
your availability group and replicate the Information Store database to your standby servers.

Procedure

1. Before you can add the Information Store database to your availability group, you must create a full
backup. For more information, see Create a Full Database Backup.

2. Add the Information Store database to your availability group. For more information, see Add a
Database to an Always On availability group.

3. Add any replicas to the availability group. For more information, see Add a secondary replica to an
Always On Availability Group. When you add the replicas to the availability group, configure the
replicas as follows:

e Set Failover Mode to Automatic
e Set Availability Mode to Synchronous commit
* Set Readable Secondary to Yes

If you are using Basic availability groups, set it to No.
What to do next

Continue the deployment process. For more information, see Deploying i2 Analyze with high availability.

12 Analyze deployment commands

The scripts that deploy i2 Analyze depend on the values in the i2 Analyze configuration. The scripts and
commands that you run depend on the topology of the deployment that you want to create.

Deploying i2 Analyze

To deploy i2 Analyze in a single-server deployment topology, you can run a script. After i2 Analyze is
successfully deployed, you can start the system.

Before you begin

You must have an i2 Analyze configuration that is set up for a single-server, remote database only, or i2
Connect gateway only deployment topology. For more information about creating a valid configuration,
see Creating the pre-production environment.

Run any toolkit commands from the t ool ki t\ scri pt s directory in the deployment toolkit.
Procedure

1. Deploy i2 Analyze:
setup -t depl oy

2. Starti2 Analyze:
setup -t start

What to do next

If an error message is displayed, refer to Troubleshooting the deployment process.

© N. Harris Computer Corporation


https://learn.microsoft.com/sql/relational-databases/backup-restore/create-a-full-database-backup-sql-server
https://learn.microsoft.com/sql/database-engine/availability-groups/windows/availability-group-add-a-database
https://learn.microsoft.com/sql/database-engine/availability-groups/windows/availability-group-add-a-database
https://learn.microsoft.com/sql/database-engine/availability-groups/windows/add-a-secondary-replica-to-an-availability-group-sql-server
https://learn.microsoft.com/sql/database-engine/availability-groups/windows/add-a-secondary-replica-to-an-availability-group-sql-server

Deploying i2 Analyze | 93

After you deploy and start i2 Analyze, return to perform the rest of the instructions for creating a
deployment in your current environment:

¢ Creating the pre-production environment
e Creating the test environment

e Creating the production environment

« Deploying i2 Analyze with high availability

Deploying i2 Analyze on multiple servers

To deploy i2 Analyze in a multiple-server deployment topology, you must run the commands to install,
deploy, and start the components of i2 Analyze on each server.

Before you begin

You must have an i2 Analyze configuration that is set up for a multiple-server physical deployment
topology or a deployment with high availability:

« For more information about creating a valid multiple-server configuration, see Creating the pre-
production environment.

» For more information about creating a valid high availability configuration, see Deploying i2 Analyze
with high availability.

About this task

To deploy i2 Analyze in a multiple server deployment topology, you must provide the configuration to
each deployment toolkit. Then, you can run the commands to deploy the components of i2 Analyze
on each server. It is important to pay attention to which server you must run each command on, and
whether you need to specify the hostname of that server.

Run any toolkit commands from the t ool ki t\ scri pt s directory in the deployment toolkit on the
specified server in your environment.

Copying the i2 Analyze configuration

The i2 Analyze configuration is required by all servers that host components of i2 Analyze. You do not
have to copy the configuration to the database server, if it contains only the Information Store database
and no other components.

Procedure

Copy the t ool ki t\ confi gur ati on from the server where you created and populated your i2
Analyze configuration, to the t ool ki t directory of the deployment toolkit on each server in your
environment.

Installing components

Install the components of i2 Analyze on the servers that you have identified.
Procedure
1. On the Liberty server, run the following commands:

setup -t installLiberty
2. On each ZooKeeper server, run the following command:

setup -t install Zookeeper
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On each Solr server, run the following command:

setup -t install Solr

Deploying and starting components

Deploy and start the components of i2 Analyze on the specified servers.

Procedure

1.

On each ZooKeeper server, encode the credentials and create and start any ZooKeeper hosts:

setup -t ensureCredenti al sEncoded
setup -t createZkHosts --hostname <zookeeper. host name>
setup -t startZkHosts --hostnane <zookeeper. host hame>

Where zookeeper . host namne is the hostname of the ZooKeeper server where you are running
the command, and matches the value for the host - nane attribute of a <zkhost > element in the
t opol ogy. xm file.

On the Liberty server, run the command to upload the Solr configuration to ZooKeeper:
setup -t createAndUpl oadSol r Confi g --hostnane <liberty. host nane>

Where | i berty. host nane is the hostname of the Liberty server where you are running the
command, and matches the value for the host - nane attribute of the <appl i cati on> element in
the t opol ogy. xm file.

On each Solr server, encode the credentials and create and start any Solr nodes:

setup -t ensureCredenti al sEncoded
setup -t createSol rNodes --hostname <sol r. host nane>
setup -t start Sol rNodes --hostnane <solr. host name>

Where sol r. host nane is the hostname of the Solr server where you are running the
command, and matches the value for the host - nane attribute of a <sol r - node> element in the
t opol ogy. xm file.

On the Liberty server, run the commands to deploy and start a number of the components.

1.

Create the Solr collections:
setup -t createSol rCol | ections --hostnane <liberty. hostnane>

To test that the Solr Collection is created correctly, click Cloud in the Solr Web Ul, or you can go
tohttp://solr.hostnane: port-nunber/sol r/#/ ~cl oud. Log in with the user name and
password for Solr in the cr edenti al s. properti es file.

A horizontal tree with the collection as the root is displayed. Here you can see the breakdown of the
shards, nodes, and replicas in any collections.

Create the Information Store database:
setup -t createDat abases

To check that the database is created correctly, connect to the database by using a database
management tool.

Deploy the i2 Analyze application:
setup -t depl oyLi berty
If you are using IBM HTTP Server, configure the HTTP Server:

setup -t configureHtpServer
Start the Liberty server:
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setup -t startlLiberty

What to do next

After you deploy and start i2 Analyze, return to perform the rest of the instructions for creating a
deployment in your current environment:

e Creating the pre-production environment
¢ Creating the test environment

« Creating the production environment

¢ Deploying i2 Analyze with high availability

Troubleshooting the deployment process

i2 Analyze provides mechanisms that assist with deployment before, while, and after you do it.

Deployment toolkit validation messages

The i2 Analyze deployment toolkit validates some of the configuration files that are required for a
deployment. By reading the validation messages, you can be certain that required properties have
values, that property values have the correct format, and that required files are in the correct locations.

Validation takes place when you run a number of the deployment toolkit tasks. Validation can complete
in the following ways:

Success

On success, the validation process displays a brief configuration summary, and the main deployment
process continues. For example:
—============= Cbnfiguration Sunmary (brief) —=============
+ configuration/fragnments/comon/ VEB- | NF/ cl asses/ Apol | oServer Setti ngs
Mandat ory. properti es:
- ChartingSchenesResour ce='| aw enf or cenent - schema- charti ng- schenes. xm '

- SchemaResour ce='1 aw enf or cenent - schema. xm '
- Dynam cSecuritySchemaResour ce=' security-schema. xm'

Warning

When there is a warning, the validation process displays a brief configuration summary and a
WARNI NGS section. The WARNI NGS section identifies settings that might not be configured correctly, but
the deployment process continues. For example:
—=—=—=—=—=—=—=—=———=—=—=—=—=—=—==== \NARNI NGS (1) ———=—=———————=——=—=——=—=—=====
+ configuration/fragnents/conmon/ VEB- | NF/ cl asses/ Apol | oServer Setti ngs

Mandat ory. properti es:
- The <SchemaResource> property has not been set.

Here, the schema is not set, and so the default law enforcement schema is used.
Error

If an error occurs, the validation process displays a longer configuration summary, and an ERRORS
section. The ERRORS section identifies missing values that must be present. The deployment process
stops, and you must correct the errors before you attempt to deploy again. For example:

—==—=—====—=—=—=—=—=—=—=—======== ERRORS (1) oo oo ——=—o
+ configuration/environnent/opal -server/environment. properties:
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"db. dat abase. |l ocation.dir" has not been set

Here, the database location directory is not set, so the database cannot be configured.

Deployment progress messages

During the deployment process, i2 Analyze displays detailed messages that provide information about
the state and configuration of the system.

The output from the deployment process describes each task that the set up command performs during
deployment. If a task runs successfully, then only its name appears. For example:

> bui | dApplication
There are two reasons why a task might not run, but deployment can still proceed.
« UP-TO DATE

The task was performed earlier, or its output is already present. For example:

install JDBCDri vers UP- TO- DATE
« SKI PPED

The task is not required for this deployment. For example:
;i nport LTPAKey SKI PPED

If an error occurs, deployment stops in a controlled manner. i2 Analyze displays a stack trace that
contains the name of the task that failed, and information about the location of the error. For example:

. creat eDat abasesl| f Necessary FAI LED
FAILURE: Build failed with an exception.

* \Were:
Script 'C\i2\i2anal yze\tool kit\scripts\gradl e\dat abase.gradle' line: 173

* What went wong:
Execution failed for task ':createDatabasesl|fNecessary'.

The messages are displayed on screen and sent to the log files that are stored in the t ool ki t
\ configuration\l ogs directory.

Deployment log files

i2 Analyze produces logging information about deployment tasks and the transactions that take place
when the system is operational. After deployment, you can check these logs to help diagnose potential
issues.

The following types of logged information are available for you to review:
Deployment logs

Each time that you run the set up command, a log file is created in the deployment toolkit. The
messages in these logs describe which tasks were called, whether the tasks completed successfully,
and the details of any issues that occurred.

These log files contain the same information as the console output. You can find them in the t ool ki t
\ configuration\l ogs directory.

Liberty logs
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In addition to the information in the deployment logs, extra information that relates to the application
server is also logged in depl oy\ W p\ usr\ servers\opal -server\| ogs.

The directory contains the following log files that you might use to help troubleshoot any issues:

consol e. | og

The consol e. | og file contains basic server status and operation messages, which are also
displayed on the console.

\ messages\ nessages. | og

The nessages. | og file contains messages from Liberty.
\messages\ffdc\ffdc. | og

The f f dc. | og file contains Fist Failure Data Capture (FFDC) output from Liberty components (for
example the database drivers that typically include selective memory dumps of diagnostic data).

\opal -services\i2 Alert_Schedul er. | og

Thei 2_Al ert _Schedul er. | og contains messages that record when the scheduled operations for
saved Visual Queries run.

\opal -services\i2 Anal ysis _Repository.|og

Thei 2_Anal ysi s_Reposi tory. | og file contains messages that are intercepted by log4j from the
i2 Analyze application.

\opal -services\i2 General .l og

The i 2_Gener al . | og file contains any messages that are intercepted by log4j, but not from the i2
Analyze application.

\ opal -servi ces\i 2_Conmponent _Avail ability. | og

Thei 2_Sol r _Cl uster_St at us. | og file contains entries for changes to the state of the Solr
clusters in your deployment.

\opal -services\i 2 _Connect Async_Query. | og

The i 2_Connect _Async_Query. | og file contains messages for failures or issues related to
asynchronous queries from i2 Connect connectors.

\opal -services\i2 Update_Live_Configuration.!|og

Thei 2_Updat e_Li ve_Confi gurati on. | og file contains messages that are displayed in the
console when you run the updat eLi veConf i gur at i on toolkit task or use the admni n/ r el oad
endpoint.

\opal -services\i2 Solr.|og

Thei 2_Sol r. | og file contains messages that are directly from Solr and ZooKeeper.

Solr logs

By default, information that relates to Solr is logged in depl oy\ sol r\ server\| ogs\ <node port>.

Resolving deployment errors

The sections in this topic describe how to react to some common error and warning messages that can
appear during i2 Analyze deployment.

"The results configuration file contains an invalid property type identifier"

© N. Harris Computer Corporation



Deploying i2 Analyze | 98

The following message is displayed if there are any identifiers in your results configuration file that are
not present in the i2 Analyze schema when you start i2 Analyze.

# [opal -services-is] OneOfStartupServicelnitializer encountered a problem
communi cating with the database that it cannot recover from

# [opal -services-is] Exception during initialization. The application is in
an unusabl e state.

# [opal -services-is] Errors occurred accessing systemresources from
Appl i cati onLi f ecycl eManager :

# [opal -services-is] The results configuration file contains an invalid
property type identifier: ADDL.

To resolve this issue, ensure that all of the identifiers in your results configuration file are present in the
i2 Analyze schema. For more information, see Setting up search results filtering.

"Default security dimension values provider specifies dimension values that are not in the
security schema" or "Default security dimension values provider specified no values for the
dimensions with these IDs"

These messages can appear when the security dimension values that are specified in the security
schema for the <Def aul t Securi t yDi nensi onVal ues> element are incorrect. For more information,
see Setting default dimension values.

"Unable to determine the DB2 version as you do not have execute permission to db2level"

This message is displayed if the JDBC driver is not present, or the installation path to Db2 is specified
incorrectly when you run the gener at eDef aul t s toolkit task.

There are two ways to resolve this issue:

< Ensure that you provide the JDBC driver for your deployment. For more information, see Specifying
the JDBC driver.

< Ensure that the value for the db. i nstal | ati on. di r setting in the envi r onnment . properties
file is correct. For more information, see envi ronnent . properti es.

"Invalid attribute value for 'name’' in element '‘complexType'. Recorded reason: cvc-datatype-

valid.1.2.1: 'Direcci##nltemClass' is not a valid value for 'NCName'.

This message is displayed if you try to deploy with a highlight query configuration that contains an
invalid character for the Db2 code page. After you install Db2, you specify the code page that the Db2
instance uses. For more information about the value that you must use for the code page, see the Post-
install section of Installing IBM Db2 for i2 Analyze.

"Some item types have multiple property types with the same semantic type ID, which is not
permitted.”

This message appears if the server detects that the Information Store schema assigns the same
semantic property type to more than one property type of the same item type. The message includes
the types involved and the identifier of the semantic type. For example:

Property (ET9)
Property Type (PRO2): gui dc329f90d- 3bf 7-40c3-8d87-f 6f e3ch8d5d4
Docurrent Type (PRO30): gui dc329f 90d- 3bf 7- 40c3- 8d87-f 6f e3cb8d5d4
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To resolve the problem, open the schema in Schema Designer and make one of the following changes:

* Remove the semantic property type assignment from all but one of the indicated property types

< Assign different semantic property types from the i2 Semantic Type Library to all but one of the
indicated property types

< Derive appropriate custom semantic property types from the duplicated type, and assign the derived
types to the property types instead.

If the property types in question are semantically related, the second and third options provide the best
analytical experience.

"<Per m ssi on> elements in the security schema have Level attributes ('NONE') that are not
valid. Ensure that all permission levels are valid."

This message appears if the server detects that the security schema includes the NONE access level in
a permission assignment. For example:

<SecurityPerm ssi ons>
<G oupPer m ssi ons User G oup="Anal yst" >
<Per m ssi ons Di nensi on="SD- SC' >
<Per m ssi on Di nensi onVal ue="H " Level =" UPDATE"/ >
<Per mi ssi on Di nensi onVal ue="0SI" Level =" NONE"/ >
</ Per m ssi ons>
</ Gr oupPer ni ssi ons>

To resolve the problem, remove the NONE assignment , or replace it with a valid level (UPDATE or
READ_ONLY).
Connecting clients

After you deploy and start i2 Analyze, connect to your system by using one of the supported clients
and search for data. Depending on the deployed components, you can access an i2 Analyze system by
using either i2 Analyst's Notebook or one of the web clients.

Before you begin

Before you can use any client to connect, you must:

e Set up at least one user on the application server that has permission to access records in i2
Analyze

e Ensure that i2 Analyze is started.

« Make a note of the URI for connections. When you start i2 Analyze, the URI that can be used to
connect is displayed in the console. For example:

Web application available (default_host): http://host_nane: 9082/ opal
To use Analyst's Notebook to connect, you must also:

¢ Install Analyst's Notebook. For more information, see the i2 Analyst's Notebook documenation about
installing Analyst's Notebook and working with i2 Analyze.

To use a web client to connect, you must also:

« Ensure that you have the correct license agreements in place to use the i2 Investigate or the i2
Notebook web client.
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« If you want to use the i2 Notebook web client, ensure that you have configured your deployment
to use SSL and given users the relevant command access permission. For more information, see
Enabling access to the i2 Notebook web client.

Note: When you create an example deployment, the example user already has the necessary
permission to use the i2 Notebook web client. Also, if you have access to the i2 Analyze server, you
can connect to the client through the | ocal host URL without configuring SSL.

Procedure

To use a web client to connect:

1. Open a web browser, and navigate to ht t ps: // <host _nane>/ opal . The web client displays a
login dialog.

2. Enter the name and password of a user who is registered in the application server.

If that user has permission to use the i2 Notebook web client, you see that application's user
interface. If they do not have permission, you see the i2 Investigate web client user interface instead.

3. Search for and visualize data to verify that the application is working correctly.

What to do next

i2 Analyze can display a welcome page when users connect through Analyst's Notebook. For
information on setting that up, see Displaying a welcome page in Analyst's Notebook.

Removing a deployment of i2 Analyze

You might need to reset a deployment of i2 Analyze to its just-installed state. For example, you might
complete an example deployment and then want to start creating a production deployment on the same
system.

Before you begin

Important: This procedure completely removes all the data and deployed components of i2 Analyze.
If you want to retain any data from the system, back up your data first. For more information about
backing up your data, see Backing up a deployment.

About this task

To remove a deployment of i2 Analyze, you must remove the database from the system and then the
deployment and data files from disk.

Procedure

1. Stop the deployment of i2 Analyze:
< In a single-server or remote database topology, run setup -t stop.
¢ In a multiple-server topology, see Stopping and starting i2 Analyze.

2. If your deployment contains a data store, drop the database from the system:
setup -t dropDat abases

A message is displayed when you run the toolkit task to confirm that you want to complete the
action. Enter Y to continue.
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To ensure that the database is removed correctly, use a database management tool to try and
connect to the database.

3. Move or delete the deployment and data directories in every i2 Analyze deployment toolkit in your
environment. By default, the directories are: i 2\i 2anal yze\ depl oy andi 2\i 2anal yze\ dat a:

« The deployment directories for the components of i2 Analyze, and the data directory for
i2 Analyze is specified in the envi ronment . properti es file. For more information, see
envi ronnent . properti es.

« The data directories for the components of i2 Analyze are specified in the t opol ogy. xni file.
For more information about this file, see t opol ogy. xn .

4. Move or delete the t ool ki t\ confi gur ati on directory in every i2 Analyze deployment toolkit in
your environment.

Results

The i2 Analyze deployment is returned to its just-installed state.

Best practices

When you create or manage a production deployment of i2 Analyze, there are a number of best
practices that you might follow.

Server host names

When you have multiple environments with i2 Analyze deployed, it can be useful to use host names for
the servers and application that identify their purpose. For example, in your development environment
you might set the host names of servers as follows: i 2anal yze. devel opnent . server.

Configuration management

When you create and maintain a deployment of i2 Analyze, it is an iterative process. Because of the
iterative nature, it is important to keep a record of changes to the i2 Analyze configuration. By using a
source control system, you can maintain a history of changes to the configuration.

After you populate the configuration directory in the pre-production environment, make a copy of the
directory in a location that is managed by a source control system.

Permanent environments

You can maintain your final development and test environments so that you can return to previous
deployment phases or use the environments to test any future upgrades of the system.

Production changes

Make any configuration changes in the lowest available deployment, then promote up to production.

Installing i2 Analyze

i2 distributes i2 Analyze in an archive file that contains the server software and tested versions of its
prerequisites. For some deployments, installing i2 Analyze just involves extracting the files from the
archive. For others, you need to add a supported database.

© N. Harris Computer Corporation



Deploying i2 Analyze | 102

Before you begin

You must ensure that the system that you are planning to install i2 Analyze onto is compatible with the
system requirements. For details of the system requirements, see the release notes that are available
from the i2 Analyze support page.

To install i2 Analyze, you must have the i2 Analyze version 4.4.4 distribution. Choose one of the
following distributions to install i2 Analyze from:

e i2 Analyze V4.4.4 (Archive install) for Windows
e 2 Analyze V4.4.4 (Archive install) for Linux

About this task

i2 Analyze is provided in a . zi p archive file for Windows, and a . t ar . gz archive file for Linux. To
install i2 Analyze, you need to extract the archive file and then accept the license agreement.

Procedure

1. Download the i2 Analyze distribution file for your operating system, and extract the contents into one
of the following directories:

e OnWindows, C:\i 2\i 2anal yze
e OnLinux,/opt/i2/i2analyze

Before you can use i2 Analyze, you must read and accept the license agreement and copyright
notices.

2. In atext editor, open the not i ces file and the license file for your language from the i 2anal yze
\ | i cense directory.

For example, the English license is in the LA _en file.
3. Accept the license and copyright notices.

a. Openthei 2\i 2anal yze\li cense_acknow edgnent . t xt file.
b. To accept the license and copyright notices, change the value of LI C_AGREEMENT to ACCEPT.

For example:
LI C_AGREEMENT = ACCEPT

c. Save and close the file.
What to do next

To learn more about the software prerequisites bundled in the i2 Analyze distribution, or if you need to
replace them with different supported versions, see Replacing prerequisite software.

If your intended deployment of i2 Analyze requires a database, see Installing a database.

Otherwise, you can proceed to creating your deployment.

Replacing prerequisite software

All deployments of i2 Analyze require a Java runtime, the Open Liberty application server, the Apache
Solr search server, and the Apache ZooKeeper process coordinator. These prerequisites are bundled
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with the i2 Analyze toolkit. If you need to, you can replace the supplied version of a prerequisite by
installing another supported version of the software.

Note: For more information about the system requirements and prerequisites for i2 Analyze, see the
release notes.

You can find the supplied versions of all the prerequisite software in the t ool ki t / bi n directory of the
i2 Analyze distribution. The Wl p, sol r, and zookeeper directories each contain a single archive file,
while the j ava directory has subdirectories for | i nux and wi ndows distributions.

To replace any of the prerequisites, follow the instructions in the sections below.

Java

By default, i2 Analyze uses the Eclipse Temurin JDK 17, versions of which are available for download
from the Adoptium website.

To use a different distribution of Java 17, see Specifying the Java distribution. Alternatively, to use a
different version of the Temurin JDK:

1. Download a supported version of the JDK from Adoptium.

2. Replace the archive file in the t ool ki t / bi n/java/linux ortool ki t/bin/java/w ndows
directory with the downloaded archive.

3. If you have already deployed i2 Analyze, then complete the following steps:

a. Stop the application server and all Solr nodes.
b. Runsetup -t install Java on all servers.
c. Start the application server and all Solr nodes.

Liberty

i2 Analyze uses an Open Liberty runtime package, versions of which are available for download from
the Maven repository website.

To use a different version of Open Liberty:

1. Download a supported version of Open Liberty from Maven.
2. Replace the archive file in the t ool ki t / bi n/ W p directory with the downloaded archive.
3. If you have already deployed i2 Analyze, then complete the following steps:

a. Stop the application server and all Solr nodes.
b. Runsetup -t installLiberty onall Liberty servers.
c. Start the application server and all Solr nodes.

Solr

i2 Analyze uses the "slim" distribution of the Apache Solr search server. You can download the latest
version from the main download page, or earlier versions from Apache's archive.

To use a different version of Apache Solr:

1. Download a supported version of the Apache Solr distribution.
2. Replace the archive file in the t ool ki t / bi n/ sol r directory with the downloaded archive.
3. If you have already deployed i2 Analyze, then complete the following steps:

a. Stop the application server and all Solr nodes.
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b. Runsetup -t install Solr on all Solr servers.
c. Start the application server and all Solr nodes.

ZooKeeper

Any new version of Apache ZooKeeper that you use with i2 Analyze must be compatible with your
version of Apache Solr, and supported by your version of i2 Analyze. Downloads are available from the
Apache ZooKeeper website.

To use a different version of Apache ZooKeeper:
1. Download a supported version of the Apache ZooKeeper distribution.
2. Replace the archive file in the t ool ki t / bi n/ zookeeper directory with the downloaded archive.
3. If you have already deployed i2 Analyze, then complete the following steps:
a. Stop the application server and all Solr nodes.
b. Runsetup -t install Zookeeper on all ZooKeeper servers.
c. Start the application server and all Solr nodes.

Installing a database

Most deployments of i2 Analyze require a database management system. The software supports
PostgreSQL, IBM Db2, and Microsoft SQL Server databases, which you must configure appropriately
when you install them.

At this version of i2 Analyze, the supported versions of the database management systems are as
follows:

e PostgreSQL at version 15.0 or above.

For more information about how to install PostgreSQL, see Installing PostgreSQL for i2 Analyze.

+ IBM® Db2® Enterprise Server, Advanced Enterprise Server, Workgroup Server, or Advanced
Workgroup Server editions at version 11.1 Fix Pack 3 or later, or Advanced and Standard editions at
version 11.5.

Note: IBM Db2 Standard Edition - VPC Option - version 11.5 is included with i2 Analyze.

For more information about how to install Db2, see Installing IBM Db2 for i2 Analyze.

+ Microsoft® SQL Server Standard or Enterprise editions at version 14.0 (2017), 15.0 (2019), or 16.0
(2022).

For more information about how to install SQL Server, see Installing Microsoft SQL Server for i2
Analyze.
Installing PostgreSQL for i2 Analyze

i2 Analyze supports using PostgreSQL as its database management system. This topic describes how
to install PostgreSQL for use with i2 Analyze.

Location

If you are creating a production deployment, you can install PostgreSQL in any location. When you
install PostgreSQL, record the location of the installation directory because you must specify this
location in the deployment toolkit before you can deploy i2 Analyze.
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If you are creating an example deployment, install PostgreSQL (server and client) in the following
location:

e For Windows: C: / Program Fi | es/ Post gr eSQ./ 16

e ForLinux:/usr/lib/postgresql/16

In addition, an example deployment needs the PostgreSQL database server to listen on (the default)
port 5432.

Collation

In PostgreSQL, the collation settings that determine the case- and accent-sensitivity of comparisons
in a database (for example, whether Caf e matches caf é) are set at creation and cannot be changed
without re-creating the database.

Important: Before any deployment of i2 Analyze with the Chart Store or the Information Store,

read the documentation about the Col | ati on_Determi ni stic, Col |l ati on_Local e, and

Col I ation_Sensitivity settingsin | nf oSt or eNanesPost gr es. properti es and change the
default values if you need to.

Other features

All installations of PostgreSQL for use with i2 Analyze must include the PostGIS (geospatial) extension.

Note: PostgreSQL packages and installers are available with and without PostGIS. For these and other
downloads associated with PostgreSQL, see the official download page at https://www.postgresql.org/
download.

If you already have a PostgreSQL installation that does not include PostGIS, you can add the extension
to the existing installation. For more information, see the PostGIS documentation at https://postgis.net/
install/.

Note: When you add PostGIS to an existing installation that includes pgAudi t , you must temporarily
disable pgAudi t first. Otherwise, PostGIS fails to install.

The PostgreSQL client Command Line Tools (that is, psql ) must be installed on the same server as the
i2 Analyze toolkit. On Windows, this installation is called the "Command Line Tools". On Linux, it's just
referred to as the "client".

PostgreSQL does not have a built-in scheduling agent. If you need to be able to run tasks such as
deletion by rule on an automated schedule, you must install a third-party tool such as pg_cr on.

Users

The PostgreSQL database user that you specify in cr edent i al s. properti es must be a superuser,
and it must have all available privileges enabled.

The PostgreSQL installation process creates a suitable user that has the name post gr es and a
password that you specify during the procedure.

High availability

At this version of i2 Analyze, PostgreSQL is not supported in deployments for which HADR is required.
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Installing IBM Db2 for i2 Analyze

i2 Analyze supports using IBM Db2 as its database management system. This topic describes how to
install Db2 for use with i2 Analyze.

Location

If you are creating a production deployment, you can install Db2 in any location. When you install Db2,
record the location of the installation directory because you must specify this location in the deployment
toolkit before you can deploy i2 Analyze.

If you are creating an example deployment, install Db2 in the following location:

e For Windows: C:\ Program Fi |l es\ | BM SQLLI B
e For Linux:/opt/i bnl db2/ <Db2_ver si on>

Features and language

In all deployments, you must ensure that the following features are installed:

* Spatial Extender server support
e Spatial Extender client

For Linux deployments, if you are deploying with a schema that contains non-English characters,
ensure that the operating system's LANG environment variable is set to the locale of the non-English
characters. You can only deploy i2 Analyze with a Db2 instance where the DB2_WORKL QAD environment
variable is not set and the database is row-organized. If you have an existing Db2 instance where
DB2_WORKLQAD is set or the database is column-organized, you must create a Db2 instance with the
supported configuration and deploy i2 Analyze with it. For more information about the DB2_WORKLQAD
environment variable, see System environment. For more information about column-organized
databases, see Setting the default table organization.

Users

On Windows, Db2 creates a Windows user account (db2admi n), and two Windows groups
(DB2ADIWNS, DB2USERS). To work successfully with Db2, ensure that your Windows user account is a
member of the DB2ADVNS >Windows group.

On Linux, Db2 creates an Administration Server user (dasusr 1) and group (dasadmil), an instance-
owning user (db2i nst 1) and group (db2i adml), and a fenced user (db2f enc1) and group

(db2f adml). To work successfully with Db2, ensure that the user that runs the deployment script is a
member of the dasadnil and db2i adml groups.

Make a note of any user names and passwords that are specified during the installation process.
Note: In all scenarios, the user that you use to run the deployment scripts must have permission to
create and modify the database. For more information, see CREATE DATABASE command".

Post-install

After you install Db2 for the Information Store, you must enable the administrative task scheduler and
set the code page on the Db2 installation:

* Onthe command line, navigate to the SQLLI B\ bi n directory of your Db2 installation. On Linux,
navigate to the db2i nst 1/ sql | i b/ bi n directory.

« To enable the administrative task scheduler, run the following command: db2set
DB2_ATS_ENABLE=YES
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* To set the code page for UTF-8 encoding, run the following command:
db2set DB2CODEPACGE=1208
For more information about installing Db2, see Installing Db2 database servers.

If you installed IBM Db2 on Linux, ensure that the operating system user process resource limits
(ulimits) meet the Db2 recommended values. For more information about the recommended ulimits, see
Operating system user limit requirements (Linux and UNIX).

Collation

In Db2, the collation settings that determine the case- and accent-sensitivity of comparisons in a
database (for example, whether Caf e matches caf é) are set at creation and cannot be changed
without re-creating the database.

Important: Before any deployment of i2 Analyze with the Chart Store or the Information Store, read
the documentation about the Col | at i on setting in | nf oSt or eNamesDb2Ser ver . properti es and
change the default value if you need to.

Remote Db2 database storage

If you plan to deploy i2 Analyze with remote database storage, you must install Db2 on your database
server, and Db2 or IBM Data Server Client on the application server. Install Db2 according to the
previous instructions; if you are using IBM Data Server Client, also ensure that Spatial Extender client
support is installed. For more information about IBM Data Server Client, see Installing IBM Data Server
drivers and clients.

The instance of Db2 or IBM Data Server Client on the application server must be the same version level
as the instance of Db2 on the database server. For example, if the instance of Db2 on your database
server is version 11.1, the instance of Db2 or IBM Data Server Client on the application server must also
be version 11.1.

High availability
When you install Db2 in a deployment that uses HADR, the following must be true:

¢ The version of Db2 installed on the primary and standby servers must be the same.

« Install Db2 on all servers according to the previous information.

« Db2 must be installed with the same bit size (32 or 64 bit) for both the primary and standby servers.
e The primary and standby databases must have the same database name.

« The primary and standby databases must be in difference instances.

« The amount of space allocated for log files must be the same on both the primary and standby
databases.

For more information about the Db2 requirements, see High availability disaster recovery (HADR)
support. For more information about the Db2 HADR feature, see High availability disaster recovery
(HADR).
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Installing Microsoft SQL Server for i2 Analyze
i2 Analyze supports using Microsoft SQL Server as its database management system. This topic
describes how to install SQL Server for use with i2 Analyze.

Location

If you are creating a production deployment, you can install SQL Server in any location. When you
install SQL Server, record the location of the installation directory. You must specify this location in the
deployment toolkit before you can deploy i2 Analyze.

If you are creating an example deployment, install SQL Server in the default location:

e For Windows: C:\ Program Fi |l es\ M crosoft SQ. Server.
e For Linux: / opt / nesql . Install the SQL Server tools in the default path: / opt / nssql -t ool s.

Features

In all deployments, you must ensure that the following features are installed or enabled:

« Database Engine Services
e SQL Server Authentication
e TCP/IP Protocol

In all deployments, you must install the ODBC Driver for SQL Server and sql cnd utility on your
database server.

On Windows:

¢ Microsoft ODBC Driver for SQL Server on Windows
e sqgl cnd Utility

On Linux:

¢ Download ODBC Driver for SQL Server
¢ Install the SQL Server command-line tools

Note: To ensure that you see drivers and tools that are compatible with your version of SQL Server,
select it from the drop-down menu.

You can also install Microsoft SQL Server Management Studio to administer your SQL Server
installation. If you are using SQL Server on Linux, you can install SQL Server Management Studio on a
Windows workstation and connect to your SQL Server installation.

To create an example deployment of i2 Analyze on Windows, the instance name that you use must be
MBSQL.SERVER. Regardless of your operating system, the port number must be 1433.

Users
You must have an SQL Server Authentication Login that has the following permissions:
e Server roles:

e dbcreator
* bul kadm n, to ingest the example data. The bul kadmni n role is not supported on Linux
« User mappings for the nsdb database:

e SQ.Agent User Rol e
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 db_dat ar eader

Note: In all scenarios, the user that you use to run the deployment scripts must have permission to
create and modify the database.

Collation

In SQL Server, the collation settings that determine the case- and accent-sensitivity of comparisons
in a database (for example, whether Caf e matches caf é) are set at creation and cannot be changed
without re-creating the database.

Important: Before any deployment of i2 Analyze with the Chart Store or the Information Store, read
the documentation about the Col | ati on setting in | nf oSt or eNanmesSQ.Ser ver . properti es and
change the default value if you need to.

Post-install

e Ensure that the SQL Server Agent service is running.

¢ On Windows, if you want to use the instance name to connect to SQL Server, ensure that the SQL
Server Browser service is running.

Remote SQL Server database storage

If you plan to deploy i2 Analyze with remote database storage, you must install SQL Server on

the database server, and SQL Server or Microsoft Command Line Utilities for SQL Server on the
application server. You can install SQL Server and the Command Line Utilities according to the previous
instructions.

High availability
When you install SQL Server for HADR, you must ensure that the following statements are true:

¢ All database servers are in the same IP address range.

« All database servers are members of the same domain for SQL Server Always On availability groups
DNS name resolution.

« Two static TCP/IP addresses, one for the Windows Failover Cluster and one for the SQL Server
Always On availability group. The IP addresses must be in the same range.

* The same version of Windows Server is installed.

For information about installing SQL Server with SQL Server Always On availability groups, see
Prerequisites, Restrictions, and Recommendations for Always On availability groups.

Configuring i2 Analyze

During implementation of a production deployment, you need to modify the original base deployment to
match the needs of your organization. When the i2 Analyze deployment is in use, you can make further
configuration changes to adjust to changing needs, and to administer the system.

Configuration sections

« Configuring the i2 Analyze application
* Ingesting data into the Information Store

« Connecting to external data sources

© N. Harris Computer Corporation


https://learn.microsoft.com/sql/database-engine/availability-groups/windows/prereqs-restrictions-recommendations-always-on-availability

Configuring i2 Analyze | 110

¢ i2 Analyze Schema Designer
Common tasks

¢ Modifying a deployed i2 Analyze schema
e Configuring user security

e Connecting to external data sources

e Configuring Find Matching Records

Troubleshooting and support

« i2 Enterprise Insight Analysis support page
e i2 Support

Configuring the i2 Analyze application

To configure i2 Analyze for your organization's requirements, you complete various activities that modify
its behavior. These activities can affect aspects of the system such as authenticating and authorizing
users, controlling access to features, and providing appropriate search options.

If you want to modify the configuration of an i2 Analyze system that is already in production, i2
recommends that you make your changes first in the environment that is furthest away from production.
For example, start by changing the configuration development environment, and then promote those
changes through pre-production, test, and finally into production.

For more information about creating deployment environments, see Deployment phases and
environments.

Configuring i2 Analyze schemas

An important part of developing an i2 Analyze deployment is creating the schemas for it to use. Between
them, the Information Store, gateway, and connector schemas model the data that you want to analyze
in the deployment.

When you deploy a schema, you also deploy one or more charting schemes to accompany it. These
separate files specify how entities and links and their properties appear when they are visualized on
charts. To provide users with more flexibility in their investigations, you can visualize data in different
ways by creating multiple charting schemes.

Any schemas that you create for the i2 Connect gateway or for individual connectors are relatively
flexible, and you can modify them after deployment as you see fit. However, after an Information Store
schema enters production, the changes that you can make to it are strictly limited. Therefore, it is
important to ensure early in the development process that if your deployment includes an Information
Store, its schema meets the requirements of the organization.

Note: In some deployments of i2 Analyze, the Chart Store replaces the Information Store. The schema
and the charting scheme for the Chart Store are much smaller than their equivalents for the Information
Store, but changing them in a production deployment is subject to the same limitations.

You can view, edit, and create schemas with Schema Designer. For instructions on creating and editing
a schema, see the i2 Analyze Schema Designer documentation.

Schema settings

When a deployment of i2 Analyze includes the i2 Connect gateway and connectors that define their
own schemas, the gateway interrogates the connectors for the locations of those schemas. For
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schemas that are hosted on the server, the i2 Analyze application retrieves their locations from the
Apol | oServer Setti ngsMandat ory. properti es file.

For a deployment of i2 Analyze that includes the Chart Store or the Information Store,

Apol | oServer Setti ngsMandat ory. properti es must contain populated SchemaResour ce and
Char ti ngSchenesResour ce settings that provide the locations of the schema and charting scheme
files:

SchemaResour ce=
Charti ngSchenesResour ce=

Note: A single deployment of i2 Analyze cannot include both the Chart Store and the Information Store.
When necessary, the Information Store subsumes the Chart Store, and the Information Store schema
includes the elements that describe stored Analyst's Notebook charts.

The Apol | oSer ver Setti ngsMandat ory. properti es files in the example

configurations that include the i2 Connect gateway contain extra settings that are named

Gat eway. Ext er nal . SchemaResour ce and Gat eway. Ext er nal . Char ti ngSchenesResour ce.
However, these hames are not mandatory, and they are not the only settings for gateway schemas that
can appear in the file.

In general, a deployment of i2 Analyze that includes the i2 Connect gateway can have any number
of gateway schemas. Every pair of schema and charting scheme files must be identified in the
Apol | oServer Setti ngsMandat ory. properti es file, using the following syntax:

Gat eway. Shor t Nane. SchemaResour ce=
Gat eway. Shor t Nane. Charti ngSchenesResour ce=

You are free to specify the Shor t Nane of each pair of settings as you wish. The short name that you
provide is displayed to Analyst's Notebook users in the names of item types from the schema. It is also
displayed to system administrators in the user interface for creating type conversion mappings. And

i2 Analyze uses the short name to differentiate between any item types that have the same name in
separate gateway schemas.

Modifying a deployed Chart Store schema

A deployment of i2 Analyze that includes the Chart Store (with or without the i2 Connect gateway)
supports a limited set of changes to the supplied example schema. By adding property types to the
"Analyst's Notebook Chart" entity type, you can enhance users' ability to categorize and retrieve the
charts that they store.

About this task

The example Chart Store schema in the deployment toolkit contains a single "Analyst's Notebook Chart"
entity type. That entity type contains two property types that represent the name and description of any
chart that is stored in the Chart Store. In a live deployment, i2 Analyze permits additive changes to the
Chart Store schema. By adding property types to the "Analyst's Notebook Chart" entity type, you can
enable users to search for charts more effectively, and to filter search results by the values of the new
properties.

Note: In a deployment of i2 Analyze that includes the Information Store, the schema includes the
Chart Store's "Analyst's Notebook Chart" entity type alongside all the Information Store item types. The
instructions here apply to modifications to that entity type in Chart Store and Information Store schemas.

If you follow this procedure in a deployment that provides high availability, you must complete each step
and run each command on every Liberty server in your environment before you move to the next step or
command.
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Procedure

The following steps describe how to add property types to the schema in a deployment of i2 Analyze
that includes the Chart Store.

1. Locate the XML file that contains the Chart Store schema for the i2 Analyze deployment, and load it
into Schema Designer.

2. Make your additions to the "Analyst's Notebook Chart" entity type, and then save the file.

Note: Schema Designer does not validate whether your changes are compatible with the deployed
schema. Validation takes place when you apply the changes to your deployment.

3. Run the following commands on the Liberty server to update the database and application to
conform to the updated schema.

setup -t stopLiberty

setup -t updateSchema
setup -t depl oyLiberty
setup -t startLiberty

The command recognizes that you modified the schema, determines whether the changes are
valid for the running Chart Store, and then applies them. If the changes are not valid, the command
displays messages to explain the problems.

What to do next

By default, deployments of i2 Analyze that include the Chart Store do not specify a results configuration
file. Any property types that you add are automatically available as filters for search results. However, if
you add a property type that you do not intend to use for filtering, or if you have modified the "Analyst's

Notebook Chart" entity type in an Information Store schema, you must set up search results filtering to

include or exclude the new property types as required.

When you complete the procedure, reconnect to i2 Analyze from Analyst's Notebook to confirm that the
changes are present and behaving correctly.

Modifying a deployed Information Store schema

i2 Analyze supports a limited set of small changes to the Information Store schema in a production
deployment. In general, if your changes only add to the existing schema, you can apply them without
the disruption that more significant changes can cause.

About this task

After you deploy i2 Analyze with an Information Store, you can generally make additive changes to the
Information Store schema, but not destructive ones. For example, you can add new item types, and
add new property types to existing item types, but you cannot remove types from the schema. For more
information about the changes that you can make, see Permitted Information Store schema changes.

Destructive schema changes include removing item types or property types. Removing types can
result in an Information Store with data that is not valid according to the schema. To make destructive
changes to the schema, you must remove any data from the system and re-create its databases.

For more information about performing destructive schema changes or replacing the schema, see
Replacing the Chart Store or Information Store schema.

If you follow this procedure in a deployment that provides high availability, you must complete each step
and run each command on every Liberty server in your environment before you move to the next step or
command.
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Procedure

The following steps describe how to make small changes to the schema in a production deployment of
i2 Analyze that includes an Information Store.

1. Locate the XML file that contains the Information Store schema for the i2 Analyze deployment, and
load it into Schema Designer.

2. Make your changes to the schema and its associated charting schemes, and then save the file.

Note: Schema Designer does not validate whether your changes are compatible with the deployed
schema. Validation takes place when you apply the changes to your deployment.

3. Run the following commands on the Liberty server to update the database and application to
conform to the updated schema.

setup -t stopLiberty

setup -t updateSchema
setup -t depl oyLiberty
setup -t startLiberty

The command recognizes that you modified the schema, determines whether the changes are valid
for the running Information Store, and then applies them. If the changes are not valid, the command
displays messages to explain the problems.

Note: If you customized the Information Store creation process by specifying cr eat e-

dat abase="f al se" in the topology file and running the scripts yourself, this command works in the
same way. Execution stops so that you can customize the changes to the Information Store. After
you apply the changes, you can run the task again to complete the process.

What to do next

Because you can make only additive changes to an Information Store schema that you modify through
this procedure, it is not mandatory to change other parts of your deployment. However, to take full
advantage of your additions, consider the following complementary changes.

* To enable the Information Store to ingest data for the new item types and property types, modify
your ingestion artifacts. See Information Store data ingestion.

« If your deployment includes definitions of the property values of merged i2 Analyze records, you
must update your merged property values definition views. See Define how property values of
merged records are calculated.

« If you want users to see the new types in quick search filters, edit the configuration file that controls
them. See Setting up search results filtering.

« If your deployment includes highlight queries, you can update them for the new item and property
types. For more information, see Deploying highlight queries.

Permitted Information Store schema changes

After you create an Information Store schema and use it in a deployment, i2 Analyze restricts
subsequent changes to that schema to ensure that data in the system remains accessible. In general,
you can add content to a published Information Store schema, but you cannot take content away.

To be specific, i2 Analyze prevents changes to a schema that might invalidate data that is already
stored. For example, if you remove an item type from the Information Store schema, then the store
might contain data for which i2 Analyze no longer has a definition. However, you can make additive
changes to the schema. You can also disable or hide item or property types in some parts of the
system, if you are certain that they are no longer required.
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Permitted changes

You can make the following changes to the Information Store schema of a live deployment:
¢ Add an item type.

« Change the display name of an item type.

« Change the icon of an item type.

« Add a property type.

« Change the display name of a property type.
« Change the display order of a property type.
« Increase the value length of a property type.
« Make a property type non-mandatory.

« Add a grade type.

* Add a labeling scheme.

Prevented changes

i2 Analyze prevents all of the following Information Store schema changes from taking place against a
live deployment:

e Change the schema identifier.

« Remove an item type.

* Remove an entity type from the permitted list for a link type.

* Remove a property type.

« Make a property type mandatory.

« Remove a default property value.

* Remove a property value from a selected-from or suggested-from list.
« Change the logical type of a property type.

+ Remove a grade type.

* Remove a link strength.

To protect your data when you redeploy with a modified Information Store schema, i2 Analyze carries
out validation checks to ensure that the changes you made do not result in data loss.

Permitted changes that do not affect the Information Store

You can make the following changes to the Information Store schema of a live deployment. However,
they do not affect the store, which means that users still see items with hidden types when they run a
quick search, for example:

¢ Add a link constraint.
* Add a link strength.

« Disable an item type.
e Hide an item type.

The disable and hide functions change how item and property types behave in the deployment without
making any destructive changes. Use these features with caution though because they can affect the
behavior of visual query and import operations.
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Replacing the Chart Store or Information Store schema

The schema is a key component of any i2 Analyze deployment that includes the Chart Store or

the Information Store, and configuring it correctly is an important part of the development process.
Replacing or making destructive changes to the schema requires you to clear and repopulate the store.
As you do so, you might need to change other parts of the system too.

About this task

This procedure contains the steps for making destructive changes to a Chart Store or Information Store
schema in your deployment of i2 Analyze. When you replace the schema, you must clear data from

the system, modify any sample data, and edit any other part of the configuration that depends on the
schema.

In a deployment that provides high availability, use the documentation from your database management
system to remove the Chart Store or Information Store database from each database server in your
deployment instead of the dr opDat abases toolkit task.

In a deployment that provides high availability, stop and start each Liberty server in your environment
but run del et eSol r Col | ecti ons and cr eat eSol r Col | ecti ons on one Liberty server only.

Procedure

1. Copy the new schema and charting scheme files to the conf i gur ati on\ f r agnment s\ cormon
\ VIEB- | NF\ cl asses directory of the deployment toolkit.

2. Specify the schema and charting scheme that the deployment uses.

a. Using a text editor, open the Apol | oSer ver Set ti ngsMandat ory. properti es file in the
same directory as the schema files.

b. Set the values of the SchenaResour ce and Charti ngSchemesResour ce properties to the
names of your schema and charting scheme files.

c. Save and close the file.
The following steps update your deployment with the new schema.
1. Stop the deployment:

setup -t stopLiberty

2. To remove the database and Solr collections, navigate to the t ool ki t\ scri pt s directory and run
the following command:

setup -t dropDat abases --hostnanme <liberty. host-nanme>
setup -t deleteSol rCol |l ections --hostnane <liberty. host-nanme>

Here, | i berty. host nane is the hostname of the Liberty server where you are running the
command. It matches the value for the host - namne attribute of the <appl i cat i on> element in the
t opol ogy. xm file.

A message is displayed when you run each task to confirm that you want to complete the action.
Enter Y to continue. The database and Solr collections are removed from the system.

3. To re-create the Solr collections and databases, run the following commands:

setup -t createSol rCol |l ections --hostnane <l|iberty. host-nane>
setup -t createDat abases

4. Update the i2 Analyze application:
setup -t depl oyLi berty
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5. Update the schema:

setup -t updat eSchenma
6. Start Liberty:

setup -t startLiberty

What to do next

If you are using a results configuration file, configure the facets to match the item and property types
that you added or changed in the Information Store schema. See Setting up search results filtering.

If you are defining the property values of merged i2 Analyze records, you must update your merged
property values definition views. See Define how property values of merged records are calculated.

Adding, removing, modifying gateway schemas

A single deployment of i2 Analyze that includes the i2 Connect gateway can contain

several gateway schemas. When you add or remove gateway schemas, you must edit the

Apol | oServer Setti ngsMandat ory. properti es file. It is likely that you must edit some of the
other configuration files and settings too.

About this task

When several connectors query the same data source, it can make sense for them to share a gateway
schema instead of defining schemas of their own. If you buy or develop more than one set of such
connectors, then it is possible for your deployment of i2 Analyze to use several gateway schemas. The
section of the settings file then looks like this:

Gat eway. <Sour ceOne>. SchermaResour ce=
Gat eway. <Sour ceOne>. Charti ngSchenmesResour ce=
Gat eway. <Sour ceTwo>. SchermaResour ce=
Gat eway. <Sour ceTwo>. Charti ngSchenmesResour ce=

For each gateway schema that you add to a deployment, you must add two entries to this list with a
new name in place of <Sour ceOne> or <Sour ceTwo>. If you remove a gateway schema, make sure to
remove both entries that were associated with that schema.

If you follow this procedure in a deployment that provides high availability, you must complete each step
and run each command on every Liberty server in your environment before you move to the next step or
command.

Procedure

After you add or remove the settings for a particular gateway schema from
Apol | oServer Set ti ngsMandat ory. properti es, check other aspects of your system
configuration.

1. Before you reload the i2 Analyze server to reflect your changes, make sure that the results
configuration file matches your new set of gateway schemas.

a. Open the file indicated by the Resul t sConfi gur at i onResour ce property in
Di scoServer Set ti ngsConmon. properti es and follow the instructions in Setting up search
results filtering to remove references to item types from removed gateway schemas.

b. Add or edit elements in the file to enable result filtering on item and property types in any new
gateway schemas.
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2. Use the i2 Analyze server admin console to reload the server and update its information about the
gateway schemas.

3. Follow the instructions in Configuring matching to make any changes to the system or Find Matching
Records match rules files that are required as a result of your changes to the configured schemas.

4. If your deployment uses them, update the set of type conversion mappings.

a. Open a web browser and navigate to the i2 Analyze server admin console.

b. Inthei2 Analyze type conversion app, add, edit, or remove type conversion mappings to reflect
the new set of gateway schemas.

c. Export the modified conversion mappings. Copy the resulting mappi ng- confi gurati on. j son
file to the deployment toolkit's conf i gur at i on\ f r agnment s\ conmon\ VEB- | NF\ cl asses
directory.

d. Redeploy Liberty to update the type conversion mappings on the server.

Results

On completion of the above steps, your i2 Analyze deployment is fully updated in response to the
changes that you introduced by adding, removing, or modifying a gateway schema.

12 Analyze Schema Designer

In i2 Analyze deployments, schemas are key to how data is visualized, analyzed, and stored. i2 Analyze
Schema Designer is a Windows application for creating and editing schemas that meet all of the
requirements i2 Analyze places upon them.

i2 Analyze schemas, and the charting schemes that accompany them, are stored as XML files. Using

Schema Designer to create and edit schemas has several benefits:

* Schema files that are guaranteed to be well formatted and valid for use with i2 Analyze

« Automatic creation and maintenance of identifiers and other system information that schemas
require

< Built-in access to the i2 Semantic Type Library, which unlocks advanced features for search and
analysis

* The ability to create and edit charting and labeling schemes alongside the schema itself

This documentation describes how to use i2 Analyze Schema Designer as part of the process for
designing, creating, deploying, and modifying i2 Analyze schemas.

Important: Schema Designer includes features for maintaining schemas that target earlier versions of
i2 Analyze. This documentation does not describe how to use these features.

Designing schemas

The schemas in an i2 Analyze deployment describe how the data in your investigations is expressed
as the entities, links, and properties of the i2 Analyze data model. Before you start to use Schema
Designer, you should have a clear idea of the schema that you want to create or update.

Whether you're creating a schema or editing an existing one, you need to understand both the i2 data
model and the data you're working with. If you're developing a new schema, Schema Designer becomes
part of the iterative development process. If you're modifying a schema, Schema Designer helps you to
retain consistency as you make your changes.
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Data modeling

The detail of how you model data for your organization can be different depending on whether your
schema is for an Information Store or an external data source:

< For an Information Store schema, you often have a body of existing data to work with, as well as
analysts who are familiar with it. These schemas can be quite large, describing most or all of the
data in the organization.

< For a connector (or a gateway) schema, the schema is tied closely to one or more connectors, and
it's often developed in parallel with them. These schemas are generally smaller, describing only the
data that the connector can return.

In either case, Schema Designer presents and allows you to manipulate schemas in terms of the i2
Analyze data model. For an example of understanding data and then describing it in terms of entity, link,
and property types, see Designing an i2 Analyze connector schema in the i2 Connect SDK.

Schema development

If your deployment of i2 Analyze includes an Information Store, its schema is a fundamental part of that
deployment. The Information Store's schema affects the structure of its data storage, and as a result it's
difficult to make changes after the deployment enters production.

When you create an Information Store schema, you can employ a schema development environment
that allows you to iterate and test your design before you commit to its final form.

Gateway and connector schemas are not constrained in the same way, but a schema development
environment can still be a useful way to iterate quickly during schema development.

If Analyst's Notebook users will connect to your i2 Analyze deployment, then as your schema matures
you should begin to develop the charting schemes that determine how data from i2 Analyze is
represented by the items on Analyst's Notebook charts.

Schema maintenance

As suggested above, the changes that you can make to a schema after you've deployed it to users
depend on whether it's for an Information Store, an i2 Connect gateway, or a connector to an external
data source. Schema Designer validates your edits to ensure consistency, while i2 Analyze itself
determines whether the changes are permitted in context.

For more information about adding, modifying, and replacing the schemas in a live i2 Analyze
deployment, see the configuration documentation.
Creating a schema

When you have an initial plan for the entity, link, and property types that your deployment of i2 Analyze
will use, you can start to create the schema in Schema Designer. Usually, it's better to add entity types
to the schema before you add link types.

To create a schema, just start i2 Analyze Schema Designer. The application window opens to display a
new, empty schema that's ready for you to work with.
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12 Analyze Schema Designer - Untitled

Help

File  Edit View Insert
Be
—@ Ertity Types

- & Link Types

—-[) Labeling Schemes

+|] Grade Types
- = | Link Strengths

+-=L Analyst's Notebook Ch

...[]) Labeling Scheme 1

Default labeling scheme:
Labeling Scheme 1

Default link strength:

Source information mandatory fields:

[] Reference [ ] Description

[] Date

Note: The tree view presents the possible contents of the schema as entity types, link types, labeling
schemas, grade types, and link strengths. Grade types and link strengths have no effect in recent

versions of i2 Analyze.

Alternatively, for a demonstration of what a complete i2 Analyze schema can look like, open any of the

example schemas that i2 provides.

Important: All schemas that you create through Schema Designer contain system types that must be
present for the schema to function correctly. The application doesn't allow you to remove these types, or

to change them in a way that makes the schema invalid.

Creating entity types

Entity types are the templates that describe how entities - the real-world objects that your data
represents - are stored, analyzed, and visualized in i2 applications. When you create entity types,
provide as much information as you can for the developers and analysts who will use them.

About this task

The process of creating an entity type involves not only naming and describing the type itself, but also
choosing the semantic type that categorizes it and creating the property types that it contains.

Procedure

To create an entity type in Schema Designer:

1. In the application window, click Insert > New Entity Type.

A New Entity Type is added to the list of Entity Types in the navigation tree. The Entity Type tab
displays Name and Description fields that you can edit, as well as a default icon and an indicator

that a semantic type is yet to be assigned.

2. Provide a name and a description for the new entity type, and select the icon that entities with this

type have by default in visualizations.

3. Next to the Semantic Type field, click Select to choose a semantic type for this entity type.

4. Create the property types that define the data values that entities with this type can contain.
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Results

The entity type is successfully created, complete with your semantic and property type specifications.

Creating link types

Link types are the templates that describe how links - which represent associations between entities -
are stored and analyzed in i2 applications. When you create link types, take care to ensure that your
end type selections match your schema design.

About this task

The process of creating a link type involves not only naming and describing the type itself, but also
choosing the semantic type that categorizes it and creating the property types that it contains.

In addition, creating a link type means specifying which types of entities can appear at the ends of links
of that type. For example, a link of type Owner might represent associations between entities of type
Person, Organization, Property, and Vehicle.

Procedure

To create a link type in Schema Designer:
1. In the application window, click Insert > New Link Type.

A New Link Type is added to the list of Link Types in the navigation tree. The Link Type tab displays
Name and Description fields that you can edit, as well as an indicator that a semantic type is yet to
be assigned.

2. Provide a name and a description for the new link type.
3. Next to the Semantic Type field, click Select to choose a semantic type for this link type.
4. Specify the types of entities that can appear at the "to" and "from" ends of links with this type:

a. Switch to the Link Ends tab. The From End Types and To End Types lists present all the entity
types in the schema as potentially valid link ends.

Note: This behavior is why it's helpful to create all the entity types before you create the link
types.

b. Select the types of entity that are valid ends for links of this type. If it's valid for an entity type to
appear at both ends, you must select it in both lists.

5. Create the property types that define the data values that links with this type can contain.

Results

The link type is successfully created, complete with your semantic and property type definitions and its
link end constraints.
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Creating property types

The property types that entity and link types contain are the templates for the properties that entities and
links contain. When you create property types, you provide the basis on which i2 applications perform
comparisons and analysis of your data.

About this task

The process of creating a property type involves not only naming and describing it, but also setting
parameters for the values that properties with the type can have.

For example, all property types have a logical type that restricts what kind of values their properties
have. But for some logical types, you can also place constraints on the size of those values, or even
limit them to a predefined set.

Procedure

To create a property type in Schema Designer:

1. In the navigation tree, select the entity or link type to which you want to add the new property type.
2. Click Insert > New Property Type.

A New Property Type is added to the list of property types for the entity or link that you selected.
The Property Type tab displays Name and Description fields that you can edit, as well as an
indicator that a semantic type is yet to be assigned.

The tab also contains the fields that govern the values of properties with this type.

3. Provide a name and a description for the new property type. The name has no enforced restrictions,
but keep in mind that it will appear in column headings and similar locations. Shortness can therefore
be an advantage.

4. Next to the Semantic Type field, click Select to choose a semantic type for this property type.

5. Use the Logical Type drop-down to specify the logical type that values of properties with this type
must have.

¢ If you choose a string type, you can also specify a Maximum Length for property values.

¢ If you choose a selected-from or suggested-from list type, you should additionally create the
values that users see by adding them to the Selection List.

6. To specify that a property of this type must have a value in all entities or links that contain it, select Is
Mandatory.

Results

The property type is successfully created, complete with your semantic and logical type specifications.
You can now use this type in labeling schemes and charting schemes.

Specifying logical types
The logical type of a property type controls what kind of value a property with that type can store, and
it affects the searching, matching, and comparison operations that are available to users. Logical types
also affect the validation that takes place when data is entered or imported.

About this task

In Schema Designer, the Logical Type drop-down on the Property Type tab contains the following
logical types that i2 Analyze supports:
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* Boolean

e Date

« Date & time

* Decimal

« Double

e Geospatial

e Integer

e Multiple-line string
» Selected-from list
¢ Single-line string

« Suggested-from list
e Time

Note: The drop-down also contains types named Document, Picture, and XML. These types are not
valid in schemas for recent versions of i2 Analyze.

String types

In an i2 Analyze schema, you can specify whether the string values of a property can be "single-line" or
"multiple-line". Your choice should be based on the intended use of the data, and the performance of
your system.

A single-line string property is used to store text that can be used for filtering, and supports operations
such as 'Starts with' and 'Ends with'. Conversely, a multi-line string property can store larger blocks of
information, but does not support those operations.

In general, you should try to use single-line strings for values of up to a few hundred characters, and
multi-line strings for bigger values.

Procedure

To specify a logical type for a property type in Schema Designer:

1. Inthe Property Type tab, select a logical type from the Logical Type list. The default logical type is
Single-line string.

2. If you selected either Selected-from list or Suggested-from list, provide values by adding entries to
the Selection List. You can add entries manually by clicking Add, or from a file by clicking Import.

The file that contains values must be in plain text format, with the following structure:

<val ue> <tab> <description>
<val ue> <t ab> <descri ption>

Note: The importer ignores the first line of the file, which you can therefore use for headings or a
comment, for example.

3. Optional: For all string values (single-line, multiple-line, and selected-from and suggested-from lists)
you can specify a Maximum Length.

Note: To aid performance, the default maximum length for single-line strings is 250 characters.
Increasing this limit can affect performance and must be tested.
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Creating labeling schemes

In i2 applications, the label is usually the first thing that users see when an entity or a link of a particular
type is displayed. In an i2 Analyze schema, a labeling scheme defines how labels are to be constructed
from property values.

About this task

Each labeling scheme in a schema can contain instructions for assembling labels for all the entity and
link types in that schema. For each type, you can specify the combination of property values and free
text that will make up the label.

For example, for an entity of a type named Person, a reasonable label might be the first and last name
of that person. You might specify that the First Name and Last Name property types of the Person type
should form the parts of its label.

Note: To maintain consistency, you can configure a charting scheme to use a labeling scheme to
determine the labels of chart items.

Procedure

All new schemas in Schema Designer start with a labeling scheme named Labeling Scheme 1. You
can either edit the default scheme or create one by clicking Insert > New Labeling Scheme.

Important: The i2 Analyze server uses only the default labeling scheme in the schema to generate the
labels for entities and links, and you should prioritize it. Any other labeling schemes can be used only in
charting schemes.

With the labeling scheme that you want to edit selected in the navigation tree, you can go ahead and
create its label definitions:

1. Inthe Labeling Scheme tab, select the entity or link type whose label you want to define in the Iltem
type list.

The Properties list is updated with the property types that your chosen type contains.

2. Select the property types to use in the label, and click the arrow to move them to the Label parts
column.

3. Optional: Create label parts that contain fixed text by entering them in the Free Text box and
clicking the corresponding arrow.

You can use free text to separate combined values in a label. For example, you might put a space
between the First Name and Last Name in a label for the Person type. You can also use free text to
provide a standard label for entities or links that don't need value-based labels.

Note: For an entity or link type with an empty Label parts list, the system displays <No label> for an
entity or link of that type. Adding a free text label part containing any character (other than a space)
changes the behavior so that the system displays the text instead.

4. Optional: Rearrange the label parts in the list by selecting them and clicking the up and down
arrows as required.

Results

After you complete the procedure for all of the entity and link types in your schema, the labeling scheme
is ready for use by the i2 Analyze server, or in the charting schemes that Analyst's Notebook uses.
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Editing a schema

While you edit your schema, it must pass the Schema Designer validation checks. These checks do not
prevent you from editing your schema, but make you aware of any invalid changes that are made.

These validation checks ensure that your schema contains all the necessary components for it to
function, such as link end constraints. Any issues that are found in the schema can be found at the
bottom of the application window for you to fix.

Charting schemes

A charting scheme is a collection of mappings from the properties of i2 Analyze records to the properties
and attributes of Analyst's Notebook chart items. Charting schemes can affect both the appearance and
the behavior of Analyst's Notebook chart items that contain i2 Analyze records.

If you want to change how item labels are constructed from record data, or to enable displaying
attributes on the chart whose content comes from record data, or to provide item date and time values
from record data so that users can perform analysis in timeline charts, then you need to create a
charting scheme.

Creating charting schemes

When you create a schema in Schema Designer, the application automatically creates four charting
schemes, named Charting Scheme 1 thru 4. Each charting scheme contains entries for all the entity and
link types in the schema, as well as default entries whose mappings are used when the charting scheme
has no more specific mappings.

However, the entries in the automatically created schemes are all empty. To produce a charting scheme
that has an effect, you must either edit one of them, or configure a new one of your own.

Before you begin

Analyst's Notebook chart items have their own set of properties that are distinct from the properties of
i2 Analyze records. By default, when a chart item contains an i2 Analyze record, the property values
from that record are visible in Record Inspector but not in the Edit Item Properties dialog. Analyst's
Notebook populates the item label from the record label, but the attributes and the date and time
properties are empty.

The purpose of a charting scheme is to map from property types in the schema to the properties
and attributes of Analyst's Notebook items. You can arrange for users to be able to switch between
behaviors by creating multiple charting schemes. The effectiveness of a particular charting scheme
depends partly on your schema and its labeling scheme. Ideally, your schema should be mostly
complete before you start to create charting schemes for it.

Procedure

To create or edit a charting scheme:
1. In the application window, click File > Edit Charting Schemes.

If your current schema has no associated charting schemes, a dialog window opens with the
four empty charting schemes in a navigation tree. If your schema does have associated charting
schemes, the navigation tree displays them.

Note: The Create Data Records setting has no effect on charting schemes for recent versions of i2
Analyze.
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2. Optional: To base a new charting scheme on one that you already have, select the existing charting
scheme in the navigation tree and click Duplicate. The new charting scheme appears in the
navigation tree with the prefix "Copy of".

3. Create, edit, and delete charting schemes as you need. In general, try to delete schemes that you
don't want, and rename the charting schemes that you want to keep.

Important: Changes that you make to charting schemes in the Edit Charting Schemes dialog
window (and any of its children) are not retained until you click OK to close the dialog. To save the
changes, you must save the schema itself.

Editing charting scheme property mappings
In the Edit Charting Schemes window, each charting scheme in the navigation tree contains a list of
the entity and link types that the schema defines. To map from a schema property type to a property of
an Analyst's Notebook chart item, you add an entry for the chart item property to the list in the relevant
entity or link type.

For example, to control the label of an Analyst's Notebook chart item that contains an i2 Analyze entity
record of type Person, you add the Label chart item property to the Properties list for the Person entity
type. You can also edit the Default entity (or link) type to control how chart item properties are populated
when the charting scheme doesn't contain configuration for a particular type.

Before you begin

The full list of chart item properties that you can populate through the mappings in a charting scheme is
as follows:

e Label

e Date

e Time

« Description of date & time
» Description

» Source reference

e Source type

When you edit the mapping for a chart item property, you create an ordered list of schema property
types and other sources whose values are eventually combined to form the chart item property value.
You also have the option to add a prefix or a suffix (often a space or some other punctuation) to the
value from each source in the list.

The label for an entity or link type that you defined in the labeling scheme is available for use in all chart
item properties for that type in the charting scheme, but it's typical to use it specifically for the Label

property.
Default labels for links
A common application for a charting scheme is to provide a label that uses some fixed text for chart

links, when those links contain i2 Analyze records for which the charting scheme has no explicit label
configuration.

Dates and times for timeline analysis

The Date and Time chart item properties are essential to creating and using timeline charts in Analyst's
Notebook. To participate in a timeline chart, a chart item must have values for its Date and Time
properties. You can provide those values by use a charting scheme to map the values of i2 Analyze
record properties to them.
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Procedure

To map a schema property type to a chart item property:

1. In Schema Designer, open the i2 Analyze schema whose charting schemes you want to edit.

2. From the application window, click File > Edit Charting Schemes to open the Edit Charting
Schemes window.

3. Expand the charting scheme that you want to edit, and then find the entity or link type from the
schema that you want to create a mapping for. (Alternatively, select the Default type in either
category.)

4. Right-click the Properties entry under your selected entity or link type, and then click Insert Chart
Iltem Property Type.

The Add Chart Item Property Type dialog appears.

5. From the list in the dialog, select the chart item property that you want to map to and click OK. The
list of available properties gets shorter as you add more mappings.

Schema Designer displays a list of the sources whose values will populate the chart item property.
For a new mapping, the list starts empty. You can use the Insert button to add sources to the list.

6. Add sources to the list, and if necessary put them in the order that you want them to appear in chart
item property values.

7. Click OK to confirm your changes, save the schema, and then redeploy it to the i2 Analyze server.

Results

When the mapping is complete, the items on an Analyst's Notebook chart that uses this charting
scheme will have their properties populated from data in the i2 Analyze records that they contain.

Editing charting scheme attribute mappings
You can use a charting scheme to map from schema property types to the attributes of Analyst's
Notebook chart items, as well as to their properties. Charting schemes can contain definitions of new
attribute classes whose instances you can add to Attributes lists in the Edit Charting Schemes window.

For example, to arrange for Analyst's Notebook chart items to display the dates of birth of the Person
entity records that they contain, you add an instance of a Date & Time attribute class to the Attributes
list for the Person entity type.

About this task

When you first start to map schema property types (and other sources) to attribute instances, you'll need
to create the attribute classes that define those instances at the same time. As you build up the charting
scheme, it's likely that you can reuse the classes to add attribute instances to the lists of multiple entity
types.

After you add an attribute to an entity or a link type in the charting scheme, the process for specifying
the value of the attribute is similar to the process for specifying chart item property values.

Procedure

To map a schema property type to a chart item attribute:

1. From the application window, click File > Edit Charting Schemes to open the Edit Charting
Schemes window.
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2. Expand the charting scheme that you want to edit, and then find the entity or link type from the
schema that you want to create a mapping for. (Alternatively, select the Default type in either
category.)

3. Right-click the Attributes entry under your selected entity or link type, and then click Insert
Attribute Instance.

The Insert an Attribute Class dialog appears. You can choose to create an instance of an attribute
class that already exists in the charting scheme, or to select a schema property type (or a similar
source) whose value you want to create an attribute class around.

4. To create an instance of an existing attribute class:
a. Click Select an existing attribute class, and choose an attribute class from the list.

Note: The list of available classes is filtered by the logical types of the property types in the
schema. For example, if your schema contains no numeric property types, you can't use an
attribute class of type Number.

b. Click OK to add an instance of the attribute class to the Attributes list. Schema Designer then
provides a way to specify values for the attribute, the details of which depend on the type of the
attribute.

5. To base a new attribute class on a schema property type:

a. Click Select a repository property, and then select the type of the property whose values you
want to use in attributes from the list.

b. If you want the new attribute class to have a different name from the property type you selected,
edit the Specify the new attribute class name field.

c. Click Next, and then configure the appearance and behavior of instances of the new attribute
class.

d. Click OK to create an attribute class whose type is consistent with the property type that you
selected, and add an instance of that class to the Attributes list.

e. Edit the new class and its instance to perform any further customization.

Results

When the mapping is complete, the items on an Analyst's Notebook chart that uses this charting
scheme will have attributes whose values are populated from data in the i2 Analyze records that they
contain.

Creating attribute classes
In Schema Designer, as well as basing a new attribute class on a schema property type, you can also
create attribute classes from scratch. Any attribute class that you create in this way can be used to add
attributes to entity and link types throughout its parent charting scheme.

About this task

The configurable options for all attribute classes include their name, their semantic type, and the
representation of their instances on Analyst's Notebook charts. You can also control how attributes
behave when chart items of the same type are pasted or merged together.

Procedure

To create an attribute class for use in a charting scheme:
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1. Inthe Edit Charting Schemes window, expand the navigation tree for the charting scheme you want
to add the class to, and right-click Attribute Classes.

2. Select the type of attribute class that you want to create: Text, Flag, Number, or Date & Time.

The new class is added to the charting scheme.

3. Configure the details of the new attribute class, and then click OK to save the charting scheme, or

continue by using it to create attribute instances.

Results

The new attribute class is ready for use creating attribute instances in this charting scheme.

Configuring link summarization

On an Analyst's Notebook chart, two chart entities can be connected by several links that contain
i2 Analyze records of the same type. Through your charting scheme settings, you can control how

Analyst's Notebook represents such links.

About this task

Schema Designer provides the options for displaying multiple links of the same type between the same
two entities in its Link Summarization settings. For each type, the available behaviors are as follows:

Option

Description

Single Link

Chart links containing records of the same link
type are combined into a single link. This option is
useful if you are producing a summary chart and
do not want to show all the details.

Directed

Chart links containing records of the same link
type in the same direction are combined. This
option is useful when charting information such as
telephone calls or financial transactions.

Multiple

Chart links containing records of the same link
type are charted separately. This option is useful
if you want to show all the detail, provided that the
chart doesn't become hard to read.

Flow

Chart links containing records of the same link
type are combined into a single link whose
direction is determined by the values of properties
whose type you specify. For example, if there are
several financial transactions between two bank
accounts, this option is useful for representing the
aggregate flow of capital.

Note: The options that refer to the strength of links have no effect on charting schemes for recent

versions of i2 Analyze.

© N. Harris Computer Corporation




Configuring i2 Analyze | 129

Procedure

To configure link summarization for a link type:

1. In the Edit Charting Schemes window, find the charting scheme that you want to edit in the
navigation tree, and view its Link Types.

2. Select the link type that you want to configure link summarization for. The Link Summarization
settings appear to the right of the tree.

3. Select one of the summarization options, as described above.

Note: The Flow option is available only when the selected link type has a numeric data property. If it
has several such properties, you can select the property type that you want to use.

If you select the Flow option, the aggregate flow value is calculated and becomes available for you
to use in property or attribute mappings.

Results

In an Analyst's Notebook chart that uses this charting scheme, chart links containing i2 Analyze records
of your selected type behave as directed when they connect the same two chart entities.

Copying mappings between charting schemes

At any level in the structure of a charting scheme, you can copy the definitions that it contains to another
charting scheme. For example, you might want to reuse the all attribute classes that you've defined; or
you might just want to copy a single property mapping between schemes.

Procedure

To copy any element from one charting scheme to another:

1. Inthe Edit Charting Schemes window, use the navigation tree to select the element that you want
to copy. Schema Designer supports copying any element beneath the top-level, charting scheme
elements.

2. Click Copy to to display the Copy To window, which contains a list of the charting schemes to which
you can copy your definitions.

3. Select the charting schemes that you want to copy the element to, and click OK.
Note: The Copy To window indicates whether a definition exists in the target scheme for the entry
you want to copy. Any existing definition in the selected charting scheme is overwritten.

Results

The definitions in the selected entry, along with all its child entries, are copied to the selected charting
scheme. For example, if you select Entity Types in the navigation tree, all of the property and attribute
mappings for all of the entity types are copied.

Charting scheme validation

Schema Designer validates charting schemes when you create them, while you edit them, and when
you load the schema to which they belong. If a charting scheme is modified outside the application,
opening its parent schema provides a way to check its validity.

When you open a charting scheme in Schema Designer, the following validation checks occur:

*  Whether the charting scheme's underlying XML is well-formed and valid.
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* Whether the entity types and link types in the charting scheme match the type definitions in the
schema. If some types don't match, Schema Designer displays an error log and prevents the
charting scheme from opening until the errors are corrected.

« Whether the logical types of property types that the charting scheme relies on match the logical
types that are specified in the schema. If some types don't match, then Schema Designer again
displays an error log and prevents the charting schema from opening.

Assigning semantic types

Assigning a semantic type to the entity, link, and property types in your schema is a way of further
categorizing and identifying relationships within your data. i2 applications can use semantic information
to infer that two things are like each other, even if they don't have the same entity, link, or property type.

About this task

For some forms of analysis, i2 software interprets entities, links, and properties based on their semantic
types:

¢ You might assign the Motor Vehicle semantic type to a Car entity type and a Bus entity type. If you
search for motor vehicles on a chart, Analyst's Notebook can find entities of both types.

« In the Semantic Type Library, Passport Number and Social Security Number are both children of
the National Identifier semantic type. An external search that requires seeds with National Identifier
properties will accept any entity with a property that has any of its child semantic types.

Note: In an i2 Analyze deployment that uses several schemas, such as one that retrieves data from
external sources, assigning appropriate semantic types is especially important. Entity, link, and property
types don't necessarily match across schemas, but semantic types do.

Procedure

To assign a semantic type to your entity, link, or property type:

1. In the Schema Designer application window, select the type that you want to assign a semantic type
to.

2. In the type on the right of the window, click Select next to the Semantic Type field to open the
Select Semantic Type window.

The window provides a view of the i2 Semantic Type Library, which contains the semantic types that
are shared by all i2 applications.

3. Browse the library to find and select the semantic type that categorizes your data as specifically as
possible.

Note: If you can't find an appropriate semantic type in the library, consider creating a custom
semantic type.

4. Click Assign to set the semantic type and close the window.
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Deriving custom semantic types

If the i2 Semantic Type Library does not contain a semantic type that describes an entity, link, or
property type in your schema, Schema Designer offers the ability to create one that does. You can
derive a custom semantic type from an appropriate parent semantic type.

About this task

Caution: Defining a custom semantic type when the library already contains an appropriate semantic
type can cause problems for data analysis. Search carefully for an available semantic type before you
create your own.

When you create a custom semantic type, it's important to choose an appropriate parent type. Analyst's
Notebook and other i2 applications rely on parent semantic types to perform generalized analysis
correctly.

Procedure

To derive a custom semantic type:

1.

In the Select Semantic Type window, use the Find field to locate an existing semantic type that's
similar to the one you require. The search uses the names, synonyms, and descriptions of the types
in the library.

Select the type that you want to be the parent of your new type, and then click Derive Custom Type.
A new semantic type is added as a child of the selected type.

Note: Custom semantic types have a red icon that differentiates them from the standard types in the
i2 Semantic Type Library.

Change the name of the custom semantic type to one that reflects your intended use.

4. To improve results when search for this semantic type in the future, add synonyms for it in the

Synonyms field. Separate each synonym with a comma. Phrases are allowed.

Describe your intended use for the custom semantic type in the Description box. Optionally, you
can include the URL of a web page that provides more information.

Click Assign to complete the definition of the custom semantic type and assign it to the entity, link,
or property type that you started from.

Results

As well as being assigned to the entity, link, or property type, the new custom semantic type is added
to the semantic template library in the schema. Optionally, you can use the commands under File >
Custom Semantic Types to save the library and then merge it into another schema, bringing your
custom semantic types with it.

Glossary

This glossary provides terms and definitions for the i2 Analyze software and products.

The following cross-references are used in this glossary:

See refers you from a non-preferred term to the preferred term or from an abbreviation to the
spelled-out form.

See also refers you to a related or contrasting term.
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A

abstract semantic type

A semantic type that only serves as the parent of other semantic types. Abstract semantic types
categorize their child semantic types, but are never associated with real data.

access level

A measure of the rights that a user has to view or edit an item. Access levels are calculated separately
for every user and every item. See also grant level, security dimension.

administrator

A person responsible for administrative tasks such as access authorization and content management.
Administrators can also grant levels of authority to users.

alert

A message or other indication that signals an event or an impending event that meets a set of specified
criteria.

alert definition
The statement of criteria that trigger an alert.
aligned value

A value that is used to interpret equivalent native values from different data sources. For example, the
value Male can be used to align the native values M or Ma.

analysis attribute
A characteristic or trait pertaining to a chart item. Analysis attributes are never displayed on charts.
association chart

A chart that highlights the relationships between entities, rather than a chronology of events, by
arranging data in a manner that emphasizes particular associations.

attribute

A piece of information that is associated with a chart item, such as a date of birth or an account number.
An attribute is represented by a symbol, or a value, or both, that is displayed with the chart item.

attribute class

A descriptor of the characteristics of an attribute, including the type of its values, how its values are
displayed, and the treatment of its values when they are merged or pasted on a chart.

attribute entry

An attribute with a preset value that can be associated with a chart item.

attribute instance

A single use of an attribute on a chart item.

audit

To record information about database or instance activity by applications or individuals.
authority

A measure of how well-connected an entity is, based on its inbound links. Authority is one of two
eigenvector centrality measures used in social network analysis. See also centrality, eigenvector.
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automatic attribute

An attribute that is created automatically by the application and added to a chart item.

B

betweenness

A measure of how important an entity is, based on the number of paths that pass through it on an
association chart. Betweenness is one of the centrality measures used in social network analysis. See
also centrality, gatekeeper.

binding strength

A measure of the strength of a relationship between two entities that are directly or indirectly linked. See
also common neighbor.

box
An entity representation that can indicate an organization or group on a chart. A box is often used to

enclose other entities. See also circle, representation.

C

card
A record of information attached to an item. An item can have multiple cards.
centrality

The relative importance of one entity compared to other entities in social network analysis, as
determined by its relationships. See also authority, betweenness, closeness, degree, eigenvector, hub,
social network analysis.

chart

A visual representation of real-world objects, such as organizations, people, events, or locations, and
the relationships between them.

chart fragment
A view of a chart that highlights particular items of interest.
charting scheme

A definition that describes how item data behaves when it is visualized on a chart. For example, how
data is copied into chart item properties, the chart template and labeling scheme to use, and whether to
display attributes and pictures. See also chart template.

chart property

A characteristic of a chart, such as its summary description, time zone, grid size, background color, or
merge and paste rules. Chart properties are saved with the chart. See also chart template.

chart template

An object that is used for chart creation that contains preconfigured chart properties, and lists of
permitted entity types and link types. See also chart property, charting scheme.

child
In a generalization relationship, the specialization of another element, the parent. See also parent.

circle
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An entity representation that can indicate an organization or a group on a chart. A circle is often used to
enclose other entities. See also box, representation.

circular layout
A layout in which entities are arranged by type around the circumference of a circle. See also layout.
cloaked item

An item whose existence is known to the user but whose information is hidden from the user. See also
item, placeholder, signpost message.

closeness

A measure of how quickly an entity can use links to get access to other entities on an association chart.
Closeness is one of the centrality measures used in social network analysis. See also centrality.

cluster
A group of entities that have more connections to each other than to entities outside the group.
common neighbor

An entity that is directly connected to at least two other entities. For example, if C is connected to A and
B, then C is a common neighbor of A and B. See also binding strength, connection.

compact peacock layout

A layout in which complex groups of linked entities are arranged to highlight the structure of
associations. It is most suitable for charts with many linked entities. See also layout.

condition

A specified property, a value, and an operator that defines a comparison relationship between them.
One or more conditions can be used to create a query or a conditional formatting specification. See also
parameterized query.

conditional formatting

The process of defining and applying rules to change the appearance of chart items automatically,
based on their properties. See also conditional formatting specification.

conditional formatting specification
A collection of conditional formatting rules. See also conditional formatting.
connection

A direct relationship between a pair of entities on a chart, represented by one or more links. See also
common neighbor, connection multiplicity, directed connection.

connection multiplicity

A setting that controls whether multiple links between the same items are displayed as a single line, as
directed lines, or as multiple lines. See also connection.

controlling item

A chart item whose position on the chart is defined by its date and time, and whose position affects the
positions of other timed items. See also free item, ordered item.

cover sheet

A page on which the user can view and edit the summary and custom properties of a chart.
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D

degree

A measure of how many direct relationships an entity has with other entities on an association chart.
Degree is one of the centrality measures used in social network analysis. See also centrality, root entity.

directed connection

A connection between entities in which links that are in the same direction are represented as a single
link on a chart. See also connection.

diverted theme line
A theme line that is attached to an event frame such that when the event frame is moved, the theme line
maintains its vertical position with respect to the frame. See also event frame, theme line.

E

eigenvector

A measure of how well-connected an entity is, based on its inbound and outbound links. Eigenvector is
one of the centrality measures used in social network analysis. See also authority, centrality, hub.

end

An entity that is attached to a link. See also end constraint.

end constraint

A constraint on the types of entities that can be the end of a particular link. See also end, valid end type.
entity

A set of details that are held about a real-world object such as a person, location, or bank account. An
entity is a kind of item.

entity semantic type
A semantic type that can be assigned only to an entity or an entity type. See also semantic type.
entity type

A descriptor of the characteristics of an entity, including the properties it can contain and its appearance
in visualizations.

event frame

An entity representation that emphasizes date and time information. An event frame is often used in
conjunction with theme lines. See also diverted theme line, representation.

excluded word list

A list of words that are ignored when they are entered as search terms.

expansion

A process that searches for entities within a data source that are directly related to some selected

entities.

F

free item
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A chart item that is not ordered. Free items can be moved anywhere on the chart. See also controlling
item, ordered item.

G

gatekeeper

An entity with a high measure of betweenness that may control the flow of information among other
entities on an association chart. See also betweenness.

grade
A rating that indicates the accuracy of a piece of information or the reliability of an intelligence source.
grading system

A rating scale that is used to classify information in a data store or on a chart. A grading system is a
measure of reliability and accuracy.

grant level

A measure of the rights that a user has to change the security permissions of an item. Grant levels are
calculated separately for every user and every item. See also access level, security dimension.

grouped layout

A layout in which entities are arranged to show groups of interconnected entities. See also layout.

H

heat map

A graphical representation of data values in a two-dimensional table format, in which higher values are
represented by darker colors and lower values by lighter ones.

hierarchical layout
A layout in which entities are arranged to show organizational structures. See also layourt.
histogram

A graphical display of the distribution of values for a numeric field, in the form of a vertical bar chart in
which taller bars indicate higher values. See also histogram filter.

histogram filter

A filter that changes the appearance of a chart. When a histogram bar is selected, items that match the
conditions defined by that bar are selected, while items that do not are hidden. See also histogram.

hub

A measure of how well-connected an entity is, based on its outbound links. Hub is one of two
eigenvector centrality measures used in social network analysis. See also centrality, eigenvector.

I
icon
An entity representation that consists of a stylized image and an optional label. See also representation.

import design

© N. Harris Computer Corporation



Configuring i2 Analyze | 137

A specification of how data from an external source will be transformed into chart items during an import
procedure.

item
An entity or a link. Items are characterized by the values of their properties. See also cloaked item,

merged item, ordered item.

L

labeling scheme
A specification for combining property values to be displayed on screen, or as chart item labels.
layout

The arrangement of items on a chart. See also circular layout, compact peacock layout, grouped layout,
hierarchical layout, minimize crossed links layout, peacock layout.

line strength

An indication of confidence in the information underlying a particular link. Line strength is represented as
a solid, dashed, or dotted line on a chart.

link

An association between two entities, such as an ownership relationship between a person and a
vehicle.

link direction

An indication that the meaning of a link is different for each of its ends. For example, the direction of
a telephone call makes one end the caller and the other the recipient. Link direction can influence the
centrality measures used in social network analysis.

link semantic type

A semantic type that can be assigned only to a link or a link type. See also semantic type.

link separation

The distance between adjacent links in a connection on a chart.

link type

A descriptor of the characteristics of a link, including the properties it can contain and its appearance in

visualizations.

M

match

The part of a result that met a condition during a search operation. A search can yield a perfect match or
a partial match.

merged item
An item that is created by merging the information held in two or more items. See also item.
minimize crossed links layout

A layout in which entities are arranged in a configuration where the fewest number of links overlap. See
also layout.
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multiplicity

See connection multiplicity.

N

network chart

See association chart.

@)

ordered item

A chart item whose position is maintained within a sequence. The movement of an ordered item is
restricted such that it cannot be dragged beyond neighboring ordered items. See also controlling item,
free item, item.

P

parameterized query

A query with conditions in which one or more parameters are defined. The parameter values are set by
the user. See also condition.

parent

In a hierarchy or auto-level hierarchy, a member that has one or more child members at the level
immediately below.

path
A route on a chart between two entities. A path may include intermediate entities.
peacock layout

A layout where complex groups of linked entities are arranged to show the structure of associations. It is
most suitable for charts with many linked entities. See also layout.

pick list

A data category that has a limited number of permissible values, which are often presented in a drop-
down list in the user interface.

placeholder

A redacted version of an item that is displayed to the user in situations where displaying the full item is
not possible or not permitted. See also cloaked item, signpost message.

property
A container for a single piece of information about an item.
property group

A piece of information about an item that comprises related properties. For example, a distinguishing
feature of a person comprises information about the type, appearance, and location of the distinguishing
feature.

property semantic type

A semantic type that can be assigned to a property type, a property in a data record, or an attribute
class. See also semantic type.
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property type

A descriptor of the characteristics of a property, including the type of information it can contain.
proportional

Pertaining to an area of a chart in which the horizontal distances between items have a linear

relationship with the time differences between them.

R

representation

The form in which an entity is represented on a chart. See also box, circle, event frame, icon, theme
line.

root entity
An entity in a grouped layout that has the highest degree centrality in its group. Depending on the data,
there can be more than one root entity. See also degree.

S

schema

A complete description of all the entity types, link types, and their associated property types that are
available for items within a system.

security dimension

A collection of related values that can be used to label a user according to their role or security
clearance, with the aim of affecting their access to information. See also access level, grant level.

semantic type

A category that defines the real-world meaning of data, and therefore how applications should interpret
that data. For example, Person is a semantic type that could be assigned to entity types such as Male,
Victim, and Witness. See also entity semantic type, link semantic type, property semantic type.

signpost message

A piece of text that is stored and displayed with an item or a placeholder. The signpost message
explains how to obtain more control over, or more information about, the item. See also cloaked item,
placeholder.

snapshot

A stored version of a chart that preserves its contents and layout at a particular stage of its
development.

social network analysis

A method of analyzing the structure of social relationships that uses mathematical metrics to make
claims about social organization and social dynamics. See also centrality, weight.

source reference
An identifier that indicates the source of information, for example, a document reference number.
style segment

A section of a theme line between adjacent items to which color and strength can be applied.
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T

theme line

An entity representation that shows the interactions of an entity over time. A theme line can be used
with event frames. See also diverted theme line, representation.

theme line extent
The distance between the beginning and end of a theme line
theme line wiring

The manner in which a theme line diverts from a horizontal trajectory in order to pass through and travel
between event frames.

timeline chart
A chart or a portion of a chart that shows a chronology of events. For example, a series of meetings that
occur over several days, or a set of transactions that occur over a period of time.

\Y,

valid end type

An entity type that conforms to the end constraints of a particular link. See also end constraint.

w

weight

A value that is added to a link on an association chart, to represent its importance relative to other links.
Weight can influence the centrality measures used in social network analysis. See also social network
analysis.

weightings file
A file that contains information that can apply weighting values to links on a chart.
wiring segment

The section of a theme line between adjacent diverting event frames.

12 Analyze security schemas

An i2 Analyze security schema defines the security dimension values that can be assigned to records,
and the security permissions that you assign to users. You must develop a security schema that meets
the requirements of your organization.

All deployments of i2 Analyze include an XML file that contains definitions of security dimensions and
permissions for that deployment. Optionally, the file can also refer to providers that add to the schema at
runtime by implementing a Java SPI:

« The definitions of security dimensions in the file can refer to dimension values providers that can add
values to a security dimension dynamically.

e The file can also refer to a permissions provider that adds to the permissions a user has whenever
they interact with the system.

The security schema that the i2 Analyze server uses is a composite of the definitions in the XML file,
and the additions that any specified dimension values providers or permissions providers make.
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Note: Records in the Information Store contain security dimension values. Major changes to the security
schema - for example, adding or removing dimensions - can invalidate records and require you to clear
and re-ingest or repopulate data. Behavior like that is not reasonable after you deploy into production,
and so it's important to refine some aspects of the security schema before you do so.

Creating a security schema

Every deployment of i2 Analyze requires a security schema file that encapsulates the security model for
that deployment. The easiest way to create the file is to start from the example that i2 provides with the
platform.

Before you begin

Try to consider the following aspects of your security model before you create the XML security schema
file:

» Decide on the security dimensions for categorizing the records in your deployment.

Adding, removing, and modifying dimension values is relatively easy, but changing the dimensions
themselves can be an expensive operation.

« ldentify the user groups to which security permissions are to be assigned.

When you deploy i2 Analyze, the group names in your security schema must match the names of
system user groups in your user registry.

About this task

An i2 Analyze security schema file contains definitions of security dimensions and security permissions.
When you create the file, you define the dimensions first, and then define the security permissions that
refer to them.

Note: Optionally, you can specify that values of a particular security dimension, or the permissions for a
particular user, are provided or added while the server is running. For more information, see Providing
security dimension values and Providing security permissions. The procedure here assumes that
everything is defined in the XML file.

Procedure

The following steps describe how to create and configure a security schema file.

1. Navigate to the directory in the deployment toolkit that contains the example security schema:
tool ki t\ confi guration\exanpl es\security-schema.

2. Make a copy of the exanpl e- dynam c-security-schema. xm file, give it an appropriate name,
and then open it in an XML editor.

3. Edit the contents of the <AccessSecurit yDi nensi ons> element so that it contains a
<Di nensi on> element for each category that your deployment uses to determine access rights to i2
Analyze records.

4. Edit the contents of the <Securi t yPer mi ssi ons> element:

a. Add or modify <Gr oupPer mi ssi ons> elements so that they reflect all the user groups to which
you assign security permissions. The group names in your security schema must match the
names of system user groups.

b. Within each <Gr oupPer ni ssi ons> element, add or modify <Per m ssi ons> elements to
indicate which dimensions are affected by membership of each user group.
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¢. Within each <Per m ssi ons> element, add or modify <Per m ssi on> elements to assign access
levels to records that have particular dimension values.

There are two permitted values for the Level attribute of the <Per m ssi on> element:
« READ ONLY
« UPDATE

For each <Per m ssi ons> element, any dimension value that does not feature in a
<Per m ssi on> element is implicitly associated with the NONE access level.

5. Edit the contents of the <Def aul t Securi t yDi mensi onVal ues> element to define the default
security dimension values that i2 Analyze provides to any records that users create.

Update the value of the <Def aul t Securi t yDi nensi onVal ues> element with a comma-
separated list of identifiers of security dimension values that you want to be applied

by default. For example, <Def aul t Secur i t yDi mensi onVal ues>CON, OSl , HI </

Def aul t Securi t yDi mensi onVal ues>.

6. Save the completed security schema file to the conf i gur ati on\ f ragnent s\ conmon\ VEB- | NF
\ cl asses directory in the deployment toolkit.

Configuring the security schema

After you create and deploy an i2 Analyze security schema file, there are restrictions on the changes
that you can make to it. The actions that you perform to update a deployed security schema file depend
on the changes that you make.

If you want to modify a security schema, you are relatively free to:
e Change any display names

¢ Add security dimension values to existing security dimensions
« Remove dimension values from existing dimensions

« Create security groups and permissions

For more information about performing these types of change, see Modifying security dimensions and
Modifying security permissions.

If you want to replace the security schema, make other destructive changes, or add security
dimensions, you must remove and re-create the underlying database in the system. For more
information about performing these types of change, see Replacing a security schema.

Modifying security dimensions

Depending on how your deployment of i2 Analyze is configured and what your aims are, modifying the
security dimensions in the security schema can require different approaches. The implications of any
changes, for you and your users, can also be different.

Permitted changes to security dimensions

The following table shows the changes that you can make to the dimensions in the security schema of
a deployed i2 Analyze server. Some changes to ordered dimensions require you to re-create the search
index, which can be time-consuming.

Making a change that's not allowed requires clearing the data from the system. It's important to be sure
about the security dimensions you need before you go into production!
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The table is written in terms of how dimensions and dimension values are defined in the security
schema XML file. However, the same rules apply when the values from a dimension values provider

change.
Change XML elements or Allowed Reindex?
attributes
Add a security <Di mensi on> No N/A
dimension
Modify an existing Di spl ayNare, Yes No
security dimension Descri pti on,
Resol uti onMode
Remove an existing <Di nensi on> No N/A
security dimension
Add a dimension value |<Di mensionVal ue> |yes No
to an unordered security
dimension
Add a dimension value |<Di mensionVal ue> |yeg Yes*
to an ordered security
dimension
Reorder the dimension |<Di mensi onVal ue> | yegg Yes
values in an ordered
security dimension
Modify an existing Di spl ayNare, Yes No
dimension value Descri ption
Remove an existing <Di mensi onVal ue>  |yeg No**
dimension value from a
security dimension
Restore a previous <Di mensi onVal ue>  |yeg No
dimension value to a
security dimension***
Move an existing <Di nensi onVal ue>  |Ng N/A
dimension value
between security
dimensions

* |If you add a dimension value to the bottom of the sequence in an ordered security dimension, you do
not need to complete a reindex.

** Removing a dimension value does not require a reindex, but you should update any ingested data so
that it does not use that value. See What to do next after editing the security schema file.

© N. Harris Computer Corporation



Configuring i2 Analyze | 144

*** |f you restore a dimension value to an ordered security dimension, you must also restore the
previous order to avoid a reindex.

Editing dimensions in the security schema file

If you're not using security dimension values providers, modifying the security dimensions of a deployed
i2 Analyze server means editing the security schema file. After you change the security dimensions, you
might also need to update the data in your system.

About this task

To modify the display hame or the description of a dimension or a dimension value, you change the
Di spl ayName or Descri pti on attributes of an existing <Di mensi on> or <Di nensi onVal ue>
element. Do not change the value of the | d attribute.

To add a security dimension value to a security dimension, you add a <Di mensi onVal ue> element as
a child of an existing <Di mensi on> element.

To remove a security dimension value from a security dimension, you remove the corresponding
<Di nensi onVal ue> element.

Note: If the deployment contains records with dimension values that you remove, users of i2 Analyze
client software see those values marked as suspended in the user interface. They don't contribute to
access level calculations and cannot be assigned to records unless you restore them.

If you follow this procedure in a deployment that provides high availability, you must complete each step
on every Liberty server in your environment before you move to the next step.

Procedure

Edit the security schema:
1. Using an XML editor, open the security schema file for the deployment.

The security schema file is in the t ool ki t\ confi gurati on\fragnent s\ common\ VEB- | NF
\ cl asses directory. The name of the file is specified in the Dynam cSecurit ySchemaResour ce
property of the Apol | oSer ver Setti ngsMandat ory. properti es file in the same directory.

2. Modify the security dimensions in the security schema file according to your requirements.

3. Remove or edit any security permissions that refer to dimension values that are no longer in the
schema. Add security permissions for any dimension values that you added.

4. Check the updated schema to ensure that it remains possible for all users to get the "Read only" or
"Update" access level for at least one value in every dimension.

5. Increment the version number that is stated in the Ver si on attribute of the
<Secur it yDi mensi ons> element in the security schema file.

6. Save and close the file.

Redeploy i2 Analyze to update the application with your changes:

1. In a command prompt, navigate to the t ool ki t\ scri pt s directory.
2. Stop Liberty:

setup -t stopLiberty
3. If you completed a change that requires a reindex, clear the search index:

setup -t clearSearchl ndex --hostnane <l|iberty. host name>
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In a deployment that provides high availability, you only need to run this command on one Liberty
server.

4. Update and redeploy the system:

setup -t updateSecuritySchema
setup -t depl oyLi berty

5. Start Liberty:
setup -t startLiberty

What to do next

If your changes to the security schema included removing dimension values, records with those values
remain in the system. The records might be in the Information Store as a result of ingestion or user
upload; or they might be on charts that users have created. The removed values are not harmful, but
they are potentially confusing, and you should try to delete them from existing data.

For system-governed records that you add to the Information Store through an ETL pipeline, you can
modify the ingestion mappings so that the removed values are no longer used, and then ingest the
records again. Records on users' charts are updated automatically when they connect to the server.

For analyst-governed records that users create, users who inspect the security settings of a record see
(suspended) after the name of any dimension value that you removed. If they have "Update" access
to the record, they can edit its security settings to deselect suspended values and select new ones as
appropriate.

Whenever you make changes to the security schema, keep your users' experience in mind, and inform
them of any changes they'll see (or need to make) as a result.

Providing security dimension values

If an unordered dimension in your i2 Analyze security schema has values that can change often, or if
you have an existing classification system that you want to adopt without duplicating it in the schema,
you can use a security dimension values provider to supply some or all of the values for a security
dimension.

Before you begin

To use a security dimension values provider in a security schema file, you must create or acquire the
Java class that contains it. For more information about creating a provider, see i2 Analyze Developer
Essentials.

About this task

To specify that a dimension in your security schema uses values from a security dimension values
provider, you add the name of the class to a <Di mensi on> element in the security schema file, and
make the class available to the i2 Analyze application by editing the topology file.

i2 Analyze places no restrictions on the number of security dimension values providers you can use.
Each provider adds values to its associated dimension. If a dimension in the file contains no dimension
values, then the provider supplies all the values for that dimension.

Note: The security dimension itself must always be defined in the security schema file. It is not possible
to add or remove security dimensions dynamically.
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Procedure

Configure a security dimension to use a dimension values provider:

1.

5.

Using an XML editor, open the security schema file for the deployment.

The security schema file is in the t ool ki t\ confi gurati on\fragnment s\ common\ VEB- | NF
\ cl asses directory. The name of the file is specified in the Dynam cSecurit ySchemaResour ce
property of the Apol | oSer ver Setti ngsMandat ory. properti es file in the same directory.

In the <Di mensi on> element for the dimension that the provider works with, add the
Provi der C ass attribute. For example:

<Di nensi on | d="SD SC"
Di spl ayNane="Security Conpartnent”
Descri ption="Security Compartment”
O dered="fal se"

Provi der Cl ass="com exanpl e. security. provi der. SecurityConpart nent Di nrensi onVal uesPr ovi
>
Modify the security permissions so that it's possible for all users to get the "Read only" or "Update"
access level for at least one value in the updated dimension.
Note: When you use a dimension values provider, it's likely that you'll also need to use a security
permissions provider.

Increment the version number that is stated in the Ver si on attribute of the
<Securi t yDi nensi ons> element in the security schema file.

Save and close the file.

Update the topology file so that i2 Analyze can retrieve values from the provider:

1.

Copy the JAR file that contains the security dimension values provider, as well as any dependencies
of that file, to a new subdirectory of the f r agnment s directory. For example, t ool Ki t
\configuration\fragnents\security-conpartnment-provider.

2. Using an XML editor, open the t ool ki t\ confi gur ati on\ envi ronnent\topol ogy. xm file.

3. Edit the <f r agnent s> element to include the new fragment. For example:

<fragment s>
<fragnment nane="opal -services-is"/>
<fragment nane="opal -services"/>
<fragment nane="conmmon"/>
<fragment nane="defaul t-user-profil e-provider"/>
<fragment nane="security-conpartnment-provider"/>
</ fragment s>

Redeploy i2 Analyze to update the application with your changes:

1.
2.

In a command prompt, navigate to the t ool ki t\ scri pt s directory.
Stop Liberty:
setup -t stopLiberty

. Update and redeploy the system:

setup -t updateSecuritySchenma
setup -t depl oyLi berty

Start Liberty:
setup -t startLiberty
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After you've configured the i2 Analyze server to use a dimension values provider, you can change the
values that it provides without reconfiguring the server.

The server requests values from all providers at startup, and at intervals afterwards, to ensure that it
always has an up-to-date set.

What to do next

Security dimension values must have security permissions associated with them. The new provider
adds security dimension values to the security schema dynamically, and it is likely that you'll need to
deploy a security permissions provider to add those dynamically too.

If you use a security dimension values provider that might stop providing some values, the effect is the
same as removing values from the security schema file. It has the same potential impact on users, and
you should take the same steps to explain the behavior they see.

Reloading dimension values from providers
By default, i2 Analyze reloads security dimension values from providers every 15 minutes. If your
deployment requires it, you can change that period to be shorter or longer, or instruct the server to
reload them immediately.

Changing the security dimension values reload interval

To change the interval between requests from i2 Analyze to security dimension values providers, you
edit a setting in the Di scoSer ver Setti ngsComon. properti es file:

1. Using a text editor, open the file att ool ki t\ confi gur ati on\fragment s\ opal - servi ces
\ VEEB- | NF\ cl asses\ Di scoSer ver Setti ngsCommon. properti es.

2. Edit the following settings, and then save and close the file:

Securi t yDi mensi onVal uesRel oadl nt er val =15
Securi t yDi mensi onVal uesRel oadl nt er val Uni t s=M NUTES

3. In a command prompt, navigate to the t ool ki t\ scri pt s directory.
4. Stop Liberty, update the i2 Analyze application, and restart Liberty:

setup -t stopLiberty
setup -t depl oyLi berty
setup -t startLiberty

Reloading security dimension values from all providers

To make the server reload dimension values, you use an endpoint in the i2 Analyze REST API.

1. Follow the instructions in Using the admin endpoints to set up cur | and authenticate with the i2
Analyze server.

2. Assuming that your authentication cookie is in cooki e. t xt , execute the following command to
reload the security schema:

curl -i --cookie cookie.txt
- X PGST
http://<host _nane>/ <cont ext _root >/ api/vl/ adm n/securityschema/rel oad
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Modifying security permissions

It is possible to change the mapping between user groups and the security permissions that the security
schema defines without reimporting or reindexing your data. You must take care to ensure that all i2
Analyze users retain the ability to access your deployment.

Permitted changes to security permissions

The following table shows the changes that you can make to the security permissions in a deployed
security schema without clearing data from the system:

Change XML elements or Allowed Reindex?
attributes

Add a security group <G oupPer ni ssi ons> | ygg No

Modify an existing User Group Yes No

security group

Remove an existing <G oupPer mi ssi ons> | ygg No
security group

Add a security <Perm ssi ons> Yes No
dimension to a security

group

Remove a security <Per mi ssi ons> Yes No

dimension from a
security group

permissions to a
security group

Modify the access D mensi onVal ue, Yes No
level that a security Level
permission specifies

Remove a security <Perm ssi on> Yes No
permission from a
security group

Editing permissions in the security schema file

If you're not using a security permissions provider, modifying the security permissions of a deployed i2
Analyze server means editing the security schema file.

About this task

If the requirements for security groups change, you can modify the <Gr oupPer mi ssi ons> element
and its children:
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To add a group, insert a complete <Gr oupPer ni ssi ons> element. To use the new group, you
must ensure that the user registry contains a group that matches the value of the User G- oup
attribute.

To modify the name that is associated with a group, change the value of the User Gr oup attribute.
To remove a group, remove the <Gr oupPer nmi ssi ons> element for that group.

If the requirements for the permissions of a security group change, you can add or remove
<Per m ssi ons> elements, and add, modify, and remove child <Per ni ssi on> elements.

To change which dimensions are affected by membership of a particular group, you can add or
remove <Per ni ssi ons> elements as follows:

¢ To add to the dimensions whose values appear in the permissions that group members receive,
insert a <Per m ssi ons> element whose Di nensi on attribute matches the value of the | d
attribute of the dimension.

* To remove a dimension so that its values no longer appear in the permissions that group
members receive, delete the <Per ni ssi ons> element whose Di nensi on attribute matches the
value of the | d attribute of the dimension.

To change the security permissions that group members receive for the values of a particular
dimension, you can add, modify, and remove <Per mi ssi on> elements as follows:

¢ To add a permission to a group, insert a <Per m ssi on> element. The Di nensi onVal ue
attribute must match a value in the dimension that's identified in the Di nensi on attribute of the
parent <Per mi ssi ons> element.

« To modify the current permission that a group has for a dimension value, set the Level attribute
to a different value.

« To modify the dimension value that a permission is for, set the Di nensi onVal ue attribute to a
different value.

e Toremove a permission that a group has for a dimension value, remove the <Per m ssi on>
element in which the Di nensi onVal ue attribute matches that dimension value.

If you follow this procedure in a deployment that provides high availability, you must complete each step
on every Liberty server in your environment before you move to the next step.

Procedure

Edit the security schema:

1.

Using an XML editor, open the security schema for the deployment.

The security schema is in the t ool ki t\ confi gurati on\fragnents

\ conmon\ VEB- | NF\ ¢l asses directory. The name of the security schema

is specified in the Dynani cSecuri t ySchenaResour ce property of the

Apol | oServer Setti ngsMandat ory. properti es file in the same directory.

2. Modify the security permissions in the security schema according to your requirements.

3. Increment the version number that is stated in the Ver si on attribute of the

5.

<Securi t yDi nensi ons> element in the security schema.

Check your updated schema to ensure that it remains possible for all users to get a "Read only" or
"Update" access level for at least one value in every dimension.

Save and close the file.

Redeploy i2 Analyze to update the application with your changes.

© N. Harris Computer Corporation



Configuring i2 Analyze | 150

1. In a command prompt, navigate to the t ool ki t\ scri pt s directory.
2. Stop Liberty:

setup -t stopLiberty
3. Update and redeploy the system:

setup -t updateSecuritySchema
setup -t depl oyLi berty

4. Start Liberty:
setup -t startlLiberty

Providing security permissions

In an i2 Analyze security schema, you can use a security permissions provider to return permissions
that add to those in the security schema file. i2 Analyze asks the provider for permissions every time a
user makes a request that requires a security calculation.

Before you begin

There are two reasons for providing security permissions dynamically that can both be true at the same

time:

« If your security schema uses dimension values providers, the only way to give users permissions
that use those provided values is through a security permissions provider.

e A security permissions provider is the only way to allocate permissions on a strictly per-user, rather
than a per-group, basis. i2 Analyze sends the name and system group memberships of the current
user to the provider when it asks for permissions.

To use a security permissions provider in a security schema file, you must create or acquire the
Java class that contains it. For more information about creating a provider, see i2 Analyze Developer
Essentials.

About this task

A security schema can use one permissions provider. To make it do so, you add the name of the class
to the <Securi t yPer m ssi ons> element in the security schema file, and make the class available to
the i2 Analyze application by editing the topology file.

1. Using an XML editor, open the security schema file for the deployment.

The security schema file is in the t ool ki t\ confi gurati on\fragnment s\ common\ VEB- | NF
\ cl asses directory. The name of the file is specified in the Dynani cSecur it ySchemaResour ce
property of the Apol | oSer ver Setti ngsMandat ory. properti es file in the same directory.

2. Inthe <Securi t yPer m ssi ons> element, add the Pr ovi der Cl ass attribute. For example:

<SecurityPerm ssions
Provi der Cl ass="com exanpl e. security. provi der. SecurityPerm ssi onsProvi der">
</ SecurityPerm ssi ons>

3. Increment the version number that is stated in the Ver si on attribute of the
<Securi t yDi mensi ons> element in the security schema file.

4. Save and close the file.

Update the topology file so that i2 Analyze can use the provider:
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1. Copy the JAR file that contains the security permissions provider, as well as any dependencies
of that file, to a new subdirectory of the f r agnment s directory. For example, t ool ki t
\configuration\fragnents\security-perm ssions-provider.

2. Using an XML editor, open the t ool ki t\ confi gurati on\ envi ronnent\topol ogy. xm file.
3. Edit the <f r agment s> element to include the new fragment. For example:

<fragment s>
<fragment nane="opal -services-is"/>
<fragment nane="opal -services"/>
<fragnment nane="conmmon"/>
<fragnment nane="defaul t-user-profil e-provider"/>
<fragment nane="security-perm ssions-provider"/>
</ fragment s>

Redeploy i2 Analyze to update the application with your changes:
1. In a command prompt, navigate to the t ool ki t\ scri pt s directory.
2. Stop Liberty:

setup -t stopLiberty
3. Update and redeploy the system:

setup -t updateSecuritySchema
setup -t depl oyLi berty

4. Start Liberty:
setup -t startlLiberty

Setting default dimension values

When users create i2 Analyze records in Analyst's Notebook, i2 Analyze applies a default set of
dimension values to each record. You specify those dimension values in the security schema file.

About this task

You might change the default security dimension values that are applied to records for different reasons:

¢ If you change the dimensions or dimension values in your security schema
« If the security requirements of your deployment change.

Regardless of your reason for changing the default security dimension values, or when the values are
applied, each record must have at least one dimension value from each security dimension.

If you follow this procedure in a deployment that provides high availability, you must complete each step
on every Liberty server in your environment before you move to the next step.

Procedure

1. Using an XML editor, open the security schema file for the deployment.

The security schema file is in the t ool ki t\ confi gurati on\fragnment s\ common\ VEB- | NF
\ cl asses directory. The name of the file is specified in the Dynam cSecurit ySchemaResour ce
property of the Apol | oSer ver Setti ngsMandat ory. properti es file in the same directory.

2. Update the value of the <Def aul t Securi t yDi mensi onVal ues> element with a comma-
separated list of identifiers of security dimension values that you want to be applied
by default. For example, <Def aul t Securi t yDi mensi onVal ues>CON, CSl , HI </
Def aul t Securi t yDi nensi onVal ues>
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In a standard deployment of i2 Analyze, a supplied implementation of the

Def aul t Securi t yDi nensi onVal uesPr ovi der that applies dimension values from
the <Def aul t Secur i t yDi mensi onVal ues> element is used. You can create your own
implementation that does not use these values by using i2 Analyze Developer Essentials.

3. In a command prompt, navigate to the t ool ki t \ scri pt s directory.
4. Stop Liberty:

setup -t stopLiberty
5. Update and redeploy the system:

setup -t updateSecuritySchema
setup -t depl oyLi berty

6. Start Liberty:
setup -t startlLiberty

Note: The default dimension values that user-created records receive have no connection with the
dimension values that ingested records receive. For information about those values, see Ingestion
mapping files.

Replacing a security schema

The security schema is a key component of an i2 Analyze deployment, and configuring it correctly is
an important part of the development process. Replacing or making some destructive changes to the
security schema requires you to clear and repopulate the data stores in your deployment.

About this task

In a deployment that provides high availability, use the documentation from your database management
system to remove the Information Store database from each database server in your deployment
instead of using the dr opDat abases toolkit task.

In a deployment that provides high availability, stop and start each Liberty server in your environment
but run del et eSol r Col | ecti ons and cr eat eSol r Col | ecti ons on one Liberty server only.

Procedure

Edit the security schema:

1. Modify or create the security schema that you want to update your deployment with. For more
information about creating the security schema, see Creating a security schema.

2. Update the configuration with your security schema.

a. Ensure that the security schema file is in the conf i gur at i on\ f r agment s\ cormon\ VIEB- | NF
\ cl asses directory.

b. Ensure that your security schema file is specified in conf i gur ati on\ f r agnent s\ conmon
\ VEB- | NF\ cl asses\ Apol | oServer Setti ngsMandat ory. properti es.

c. Ensure that the identifiers of the security dimension values that records receive by default are
valid in the <Def aul t Securi t yDi nensi onVal ues> element in your security schema. For
more information, see Setting default dimension values.

The following steps update your deployment with the new security schema:
1. Stop the deployment:
setup -t stopliberty

© N. Harris Computer Corporation


https://github.com/i2group/analyze/blob/master/documentation/java-api/Configuring-the-group-based-default-security-dimension-values-example-project.md

Configuring i2 Analyze | 153

2. To remove the database and Solr collections, navigate to the t ool ki t\ scri pt s directory and run
the following commands:

setup -t dropDat abases --hostnanme <liberty. host-nanme>
setup -t deleteSolrCollections --all --hostnane <liberty. host-nane>

Here, <l i berty. host nane> is the hostname of the Liberty server where you are running the
command. It matches the value for the host - namne attribute of the <appl i cat i on> element in the
t opol ogy. xm file.

A message is displayed when you run each task to confirm that you want to complete the action.
Enter Y to continue. The database and Solr collections are removed from the system.
3. To re-create the Solr collections and databases, run the following commands:

setup -t createSol rCol |l ections --hostnane <liberty. host-nane>
setup -t createDat abases

4. Update and redeploy the system:

setup -t updateSecuritySchema
setup -t depl oyLi berty

5. Start Liberty:
setup -t startlLiberty

6. If you changed the names of the user groups in the security schema, update the basic user registry
to match the new names. For more information, see Configuring the Liberty user registry.

What to do next

Add some data to the system, and verify that users see the behavior that you intended. Iterate over the
process of modifying and replacing the schema as many times as you need.

The security schema file

An i2 Analyze security schema file is an XML file with a relatively simple structure. Security dimensions
and security permissions are defined in separate sections of the file.

In outline, the <Secur i t ySchema> root element of a security schema contains child elements for the
dimension and permission definitions:

<SecuritySchema>
<SecurityDi nensions |d="" Version="">
<AccessSecurityD nensi ons>
<Di nension ...>
<Di nensionValue ... />

</ Di mensi on>

</ AccessSecurityD nensi ons>
</ SecurityD nensi ons>

<SecurityPerm ssi ons>

<G oupPerm ssions ...>
<Pernmi ssions ...>
<Perm ssion ... />

</ Per m ssi ons>

</ Gr oupPer ni ssi ons>
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</ SecurityPerm ssi ons>
</ SecuritySchema>

The <Securi t yDi nensi ons> element has attributes for the | d and Ver si on of the schema. If you
modify any part of the security schema, retain the identifier but increment the version number. In this
way, you ensure that all i2 data stores and services are informed of the changes.

In a valid security schema, the <AccessSecuri t yDi mensi ons> element must be present, and there
must be at least one <G oupPer ni ssi ons> element inside <Securi t yPer m ssi ons>.

Security dimension definitions

Security dimensions are defined in an i2 Analyze security schema file as children of the mandatory
<AccessSecurityD nensi ons> element. A valid security schema defines at least one security
dimension.

The following example shows a simple, complete <AccessSecuri t yDi mensi ons> element:

<AccessSecurityD nensi ons>
<Di nensi on | d="SD Or"
Di spl ayNane="COper ati onal Teant
Descripti on="The teans whose nmenbers have access to this
i nformati on"
O dered="f al se"
Resol uti onMode=" ANY" >
<Di nensi onVal ue | d="SD- OT- A" Di spl ayNane="Team A" Descri ption="Team A" /
>
<Di nensi onVal ue |1 d="SD- OT-B" Di spl ayNane="Team B" Descri pti on="Team B" /
>
</ Di nensi on>
</ AccessSecurityD nensi ons>

The attributes of the <Di mensi on> element affect how the values in the security dimension are
interpreted.

Attribute Description

I d A unigue identifier that is used to distinguish this
security dimension throughout the system.

Di spl ayNane A name that identifies this dimension to the user in
clients.

Descri ption A more detailed description of this security
dimension that provides more information to the
user. In Analyst's Notebook, the description is
used as a tooltip.

Or dered Indicates whether the values in this dimension
form a descending sequence in which each value
supersedes the values below it. The permitted
values are t rue and f al se.

Resol uti onMode Determines how i2 Analyze calculates access
when a record has more than one value from this
dimension. The permitted values are ANY and
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Attribute Description

ALL. If the attribute is not present, the default
behavior is ANY.

Note: Resol uti onMbde="ALL" is valid only when Or der ed="f al se". A record cannot have multiple
values from a dimension in which Or der ed="t r ue" . For more information, see i2 Analyze security
dimensions.

The I d, Di spl ayNane, and Descr i pti on attributes of <Di mensi onVal ue> elements have the
same purpose and meaning as the <Di mensi on> attributes with the same names. The identifiers of
dimension values must also be unique throughout the security schema.

Important: After you deploy i2 Analyze, the changes that you can make to security dimensions are
limited. You cannot add or remove dimensions, or move dimension values between dimensions. For this
reason, you must understand the requirements of your organization before you deploy i2 Analyze in a
production environment.

Security group permission definitions

In an i2 Analyze security schema, the mandatory <Secur i t yPer m ssi ons> element contains one
or more <& oupPer m ssi ons> elements. Each <G oupPer m ssi ons> element defines the access
levels that users in a particular group receive for records with particular dimension values in an i2
Analyze deployment.

The syntax for defining the security permissions for system user groups enables membership of
one group to convey permissions across several dimensions, and allows different groups to convey
different permissions for the same dimensions. The following example shows how to structure

<G oupPer m ssi ons> elements inside the <Securi t yPer ni ssi ons> element:

<SecurityPerm ssi ons>
<G oupPer m ssi ons User G oup="0C erk">
<Per m ssi ons Di nensi on="SD- SC' >
<Permssion ... />
</ Per mi ssi ons>

</ Gr oupPer m ssi ons>
<G oupPer m ssi ons User G oup="Manager " >
<Per m ssi ons Di nensi on="SD- SC' >
<Permission ... />

</ Per m ssi ons>
<Per m ssi ons Di nension="SD-1T">
<Perm ssion ... />

</ Per m ssi ons>

</ Gr oupPer nm ssi ons>
<G oupPer m ssi ons User G oup="Security Controller">
<Per m ssi ons Di nensi on="SD- GA" >
<Permission ... />
</ Perm ssi ons>
</ Gr oupPer ni ssi ons>
</ SecurityPerm ssi ons>

The value of the User Gr oup attribute of each <G oupPer mi ssi ons> element must match the name
of a system group of i2 Analyze users.
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The value of the Di nensi on attribute of each <Per m ssi ons> element must match the identifier of
one of the dimensions that is defined in the first part of the schema.

It is normal for <Per mi ssi ons> elements with the same dimension to appear in more than one
<G oupPer i ssi ons> element:

« Users who are members of one group but not the other can receive different access levels on
records that have the same dimension values.

¢ When users are members of more than one group, <Per mi ssi ons> elements for the same
dimension are combined before any access level calculation takes place.

Important: You can add and remove <G oupPer m ssi ons> elements from a deployed security
schema, if the resulting system continues to obey the rules of i2 Analyze. In particular, it must remain
possible for all users to get a "Read only" or "Update" access level for at least one value in every
dimension.

Security permission definitions

The security permission definitions in an i2 Analyze security schema each associate a single dimension
value with a single access level. The definitions can be simple because of the additional context that
their location in the security schema file provides.

The <Per mi ssi on> elements that define security permissions always appear inside <Per ni ssi ons>
elements, which in turn always appear inside <Gr oupPer ni ssi ons> elements.

<G oupPer m ssi ons User G oup="Manager " >
<Per m ssi ons Di nensi on="SD- SC"' >
<Per m ssi on Di nensi onVal ue="TOP" Level =" UPDATE" />
<Per mi ssi on Di nensi onVal ue="RES" Level =" UPDATE" />
</ Per m ssi ons>
<Per m ssi ons Di nension="SD-|T">
<Permi ssi on Di mensi onVal ue="HUM NT" Level =" READ_ONLY" />
</ Per m ssi ons>
</ Gr oupPer m ssi ons>

It is possible, and often desirable, for identical <Per m ssi on> elements to appear in different locations
in an i2 Analyze security schema. The effect of a security permission definition depends entirely on its
position in the file.

Important: Like the <G oupPer m ssi ons> elements that contain them, you can add and remove
<Per m ssi ons> and <Per i ssi on> elements from a deployed security schema, as long as the
resulting system does not break the rules of i2 Analyze.

User security

In a deployment of i2 Analyze, configuring how users are authenticated and authorized with the system
is key to establishing a secure environment. i2 Analyze supports a range of authentication mechanisms,
and can be integrated with external identity providers.

Through the processes of authentication and provisioning, i2 Analyze determines whether a user can
access the system at all, and associates them with a unique identifier, a user name, and a display
name. Users become members of groups, which also have identifiers and display names.

When a user is authenticated, i2 Analyze uses the security schema to authorize their access to data,
and command access control to authorize their use of application features.
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User authentication

i2 Analyze supports user authentication through two main mechanisms: registries like Active Directory
or the Liberty user registry, and claims-based authentication through an identity provider. Typically,
the mechanism you choose will depend on your organization's existing infrastructure and security
requirements.

When users log in to i2 Analyze, their group memberships determine what data they're allowed to see
and what actions they're allowed to perform. So, if the groups that you already have align with the
groups that you want to use in i2 Analyze, then after you configure authentication you can start to refine
your security schema and configure access to features.

If the groups in your authentication system don't align with what you need in i2 Analyze, then you can
either create groups specifically for i2 Analyze, or align i2 Analyze with your existing groups. After that,
you can configure provisioning to filter out users and groups that you don't want to use in i2 Analyze, or
to make other changes such as providing display names for users.

Configuring claims-based authentication

When i2 Analyze uses an identity provider for authentication, authenticated users are associated with
claims that provide information about them, including their group memberships. i2 Analyze supports
user authentication through Security Assertion Markup Language (SAML) and OpenID Connect (OIDC)
identity providers.

Configuring i2 Analyze for claims-based authentication

To use any kind of claims-based authentication with i2 Analyze, you must first configure the system to
use the claims-based user groups provider.

1. Claims-based authentication requires that your deployment is configured for TLS. For more
information, see Transport Layer Security connections with i2 Analyze.

2. Update the confi gurati on\ fragment s\ common\ VEB- | NF\ cl asses
\ Apol | oServer Setti ngsMandat ory. properti es file to specify the claims-based user groups
provider in the User Gr oupsPr ovi der setting:

User G oupsProvi der=com i 2gr oup. di sco. user. Cl ai nsBasedUser G oupsPr ovi der

After you've made those changes, you can set up i2 Analyze to use either a SAML or an OIDC identity
provider for user authentication.

Configuring SAML authentication

To configure SAML authentication, you must update the Liberty configuration to work with your identity
provider and redeploy the system.

1. Update the configuration\liberty\server. extensions.xn file to include the
sam Web- 2. 0 feature:

<f eat ur eManager >

<f éat ur e>sam Web- 2. 0</ f eat ur e>
</ f eat ur eManager >

2. Redeploy and restart Liberty by running the following commands:

setup -t depl oyLi berty
setup -t startlLiberty
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Navigate to ht t ps: // <l i berty-host name>: <ssl - port >/ i bnl sam 20/ def aul t SP/
sam net adat a to download a server provider (SP) metadata file named spMet adat a. xm .

Send the spMet adat a. xni file to your identity provider and receive an identity provider (IdP)
metadata file in exchange. Ensure that you are added to the correct group. You'll be given a group ID
that you can use to configure the server.

Rename the IdP file that you received to i dpMet adat a. xii , and place itin the i 2anal yze
\ depl oy\w p\usr\servers\opal -server\resources\security\ directory on the Liberty
server.

Update the server. xnl file to include a <sam WebSs020> element with a gr oupl denti fi er
attribute. The value for the attribute comes from the URI for the "Groups" claim type in the
i dpMet adat a. xmi file. For example:

<sam WebSs020 i d="defaul t SP" groupldentifier="http://
schemas. m crosoft. com ws/ 2008/ 06/i denti ty/cl ai ms/ groups”/ >

For more information about all of the options for configuring SAML in Liberty, see SAML Web Single
Sign-On 2.0.

Ensure that the group names that i2 Analyze receives from the identity provider align with the groups
referenced in your security schema and command access control files.

To update your security schema, follow the instructions in Configuring the security schema.

Note: If the group names from the identity provider don't match the group names in your security
schema, one solution is to use provisioning to map from one to the other.
Redeploy and restart Liberty again by running the following commands:

setup -t depl oyLi berty
setup -t startlLiberty

Connect to the system, and log in as a user that is authenticated by your identity provider.

Configuring OIDC authentication

To configure OIDC authentication, you must update the Liberty configuration to work with your identity
provider and redeploy the system.

1.

Update the confi guration\li berty\server-extensi ons. xm file to include the
openi dConnect d i ent - 1. 0 feature:

<f eat ur eManager >
<f eat ur e>openi dConnectClient-1.0</feature>
</ f eat ur eManager >

In the same file, add an <openi dConnect Cl i ent > element and populate its attributes according to
the values from your identity provider.

The following values are used in the example configuration below:

¢ id -anidentifier for this OIDC client defined in Liberty. This value is used in the redirect URI of
the client in the provider.

e clientld - the identifier of the client for i2 Analyze defined in the identity provider.

e clientSecret -if youridentity provider is configured for client authentication, this is the secret
used to authenticate the client with the provider.

e di scoveryEndpoi nt Ul -the URL for the OpenID endpoint configuration from the identity
provider.
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e signat ureAl gorithm-the algorithm used to encrypt the tokens that the identity provider
returns.

« userldentifier -the name of the claim in the token that contains the user's username.

e uni queUserldentifier -the name of the claim in the token that contains a unique identifier
for the user.

e groupldentifier -the name of the claim in the token that contains a user's group information.

<openi dConnect d i ent
id="clientOl"
clientld="oidc-exanpl e"
cl i ent Secr et =" PUgXRYXhWrvDUbAwHy 4Bj g7Li KV"
di scoveryEndpoi nt Url ="htt ps: // keycl oak. ei a: 8443/ r eal s/ oi dc-
exampl e/ . wel | - known/ openi d- confi guration"
si gnat ur eAl gori t hn=" RS256"
userldentifier="preferred_usernang"
uni queUser |l dentifier="sub"
groupl denti fier="groups"
/>

For more information about all of the options for configuring OIDC in Liberty, see OpenID Connect
Client 1.0.

3. Ensure that the group names that i2 Analyze receives from the identity provider align with the groups
referenced in your security schema and command access control files.

4. Redeploy and restart Liberty by running the following commands:

setup -t depl oyLi berty
setup -t startlLiberty

5. Connect to the system, and log in as a user that is authenticated by your identity provider.

Configuring SPNEGO single sign-on for i2 Analyze

When you configure i2 Analyze to Simple and Protected GSS-API Negotiation Mechanism (SPNEGO)
single sign-on, users can access i2 Analyze without having to enter their credentials again. The users
and groups in Active Directory become the users and groups that i2 Analyze recognizes and uses to
drive authorization.

Intended audience
This section is intended for readers who are familiar with configuring and managing domain controllers,

Microsoft Active Directory, and have an understanding of SPNEGO single sign-on.

There are many different single sign-on technologies. This section defines a SPNEGO single sign-on
setup with workstations that are members of the same Microsoft Active Directory domain. i2 Analyze
uses the users and groups in Active Directory to determine the authorization of users.

The instructions assume that the following prerequisites are installed and accessible:

« A Microsoft Windows Server running an Active Directory Domain Controller and associated Kerberos
Key Distribution Center (KDC).

« A Microsoft Windows domain member (client) with a web browser that supports the SPNEGO
authentication mechanism.

« A working deployment of i2 Analyze that can be accessed by users in Active Directory.

For information on the prerequisites, see the Before you begin section of Configuring SPNEGO
authentication.

© N. Harris Computer Corporation


https://openliberty.io/docs/latest/reference/feature/openidConnectClient-1.0.html
https://openliberty.io/docs/latest/reference/feature/openidConnectClient-1.0.html
https://openliberty.io/docs/latest/configuring-spnego-authentication.html
https://openliberty.io/docs/latest/configuring-spnego-authentication.html

Configuring i2 Analyze | 160

Attention: i2 takes reasonable steps to verify the suitability of i2 Analyze for internet deployment.
However, it does not address lower-level issues such as guarding networks against penetration,
securing accounts, protecting against brute force attacks, configuring firewalls to avoid DoS or DDoS
attacks, and the like. For your deployment of i2 Analyze, follow industry-standard practices and
recommendations for protection of your systems. i2 accepts no liability for the consequences of such
attacks on your systems. This information is not intended to provide instructions for managing key
databases or certificates.

i2 Analyze with SPNEGO single sign-on

In the production deployment process, i2 Analyze is configured to use user names and passwords that
are stored in a file-based registry. By configuring the deployment to use SPNEGO single sign-on, a user
is logged in through the domain client workstation that they are logged in to.

After a user logs in to a single sign-on environment, they are authenticated with any systems that they
have access to. i2 Analyze can be configured to allow authentication through SPNEGO single sign-on,
with authorization through Active Directory.

SPNEGO single sign-on enables users to log in to a Microsoft domain controller, and be authenticated
within the single sign-on environment. In SPNEGO single sign-on, to change the user that is logged in to
i2 Analyze, the user must log out of the workstation, and a new user must log in to the workstation.

SPNEGO single sign-on planning

Planning an implementation of SPNEGO single sign-on with i2 Analyze ensures that the system
you create matches the needs of your organization. It is important to understand the organizational
requirements and your environment before you begin to plan.

Before you start implementing the solution, ensure that you understand the following aspects of the
proposed system:

*  What SPNEGO single sign-on is, and the implications of implementing it in your environment. For
more information, see the SPNEGO section of the Open Liberty documentation for single sign-on.

e The physical architecture that is required to use SPNEGO single sign-on.

¢ The value of the User Gr oup attribute of each <G oupPer m ssi ons> element to use with your i2
Analyze deployment. For more information, see Security group permission definitions.

i2 Analyze with SPNEGO single sign-on model
Configuring i2 Analyze to use SPNEGO single sign-on changes the way that users authenticate with the
platform. A deployment that uses SPNEGO single sign-on requires the user to access i2 Analyze on a
workstation that is a member of the same domain as i2 Analyze.

Authentication

When i2 Analyze is configured to use SPNEGO single sign-on, the authentication sequence between
the client and the platform matches the following steps and the associated diagram:

1. The client attempts to connect to the Liberty server with an HTTP/ Post / Get request.

Liberty returns HTTP 401 with a Negot i at e header.

The client requests a SPNEGO token from the domain controller.

The domain controller returns a SPNEGO token to the client.

The client attempts to connect to Liberty with an HTTP/ Post / Get request and the SPNEGO token.

o s DN
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6. On successful authentication, the client receives a Lightweight Third-Party Authentication (LTPA)
token in a cookie. During normal operation, the client passes the cookie back to i2 Analyze.

Domain member

Client
4
CLIENT
SERVER 3|4 T 50
v
Active Directory
Domain Controller \i .
Open Liberty Servlet Container
SPNEGO feature
i2 Analyze
User
registry
Open Liberty
Server

Authorization

After the user is authenticated, they are logged in to i2 Analyze. To define the data that the user has
access to, the user must be authorized by i2 Analyze.

For authorization, the i2 Analyze application communicates with Active Directory through the Liberty
user registry APIs to retrieve information about the current user. The principal provider then maps the
retrieved information to security dimension values in the i2 Analyze security schema.

The following diagram shows how authorization works in i2 Analyze:
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Implementing SPNEGO single sign-on

SPNEGO single sign-on enables users to log in to a domain client workstation, and be authenticated
with i2 Analyze. Complete any configuration changes to i2 Analyze, and test the system.

Before you begin

For information on the prerequisites, see the Before you begin section of Configuring SPNEGO
authentication.

In the production deployment process, you might first configure SPNEGO single sign-on in the
configuration or pre-production environments. As you move to a production deployment, you must
replicate any configuration changes in any new deployments.

If you previously deployed i2 Analyze with basic authentication, you must remove or comment out the
complete <basi cRegi st ry> element from your user registry.

About this task

Populate Active Directory with the correct users and system user groups for your environment. Then,
complete the configuration steps for Liberty and the i2 Analyze application. Redeploy i2 Analyze, and
connect to i2 Analyze from a client workstation.

Configuring Microsoft Active Directory
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When you configure i2 Analyze to use SPNEGO, the users that are in Microsoft Active Directory are
used to authenticate with i2 Analyze. The groups that are in Active Directory are used to control i2
Analyze functionality including data access, feature availability, and artifact sharing.

About this task

To use membership of Microsoft Active Directory groups as the basis for allowing or denying access to
data, either:

< the group names must match the values of User Gr oup attributes of <Gr oupPer ni ssi ons>
elements in the i2 Analyze security schema file, or

e you must use provisioning to map Active Directory groups to i2 Analyze groups.

Note: The security schema that the deployment uses is defined in the
Apol | oServer Setti ngsMandat ory. properti es file. The security schema and properties files are
inthe t ool ki t\ confi guration\fragnment s\ conmon\ VEB- | NF\ cl asses directory.

In a single sign-on setup, the following users must also be present in Active Directory:

« A user for the server that hosts the i2 Analyze application, which is mapped to a Kerberos Service
Principal Name (SPN).

* The users that are used to log in to i2 Analyze.

Procedure

If your organization already uses Active Directory, you can use the existing groups and users to control
access to i2 Analyze, and the steps below are not necessary.

Tip: If you want only some of the users and groups in Active Directory to be able to access i2 Analyze,
you can use provisioning as a filter.

If you're setting up Active Directory for the first time, specifically for use with i2 Analyze, you can create
the users and groups that you need.

1. Create the Microsoft Active Directory groups:

a. Open the Microsoft Active Directory groups controller.

b. Create groups whose names exactly match the values of User G oup attributes of
<G oupPer m ssi ons> elements in the i2 Analyze security schema file.

For more information, see How to Create a Group in Active Directory.
2. Create the Microsoft Active Directory user accounts that can be used to log in to i2 Analyze.

For more information, see How to Create a Domain Account in Active Directory.
3. Make each user a member of the appropriate groups for your environment.

For more information, see Adding Users to an Active Directory Group.

Results

The users that can access i2 Analyze are created, and are members of the system user groups that
govern their access to functionality.

Configuring Liberty
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To configure Liberty for use with SPNEGO single sign-on, you have to create the Kerberos service
principal name (SPN) and keytab file for the Liberty server that runs the i2 Analyze application, and edit
the Liberty configuration to use SPNEGO single sign-on and the Active Directory registry.

Before you begin

To use SPNEGO single sign-on with the Liberty server that is deployed by i2 Analyze (and other Open
Liberty servers), each server must use the same LTPA keys file. For more information about LTPA, see
the LTPA section of the Open Liberty documentation for single sign-on.

The value that is set for the | t pakeys. passwor d property in the credenti al s. properti es file
must match the password that is required to import the keys from the LTPA keys file. If you change
the password in the credent i al s. properti es file, you must redeploy i2 Analyze for the password
change to take effect.

About this task

If you follow this procedure for a deployment that provides high availability, you must complete each
step on every Liberty server in your environment before you move to the next step.

Procedure

1. Configure Liberty to use SPNEGO single sign-on by using the first two steps in Configuring
SPNEGO authentication as a reference.

a. Create the Kerberos SPN and keytab files on the domain controller.

Note: Ensure that the host file on the Active Directory server uses the full host name, including
the domain name, for the i2 Analyze server. Remove any entries that use only the short name for
the i2 Analyze server. The value in the host file must match the value that is used for the SPN.

b. Configure the server that hosts Liberty, and Liberty itself.

2. Configure Liberty to use the Microsoft Active Directory registry by using the instructions in
Configuring LDAP user registries with Liberty as a reference. (Configuring Open Liberty is identical to
configuring IBM WebSphere Liberty here.)

a. Complete Step 1 to add the features to the i 2anal yze\ depl oy\ W p\ usr\ server s\ opal -
server\server.xmn file.

b. Complete Step 4 by using the Microsoft Active Directory Server example to populate the
<l dapRegi st r y> element.

Note: This information does not cover the configuration of Secure Sockets Layer (SSL) between
Liberty and Active Directory. Do not include the <ssl > and <key St or e> elements from the
example in your server. xm file.

c. Ensure that the mapping between Active Directory and the i2 Analyze security schema is correct.
Add the following code after the <I dapRegi st r y> element in the server . xm file:

<f eder at edReposi t ory>
<pri mar yReal m name="">
<parti ci pati ngBaseEntry name=""/>
<gr oupSecurit yNameMappi ng i nput Property="cn" out put Property="cn"/>
</ pri mar yReal e
</ f eder at edReposi t ory>

Populate the empty nane attribute values by using the following information:
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e The <pri mar yReal > element's nane attribute has the same value as the r eal mattribute of
the <l dapRegi st ry> element.

e The <parti ci pati ngBaseEnt r y> element's nane attribute has the same value as the
baseDN attribute as the <I dapRegi st ry> element.

By default, all requests to access protected resources use SPNEGO authentication. If you previously
deployed i2 Analyze with basic authentication, you must ensure that the basic registry is not present in
the user. registry. xm file.

1. Using an XML editor, either remove or comment out the complete <basi cRegi st r y> element in
the i 2anal yze\ depl oy\ Wl p\ usr\shar ed\ confi g\user. registry. xn file.

Configuring the i2 Analyze application
Set the security administrator group to the value used in Microsoft Active Directory.

About this task

If you follow this procedure for a deployment that provides high availability, you must complete each
step on every Liberty server in your environment before you move to the next step.

Procedure

1. Using a text editor, open t ool ki t\ confi gur ati on\ envi ronnent\ opal -
server\ envi ronnent - advanced. properti es. Edit the value of the
security.adm ni strator.group property to the name of the group in Active Directory to use
for administrators. For example, i 2Adni ns.

The mapping to the administrator group must be in terms of the Common Name that is defined
in the <parti ci pat i ngBaseEnt r y> element of the <f eder at edReposi t or y> element in
the server. xm file. For more information about the <f eder at edReposi t or y> element, see
Configuring Liberty.

2. In a command prompt, navigate to the t ool ki t\ scri pt s directory.
3. Stop Liberty:
setup -t stopLiberty
4. Update the i2 Analyze application:
setup -t depl oyLi berty
5. Start Liberty:
setup -t startLiberty

Testing i2 Analyze with SPNEGO single sign-on on the client workstation
To test the SPNEGO single sign-on setup, connect to i2 Analyze from a domain client workstation. The
user that is logged in to the domain client is logged in to i2 Analyze.

Before you begin

Your web browser must be configured according to Step 3 in Configuring SPNEGO authentication.

You must be logged in to the client workstation as one of the users in the domain controller, who is in at
least one group per security dimension in the i2 Analyze security schema.
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About this task

Log in to the client workstation as users with different access levels. For each user, complete the
following steps to demonstrate that authorization is working correctly when you are using SPNEGO
single sign-on.

Procedure

1. Open your web browser, and navigate to ht t p: / / host _nane/ opal (where host _nane is the fully
qualified domain name or IP address of the server that hosts the i2 Analyze application).

2. Create, browse, and search for data, to ensure that you are authenticated and authorized with the
platform correctly.

Note: When you create records, ensure that the permissions are set up so that you have access to
view them.

What to do next

After you test your changes, you can configure user access to features. For example, to export a list
of records in XLSX format, a user must be a member of a group that has the i 2: Recor dsExport
permission under command access control. For more information, see Configuring command access
control.

Configuring the Liberty user registry

Through the support in Liberty, i2 Analyze can use LDAP user registries such as Microsoft Active
Directory to authenticate users. Especially in example or demonstration deployments, however, you can
use Liberty's basic user registry to authenticate users and assign the system group memberships that
they need.

Note: For instructions on configuring Liberty to use an LDAP registry, see Configuring LDAP user
registries in Liberty.

Before you begin

If you are configuring the basic user registry to provide users in the early stages of the production
deployment process, you must adjust it when you modify the groups in the security schema in the
schema development or configuration development environments.

About this task

i2 Analyze users can have separate identifiers, user (principal) names, and display names. When you
use the basic registry, the same value is used for all three purposes. You can use provisioning to modify
users' display names in an example deployment, but in production you should favour one of the other
approaches to authentication.

Procedure

1. Create the users and groups in Liberty for each of the group permissions elements in the security
schema:

a. In an XML editor, open the user . regi stry. xm file. You can find this file in the C.
\'i 2\'i 2anal yze\ depl oy\ w p\ usr\ shar ed\ conf i g directory of your Liberty installation.

b. Use the following template to add your users and groups to the user. regi stry. xm file as the
first child of the <ser ver > element:
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<basi cRegi stry id="basic" real n="WbReal nm' >

<user name="" password="" />
<group nane="">
<nember nanme="" />
</ group>

</ basi cRegi stry>
Use the following information to populate the template:

e Thereis a <user > element for each user of the system. The <user > element's nane and
passwor d attributes must be populated for that user.

e There is a <gr oup> element with a nane attribute that matches the name of each user group
mentioned in the security schema. You can also add groups that are not mentioned in the
security schema.

e The <gr oup> elements are populated by <menber > elements. For a user to be a member of
a group, a <rmenber > element's nane attribute must match that user's nane attribute.

If you are using the example deployment, the user Jenny is a member of each group.

In the following example user . regi stry. xm , the users Anal yst 1, and Cl er k1 have been
added into a subset of the groups. If you use the following example, log in as these users to see
the different permission levels of each group:

<basi cRegi stry id="basic" real m="WbReal m'>
<user nanme="Jenny" password="{xor}FToxMsY="/>
<user nane="Anal yst1" password="{xor}H E+MyYsK24=" />
<user nanme="C erkl" password="{xor}HDV6LTRuU" />
<group nane="Anal yst">
<menber nane="Jenny"/>
<menber nane="Anal yst1"/>
</ group>
<group nanme="C erk">
<nmenber name="Jenny"/>
<menber name="d erk1"/>
</ group>
<group nane="Control | ed">
<menber nane="Jenny"/>
<nmenber nanme="Anal yst1"/>
</ group>
<group name="Uncl assi fied">
<menber nane="Jenny"/>
<menber nane="d erkl"/>
</ group>
<group nanme="Adm ni strator">
<nmenber name="Jenny"/>
</ group>
</ basi cRegi stry>

2. Use the Liberty securityUtility command to encode the password for each user:

a. Navigate to the bi n directory of your Open Liberty deployment that is configured by the

b.

deployment toolkit. By default Liberty is deployed in the C: \'i 2\i 2anal yze\ depl oy\w p
directory.

In a command prompt, run the following command:

securityUtility encode password
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The encoded password is displayed in the command line. Record the encoded password,
including the { xor } prefix, and use the encoded password as the password in the
user.registry.xm file.

For more information about using the security utility, see securityUtility command.
3. Save and close the file.

What to do next

To test that your changes have worked, log in to i2 Analyze as one of the users that you added to the
user registry.

After you test your changes to the user registry, you can configure user access to features. For
example, to upload records to the Information Store, a user must be a member of a group that has
the i 2: Recor dsUpl oad permission under command access control. For more information, see
Configuring command access control.

Configuring X.509 client certificate authentication with i2 Analyze

If your i2 Analyze deployment uses a user registry, you can enable it to use X.509 client certificate
authentication. After successful configuration, users can log in to i2 Analyze with client certificates
instead of user names and passwords.

After you configure client certificate authentication, a user does not need to enter a user name and
password separately. Each certificate is associated with a single user to enable authentication. Anyone
that has access to a client certificate can log in to i2 Analyze as the user associated with that certificate
without entering a password.

To enable a user to log in using a client certificate, the client certificate must be installed in the user's
personal certificate store on the workstation they are using to access i2 Analyze. After the client
certificate is installed in the personal certificate store, the user can use the certificate to log in to i2
Analyze through Analyst's Notebook.

When a user connects using Analyst's Notebook, the user chooses the certificate to use to log in when
they open a connection to the Information Store.

Intended audience

In the production deployment process, you might first configure client certificate authentication in the
configuration or pre-production environments. As you move to a production deployment, you must
replicate any configuration changes in any new deployments.

This information is intended for readers who are familiar with managing key databases and certificates,
user authentication mechanisms, and the i2 Analyze toolkit.

Prerequisites

The starting point for configuring client certificate authentication is a deployment of i2 Analyze that is
configured to use Transport Layer Security on connections to the HTTP Server, and between the HTTP
Server and Liberty. For more information about configuring Transport Layer Security on connections to
the HTTP Server, see Configuring Transport Layer Security with i2 Analyze.

Attention: i2 takes reasonable steps to verify the suitability of i2 Analyze for internet deployment.
However, it does not address lower-level issues such as guarding networks against penetration,
securing accounts, protecting against brute force attacks, configuring firewalls to avoid DoS or DDoS
attacks, and the like. For your deployment of i2 Analyze, follow industry-standard practices and
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recommendations for protection of your systems. i2 accepts no liability for the consequences of such
attacks on your systems. This information is not intended to provide instructions for managing key
databases or certificates.

Client certificates

The client certificates that are used to authenticate users must be signed by a certificate authority that is
trusted by the i2 Analyze server.

The common name in a client certificate must match a user name in the registry that i2 Analyze is using.
A user that selects such a certificate logs in to i2 Analyze as the corresponding i2 Analyze user.

You can have as many client certificates as you require. Each certificate is associated with a single user
in the registry. Each certificate can be installed on any number of workstations. Each workstation can
have any number of certificates installed.

To demonstrate a working configuration, you can use a self-signed client certificate. For more
information, see Creating a self-signed client certificate. However, in a production deployment you must
use certificates that are signed by a certificate authority that is trusted by the i2 Analyze server.

There are many methods for obtaining an X.509 certificate that is signed by a certificate authority.
When you receive a signed certificate, you also receive signer certificates so that you can trust the
client certificates that are signed by that certificate authority. If the certificate authority that signed your
certificates is not already trusted within the key database, you must add any signer certificates to the
key database so that the certificate authority is trusted.

Creating a self-signed client certificate
The client certificate is used to log in and authenticate a user with i2 Analyze. Use the Java keytool
utility to create a self-signed certificate.

About this task

Create a self-signed certificate to use as a client certificate to demonstrate a working configuration. If
you are using client certificates that are signed by a certificate authority, you do not need to complete
the following instructions.

Procedure

Create a keystore and self-signed certificate for a user by using the Java keytool utility.

1. Open a command prompt and navigate to the i 2anal yze\ depl oy\j ava\ bi n directory.
2. Create a keystore and certificate.

For example, run the following command:

keyt ool -genkeypair -alias "<username>" -keystore "C:\i2\iZ2analyze
\ <usernanme>. p12" -dnane "CN=<usernanme>" -keyal g RSA -storepass
" <passwor d>"

Important: Ensure that the value of CN matches the name of a user in the user registry for i2
Analyze. The user name cannot contain a comma (,).

If you are using the example user registry, set the <user nane> to Jenny.

Note: You will use the keystore to install the certificate on a client machine later.
3. Export the certificate from the keystore.

For example, run the following command:
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keyt ool -exportcert -alias "<usernane>" -keystore "C\i2\iZ2analyze
\ <usernane>. pl12" -file "C\i2\i2anal yze\ <user nane>. der" -storepass
" <passwor d>"

Note: You will import the certificate into the Liberty truststore later.

Configuring the truststore

To enable the i2 Analyze server to trust the client certificates, you must ensure that the signer of your
client certificates is trusted within the Liberty truststore.

About this task

If you are using client certificates that are signed by a certificate authority, ensure that the certificate
authority that signed the certificates is trusted within the Liberty truststore.

Procedure

The Liberty truststore must contain the certificates to ensure that the certificates received from the client
are trusted.

1. Run the following command to import the required certificate into the truststore. If the truststore does
not exist, it is created:

keytool -inportcert -alias "<signerKey>" -keystore "C: \i2\i?2analyze\i2-
|iberty-truststore.pl2" -file "C \i2\i2anal yze\<signer-certificate>. der"
st orepass "<passwor d>"

Note: When you are using a self-signed client certificate, add the self-signed client certificate as a
signer certificate. For example, Jenny. der .

Results

The truststore contains the signer certificates so that the client certificates can be trusted. The truststore
is populated so that Liberty can use it to trust the client certificates.

Configuring i2 Analyze

To enable a user to log in using a client certificate, you must modify some of the configuration files for i2
Analyze.

About this task

Add a rewrite rule that enables client authentication on the IBM HTTP Server to the i2 Analyze
configuration. Then, update the web. xm file for the application to enable client certificate
authentication.

If you follow this procedure for a deployment that provides high availability, you must complete each
step on every Liberty server in your environment before you move to the next step.

Procedure

1. Using a text editor, open the confi gurati on\ envi ronnent\ pr oxy\ htt p- cust om
rewite-rul es.txt file. Add the following line between the ! Start _After_Rul es! and!
End_After_ Rul es! linesto enable client certificate authentication:

SSLA i ent Auth Opti onal
2. In an XML editor, open the t ool ki t\ confi gurati on\ envi ronnent\topol ogy. xm file.
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a. Add a child <key- st or e> element to the <key- st or es> element.

For your truststore, specify the t ype astrust-store andfi | e as the full path to your
truststore.

For example, add the attributes as highlighted in the following code:

<application http-server-host="true" nane="<opal -server>"
host - nane="<host nanme>" secure-connecti on="true">

<key- st or es>
<key-store type="key-store"
file="C. /i2/i2analyze/i2-1iberty-keystore.jks"/>
<key-store type="trust-store"
file="C. /i2/i2analyze/i?2-1iberty-truststore.jks"/>
</ key- st ores>

</ application>
b. Specify the truststore password in the credentials file. In a text editor, open the t ool ki t

\configuration\environnment\credentials. properti es file and enter a password for
the truststore that you specified in the t opol ogy. xni file.

ssl . truststore. passwor d=<passwor d>

. Use an XML editor to modify the t ool ki t\ confi gurati on\fragnents\opal -servi ces\ VEB-
I NF\ web. xni file.

Comment out the following lines so that form-based authentication is not used:

<l ogi n-confi g>
<aut h- met hod>FORM</ aut h- met hod>
<r eal m name>For m Based Aut hentication Area</real m name>
<form| ogi n-confi g>
<form | ogi n- page>/1 ogi n. ht M </ f orm | ogi n- page>
<formerror-page>/|ogin. htm ?fail ed</formerror-page>
</forml ogi n-config>
</l ogi n-confi g>
In the login configuration section, add the following lines to define the client certificate authentication
method:
<l ogi n-confi g>
<aut h- net hod>CLI| ENT- CERT</ aut h- net hod>

<r eal m nane>WebReal nk/ r eal m nane>
</l ogi n-confi g>

4. In a command prompt, navigate to the t ool ki t \ scri pt s directory.

. Stop Liberty:

setup -t stopLiberty

. Update the i2 Analyze application:

setup -t depl oyLi berty

. Start Liberty:

setup -t startlLiberty

. Using an XML editor, open the Wl p\ usr\ server s\ <opal - server >\ server. xni file.

a. Modify the <ssl > element with the id def aul t SSLConf i g to include
cl i ent Aut henti cati onSupported="true".
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For example:

<ssl clientAut henti cati onSupported="true"
i d="def aul t SSLConfi g"
keySt or eRef =" def aul t KeySt or e"
trust St oreRef ="def aul t Trust Store"/ >

. Modify the <ht t pDi spat cher > element to include t r ust edSensi ti veHeader Ori gi n="*".

For more information about the values that you can provide for the
trustedSensi ti veHeader Ori gi n attribute, see HTTP Dispatcher (httpDispatcher).

For example:

<ht t pDi spat cher enabl eWel conePage="f al se"
trustedSensiti veHeaderOri gi n="*"/>

Results

The i2 Analyze application is configured to allow client certificate authentication.

Installing client certificates

After you create the client certificates, install the client certificates on the client workstations. After the
client certificates are installed, they are available to be selected by users to use to log in to i2 Analyze.

About this task

On each client workstation that you want a user to be able to log in from, install the client certificate and
exported keys as a Personal certificate. You can install multiple certificates and their associated keys on
a workstation to allow multiple users to log in.

If you are not using a self-signed certificate, install the signer certificate that is associated with your
client certificate so that your operating system can verify the client certificates.

Procedure

1. Copy your client certificate and the exported keys to a permanent directory on the client workstation.

2.

Install the client certificate and exported keys to the Personal store:

a.

Double-click the keys file (for example, Jenny. p12). The Certificate Import Wizard is
displayed.

. Click Next.

c. Click Browse, and locate the keys file to import (for example, Jenny. p12). Then, click Next.

d. Enter the password that you specified when the keys were exported from the key database, and

e.

f.

g.

click Next.

Click Place all certificates in the following store.
Click Browse, and select Personal.

Click Next, and then click Finish.

If you are using a self-signed certificate, install the client certificate to the Trusted Root Certification
Authorities store:

a.
b.

Double-click the client certificate file (for example, Jenny. der).
Click Install Certificate, and then click Next.
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Click Place all certificates in the following store.

Click Browse, and select Trusted Root Certification Authorities.

Click Next, and then click Finish.

If the operating system cannot verify the certificate, a security warning is displayed.

-~ o a o

Click Yes to accept the certificate.

Results

The client certificate and exported keys are installed. Users can select a certificate to use to log in to i2
Analyze.

Testing the deployment

You can use X.509 certificates to authenticate users in i2 Analyze from Analyst's Notebook. The
connection to the i2 Analyze server is secured, and the user is authenticated with the server by the
client certificate that is provided by Analyst's Notebook.

Before you begin

A client certificate must be installed on the client workstation. For more information about installing the
client certificates, see Installing client certificates.

The application server must be running.

About this task

Connect to the Information Store, and select a client certificate to use to authenticate with the i2 Analyze
server.

Procedure

1. Enter the name of the repository, and the URL of the server to connect to.

Use the HTTPS protocol to connect to the server. For example, htt ps: // host _nane/ opal
(where host _narnre is the fully qualified domain name or IP address of the HTTP server).

You are prompted to provide a certificate.
2. Select the client certificate to use to authenticate with the server from the list that is displayed.
Results

When client certificate authentication is configured correctly, you are logged in to i2 Analyze as the user
associated with the selected certificate.

Configuring Liberty to use OCSP to check certificates

After you configure i2 Analyze to use client certificate authentication, you can configure Liberty to use
Online Certificate Status Protocol (OCSP) to check the revocation state of the client certificates. For
more information about OCSP, see Online Certificate Status Protocol.

About this task

If you follow this procedure in a deployment that provides high availability, you must complete each step
on every Liberty server in your environment before you move to the next step.
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Procedure
1. In atext editor, open the i 2anal yze\ depl oy\ W p\ usr\ servers\opal -server\jvm opti ons
file and add the following lines:

-Dcom sun. net. ssl . checkRevocati on=true
-Dj ava. security. properties=C./i2/i2anal yze/ depl oy/ W p/ usr/servers/ opal -
server/java-security-ocsp. properties

Where:

« checkRevocati onissettotrue to instruct Liberty to check whether certificates have been
revoked.

e java.security. properties isthe path to a properties file that contains the settings to
configure OCSP.

2. In atext editor, create the i 2anal yze\ depl oy\ W p\ usr\servers\opal -server\java-
security-ocsp. properti es file and add the following lines:

ocsp. enabl e=true
ocsp. responder URL=

Where:

e ocsp. enabl eissettotrue to enable OCSP.

e ocsp. responder URL is the URL of the OCSP service that is used to check the status of a
certificate. When this value is specified, it overrides the value in the Authority Information Access
extension on the certificate.

3. Restart Liberty:

setup -t restartlLiberty

What to do next

Log in to your deployment to test that revoked certificates are identified successfully.

If a user attempts to log in with a revoked certificate, a message is displayed in the Liberty logs. For
example:

java.security.cert. CertPat hVal i dat or Exception: Certificate has been revoked,
reason: UNSPECI FI ED, revocation date: Wd Jan 20 17:13:35 UTC 2021,
authority: CN=ocsp, OUKki2, O=I BM ST=Engl and, C=GB, extension O Ds: []

If your OCSP service is unavailable, a message is displayed in the Liberty logs. For example:

The extended error nessage fromthe SSL handshake exception is: PKIX path
validation failed: java.security.cert. CertPathValidatorException: Unable to
determ ne revocation status due to network error

User provisioning

The process of provisioning users for i2 Analyze involves ensuring that users are members of
the correct groups, and that the correct users can access the system. By default, when users are
authenticated, they are provisioned from the information that the authentication mechanism holds.

If you're using a registry such as Microsoft Active Directory, then the user's identity, their name,
and their group membership all come from that registry. If you're using an identity provider, then the
information arrives in the token that the identity provider sends to i2 Analyze.

There are a few reasons why you might not want the default provisioning behavior in your system. For
example, when you're using a registry, you might want to restrict the users who can access i2 Analyze
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to a subset of the users in the registry. When you're using an identity provider, there are advantages to
telling i2 Analyze about the users and groups who will use the system before they log in.

To perform custom provisioning, you have to edit the supplied configuration file according to your needs,
and then tell i2 Analyze to use it.

Configuring user provisioning

Whether your deployment of i2 Analyze authenticates users through a registry or an identity provider,
the basic procedure for custom user provisioning is the same. You must open the pr ovi si oni ng-
confi guration. json file, configure it, save it, and update the deployment.

Before you begin

To enable customization of user provisioning, you must change a setting in the
Apol | oSer ver Set ti ngsMandat ory. properti es file. If you have not previously done so, set the
Provi si oni ngConpati bi | i t yMode property in that file to f al se and then redeploy Liberty.

Note: i2 Analyze sets the Pr ovi si oni ngConpati bi | i t yMode property to t r ue during upgrade of
deployments of version 4.4.3 and earlier that use federated user registries. In this mode, any member of
the federated registry can log in to i2 Analyze, and the application only learns about users and groups
when they authenticate for the first time.

Procedure

The provisioning configuration file controls how users from a user registry or an identity provider are
provisioned in i2 Analyze.

1. Openthe configuration/live/provisioning-configuration.json filein atext editor.

2. Use the information in The pr ovi si oni ng- confi gurati on. j son file to configure your custom
provisioning settings.

3. Save the provisioning configuration file.
4. Update the deployment with your changes.

The following steps deploy your changes without stopping the server by using a POST request to a
REST endpoint.

Note: To redeploy your changes by using only the deployment toolkit, see Redeploying Liberty. You
must use the deployment toolkit if you're in a deployment with high availability, or you're deploying in
your production environment.

a. Update the configuration on the server:
setup -t updateli veConfiguration
b. Update the running application through the r el oad endpoint:

curl -i --cookie-jar cookie.txt -d j_username=user_nane -d
j _passwor d=<password> http://<host _nanme>/ <cont ext _r oot >/
j _security check

curl -i --cookie cookie.txt -X POST http://<host_nane>/ <cont ext _root >/
api /vl/ admni n/ config/rel oad

Note: To reload the server through the r el oad endpoint, you must have administrative access to
i2 Analyze. For more information, see Using the admin endpoints.

If your custom provisioning configuration mistakenly results in no users having administrative
access, you can fix the problem and redeploy i2 Analyze by using the deployment toolkit.
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Warning: The r el oad method updates the provisioning configuration without requiring a server
restart, but any logged-in users might experience some disruption when you run it.

The provi si oni ng-confi guration.json file

The provi si oni ng- confi gur ati on. j son file comprises sections that enable you to configure the
users and groups that are allowed to access the i2 Analyze system, and how the system responds to
new users and groups.

The file has three possible sections, and you must always include two of them. The sections are:
e registryConfig

e identityProviderConfig

e settings

Registry configuration

If your deployment of i2 Analyze authenticates users through a registry, you can use custom
provisioning to control which users and groups from the registry can access the system.

For details, see Custom provisioning with a user registry. If you're using an identity provider, you don't
need to include the r egi st r yConfi g object.

Identity provider configuration

If your deployment of i2 Analyze authenticates users through an identity provider, you can use custom
provisioning to tell the system about the users and groups who will use the system before they log in.

If you don't use custom provisioning in these circumstances, the system provisions users based on the
claims in the token that the identity provider sends to i2 Analyze.

For details, see Custom provisioning with an identity provider. If you're using a user registry, you don't
need to include the i denti t yProvi der Confi g object.

Settings

The set t i ngs object contains properties that define how changes in the user registry or identity
provider are handled in i2 Analyze.

For example, if a user is added to the registry and the value of pr ocessAddedUser s ist r ue, the user
is provisioned for access when the system next reloads the registry, unless they don't pass the filters
that you've defined. If the value is f al se, the user is not provisioned until you setitto t r ue and update
the system.

Note: If you're using an identity provider for authentication, most of these settings apply only
when pr ovi si onUsi ng is set to FI LE. For other values of pr ovi si onUsi ng, only the
def aul t Val uesFor AddedG oups setting has any effect.

processAddedUser s

A Boolean value that specifies whether to process new users that are added to the user registry or
identity provider. The default value ist r ue.

processAddedG oups

A Boolean value that specifies whether to process new groups that are added to the user registry or
identity provider. The default value ist r ue.
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pr ocessChangedUser s

A Boolean value that specifies whether to process changed users in the user registry or identity
provider. The default value is t r ue.

pr ocessChangedG oups

A Boolean value that specifies whether to process changed groups in the user registry or identity
provider. The default value is t r ue.

processRenovedUser s

A Boolean value that specifies whether to process removed users from the user registry or identity
provider. The default value is t r ue.

pr ocessRenmovedG oups

A Boolean value that specifies whether to process removed groups from the user registry or identity
provider. The default value is t r ue.

pr ocessEnpt yG oups

A Boolean value that specifies whether to process empty groups in the user registry or identity
provider. The default value is t r ue.

def aul t Val uesFor AddedGr oups

An object that contains default settings for added groups. The object contains the following
properties:

Vi si bl eToAl | Users
A Boolean value that specifies whether the group is visible to all users. The default value is f al se.
avai | abl el nShari ng

A Boolean value that specifies whether the group is available in sharing. The default value is
fal se.

r el oadl nt er val

An object that contains settings that define how often the system reloads the user registry or identity
provider to get the latest user and group information. The object contains the following properties:

val ue

An integer that specifies the reload interval. The default value is 30.

units

A string that specifies the units of the reload interval. The default value is M NUTES.
enabl ed

A Boolean value that specifies whether the reload interval is enabled. The default value is t r ue.

Examples

Example provi si oni ng- confi gur ati on. j son file for an identity provider:

"identityProviderConfig": {
"provisionUsing": "CLAl M5",
"di spl ayNameC ai m': " name"

)
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"settings":

"def aul t Val uesFor AddedGr oups": {
"visi bl eToAl | Users": fal se,
"avail abl el nSharing": false

}

}
}

Example pr ovi si oni ng- confi gur ati on. j son file for a user registry:

"registryConfig": {
"userFilters": [
"* ou=canbridge, *",
"* ou=adm ni strators"

]

",roupFiIters": [

"agn

] i)
"user Di spl ayNaneMappi ngs": |

"fronBSecurityName": "Jenny",

"t oDi spl ayNanme": "Jenny Jones"

%1
"fronSecurityName": "(.+)\\.(.+) @xanple.cont,
"t oDi spl ayNanme": "$1 $2"

}

]

1 roupDi spl ayNanmeMappi ngs": []

"settings": {
"processAddedUsers": true,
"processAddedG oups”: true,
"processChangedUsers": true,
"processChangedG oups": true,
"processRenovedUsers": true,
"processRenovedG oups": true,
"processEnmpt yG oups": true,
"def aul t Val uesFor AddedGr oups": {

"vi si bl eToAl | Users": fal se,
"avail abl el nSharing": false

b

"rel oadl nterval ": {
"val ue": 30,
"units": "M NUTES",
"enabl ed": true

}

}
}

Custom provisioning with a user registry

When i2 Analyze is using a registry for user authentication, you can use custom provisioning to
control which users and groups from the registry can access the system. To do so, you populate the
regi st ryConfi g objectin the pr ovi si oni ng- confi guration. json file.

The r egi st ryConf i g object contains the following properties:

userFilters
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An array of strings that specify the user filters. Only users that match the filters can log in to i2
Analyze.

For example, the following filters mean that i2 Analyze will only accept users in the ou=canbri dge
and ou=adni ni st r at or s organizational units:

"userFilters": [
"* ou=canbridge, *",
"* ou=adm ni strators"

]

groupFilters

An array of strings that specify the group filters. Only groups that match the filters can be used in i2
Analyze.

For example, the following filter means that all groups from the registry are available:
"groupFilters": [

[N

]
user Di spl ayNanmeMappi ngs

An array of objects that allows you to customize the display names of users in i2 Analyze, on either
an individual or a generalized basis.

For example, the first of the mappings below results in a user whose login name is "Jenny" being
displayed as "Jenny Jones" in i2 Analyze. The second mapping uses a regular expression to extract
the first and last names of users whose login names are email addresses in the exanpl e. com
domain:

"user Di spl ayNaneMappi ngs": [
{

"fronBecurityName": "Jenny",

"t oDi spl ayNane": "Jenny Jones"

%!
"from': "(.+)\\.(.+)@xanple.cont,
"to": "$1 $2"

}

groupDi spl ayNaneMappi ngs

An array of objects that allows you to customize the display names of groups in i2 Analyze, in the
same way as user Di spl ayNameMappi ngs.

The value of the t o output for each group is the value that i2 Analyze uses to determine a user's
group membership while evaluating their command access control permissions, for example.

Custom provisioning with an identity provider

When i2 Analyze is using an identity provider for user authentication, you can choose whether
provisioning happens "just in time", from the claims in the tokens that the identity provider sends, or
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whether it is controlled by another file that you provide. The choice affects your users' experience of the
system.

Just-in-time provisioning

Just-in-time provisioning is the default behavior of an i2 Analyze deployment that uses an identity
provider for user authentication.

In just-in-time provisioning, i2 Analyze receives its information about a user and the groups they're a
member of from claims in a token that the identity provider creates. In other words, i2 Analyze knows
nothing about any users or groups until they appear in a claim. Rather, it builds up a picture as more
users log in.

One of the consequences of this behavior is that users can't share artifacts with each other until they've
both logged in at least once. It also means that in theory, any user with a valid token from the identity
provider can log in to i2 Analyze.

To change the default behavior, you have to include the i dent i t yPr ovi der Conf i g object in the
provi si oni ng- confi gurati on. j son file. The object contains the following properties:

provi si onUsi ng

A string value that indicates the source of the identity provider's provisioning data. Use CLAI M5
to retain the default behavior but gain the ability to specify which claim contains the user's display
name.

di spl ayNaned ai m

A string value that specifies the claim that contains the display name of the user. The default value
is nare. di spl ayNanmed ai mis only used when pr ovi si onUsi ng is set to CLAI M5,

"identityProviderConfig": {
"provisionUsing": "CLAI M,
"di spl ayNanmed ai nt': " nane"

File-based provisioning

In file-based provisioning, you provide i2 Analyze with advance knowledge of the users and groups from
the identity provider. This behavior improves on just-in-time provisioning in two ways:

* The users and groups that you specify in the file are the only ones that can access i2 Analyze or
appear as system groups. This restriction is useful if you want to limit access to a subset of the users
in the identity provider.

* The users and groups in the file are available as soon as the system starts, so users can share
artifacts with each other before everyone has logged in.

To specify file-based provisioning, you must set the value of the pr ovi si onUsi ng property of the
i denti tyProvi der Confi g object to FI LE in the pr ovi si oni ng- confi gurati on. j son file:

"identityProviderConfig": {
"provisionUsing": "FILE"

}

This setting tells i2 Analyze to look for a file called i dent i ty- provi der - user s- and- gr oups. j son
in the same directory as the pr ovi si oni ng- conf i gurati on. j son file. The file must contain the
users and groups that you want to provision, in arrays named user s and gr oups.

A user can only access the system if their user name is present in the user s array. Their group
membership is defined by the groups they are a member of in the gr oups array.
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Note: To log into the system successfully, a user must receive at least the "Read only" access level
for at least one value in every security dimension. For more information, see i2 Analyze security
permissions.

users

Inthei dentity-provider-users-and-groups.json file, the user s array contains objects
that specify the users available to the system.

id

A string that specifies the unique identifier of the user.
user Nane

A string that specifies the user name of the user.

di spl ayNane

A string that specifies the display name of the user.
groups

The gr oups array contains objects that specify the groups available to the system, and the users
that are members of each group.

id

A string that specifies the unique identifier of the group.
di spl ayNane

A string that specifies the display hame of the group.
nmenber | ds

An array of strings that specify the unique identifiers of the users or groups that are members of the
group.
An example i denti ty- provi der - user s- and- gr oups. j son file is shown below:

{

"users": [
"id": "40bd47aa- a672-46d3-94b3-51c938aa5dd0",
"user Nanme": "I npgen. Evans@xanpl e. cont',
"di spl ayNanme": "Inbgen Evans"

] i)

"groups": [
"id": "6ec017b0-bal2-42d9- 80e6-d99c37a0896b",
"di spl ayNane": "lInvestigation Goup 1",
"menber | ds":

"40bd47aa- a672- 46d3- 94b3- 51c938aa5dd0"

]
}
]
}

In this example, the user | nogen Evans is a member of the group | nvesti gati on G oup 1.
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Logging for provisioning

In new deployments of i2 Analyze, the provisioning process logs information to the console, and to the
consol e.l ogandi 2_Anal ysi s_Reposi tory. | og files. This topic explains how to add provisioning
logging to existing deployments, and how to configure the logging level.

Before you begin

The logging that you add or configure through this topic is for the provisioning mechanism that
was introduced in i2 Analyze version 4.4.4. To see output, you must already have configured user
provisioning in your deployment.

About this task

Adding provisioning logging to an existing deployment of i2 Analyze involves adding a new logger
named com i 2gr oup. provi si oni ng. User sAndGr oups to the | og4j 2. xmi file.

When provisioning logging is active, changing the logging level just requires changing the value of the
| evel attribute.

After any change to the | og4j 2. xm file, you must redeploy the Liberty server so that the change takes
effect.

Procedure

To add provisioning logging to an existing deployment of i2 Analyze that was upgraded to version 4.4.4
or later:

1. Using an XML editor, open the | og4j 2. xm file for the deployment. The file is in the t ool ki t
\ configuration\fragnent s\ conmon\ VEB- | NF\ cl asses directory.

2. Add the following <Logger > element to the file, alongside all the others:

<l-- User and group provisioning -->
<Logger additivity="false" |evel ="1NFO
nane="com i 2gr oup. provi si oni ng. User sAndG oups" >
<Appender Ref ref="APOLLOLOG'/ >
<Appender Ref ref ="CONSCLE"/ >
</ Logger >

This element is configured identically to the one that new deployments of i2 Analyze have by default.

3. (Optional) To log more information about the provisioning process, change the value of the | evel
attribute in the <Logger > element to DEBUG:

<Logger additivity="fal se" |evel =" DEBUG'
nane="com i 2gr oup. provi si oni ng. User sAndG oups" >

To apply your changes to the i2 Analyze application:
1. Stop Liberty:
setup -t stopLiberty
2. Update the i2 Analyze application:
setup -t depl oyLi berty
3. Start Liberty:
setup -t startlLiberty

Note: If you follow this procedure in a deployment that provides high availability, you must complete
each step on every Liberty server in your environment before you move to the next step.
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Configuring JWT authentication

Starting with version 4.4.4, i2 Analyze supports JSON Web Token (JWT) authentication so that
components in the same domain can interact with it on behalf of authenticated users. The Open Liberty
server that hosts the i2 Analyze application uses this feature to enable interaction with the Connector
Designer component. This topic explains how to configure Open Liberty for that purpose.

Before you begin

When you configure the Open Liberty application server to use JWT authentication, i2 Analyze detects
the setting and issues JWT tokens in cookies to authenticated users. When those users make requests
to components like Connector Designer, the client includes the cookie, and the JWT token is used to
authenticate the user.

About this task

Open Liberty provides full support for JWT authentication, but in order for i2 Analyze to take advantage,
you need to configure it in the ser ver . ext ensi ons. xm file. The following procedure describes how
to:

e Addthejw - 1.0 feature to i2 Analyze

« Add a trust association interceptor that handles the cookies

* Create a keystore and a truststore for the certificates that sign the JWT tokens

* Configure the JWT builder and JWT consumer that manage the tokens

Procedure

Perform these steps to configure JSON Web Token authentication in your i2 Analyze deployment:
1. If you haven't already done so, stop the Liberty server:

setup -t stopliberty

2. Navigate to the confi guration\li berty\server. extensi ons. xm file, and openitin an XML
editor.

3. If the file already contains a <f eat ur eManager > element, add a new <f eat ur e> to it. Otherwise,
add one just before the closing </ ser ver > element:

<f eat ur eManager >
<feature>jw-1.0</feature>
</ f eat ur eManager >

This element enables the j wt - 1. O feature that provides access to JAVA API classes for creating,
reading, and verifying JWT tokens.

4. Outside the <f eat ur eManager > element, add the trust association interceptor to the
server. ext ensi ons. xm file:

<trust Associ ati on i nvokeFor Unprot ect edURI ="f al se"
i d="Jwt TAI " di sabl eLt paCooki e="true">
<interceptors invokeBeforeSSO="true"

cl assName="com i 2gr oup. di sco. cont ai ner. security.internal.Jwt TAl"
i d="Jwt TAI" invokeAfterSSO="fal se" enabl ed="true">
<library id="Jwt TAILib">
<fileset dir="${shared.resource.dir}/security/tai"/>
</library>
</interceptors>
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</trust Associ ati on>
5. After the <t r ust Associ at i on> element, add definitions of the JWT keystore and truststore to the
file:

<keyStore id="jwt KeyStore" |ocation="<JW_KEYSTORE_LOCATI ON>"
type="PKCS12" passwor d="<JW_KEYSTORE PASSWORD>" />

<keyStore id="jwt TrustStore" |ocation="<JW_TRUSTSTORE LOCATI O\>"
type="PKCS12" password="<JW_ TRUSTSTORE PASSWORD>" />

The keystore will contain the private key for signing JWT tokens, while the truststore will contain the
public key for verifying JWT tokens.

For information about creating certificates for development using Java keytool, see Creating
keystores, truststores, and certificates for development.

The certificates that the Java keytool generates are self-signed and they should not be used in
production deployments. When you are deploying into production, you must use certificates that are
provided and signed by a trusted certificate authority.

6. Finally, add definitions of the JWT builder and consumer to the file:

<jwtBui | der id="i2-anal yze-jwt-clainms" audi ences="i2-anal yze"
i ssuer="<i 2-anal yze-url >" signatureAl gorithm="RS256"
keySt oreRef ="j wt KeySt ore" expi resl nSeconds="120nm" />

<j wt Consuner id="i2-analyze-jw-clains" audi ences="i 2-anal yze"
i ssuer ="<i 2-anal yze-url >" signatureAl gorithnm"RS256"
trust StoreRef ="jwt Trust Store" cl ockSkew="5n1 />

These settings must be the same on all Liberty servers in the i2 Analyze deployment. In particular:

e Thei d, audi ences, and si ghat ur eAl gor i t hmattributes must be set as above.

e Setissuer tothe URL of the i2 Analyze deployment. For example, htt ps://i 2-
anal yze: 9443.

e SetkeyStoreRef andtrust St oreRef to the identifiers of the keystore and truststore that you
created earlier.

e (2 suggests the expi r esl nSeconds and cl ockSkewvalues as reasonable starting points.
For more information about the attributes and their values, see the Open Liberty documentation.

If you do change the expi r esl nSeconds setting, bear in mind that smaller values cause users
to re-authenticate more frequently, while larger values increase the risk from stolen tokens, which
remain valid for longer.

7. Save and close server. ext ensi ons. xn , and then redeploy and restart the Liberty server:
setup -t depl oyLiberty
setup -t startlLiberty

Controlling access to features

You can control access to the features and types of command that are available to i2 Analyze users. To
restrict (and in some cases, to allow) access to features, you need to specify a command access control
file.

Note: In the production deployment process, you first configure access to features in the configuration
development environment.
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You can use a command access control file to specify which permissions to assign to the user groups
that were allocated during authentication (the system groups). The command access control file
contains permissions that apply to i2 Analyze and, where applicable, to clients and client services.

Behavior with no command access control file

When you create an example deployment, i2 Analyze is configured with the command access control
file that the example contains. If no file is specified in the configuration, access control is not enabled
and all users have permission to use the same set of features:

e Create, edit, and delete Information Store records though i2 Analyst's Notebook
e Create, retrieve, edit, and delete Analyst's Notebook charts in the Chart Store

« Create and read notes on records and charts

« Create, edit, and save artifacts such as Visual Queries

« Interact with external data sources through i2 Connect connectors

Note: Feature availability also depends on support in the i2 Analyze deployment. For example, users
can't use connectors if the deployment doesn't include the i2 Connect gateway.

Behavior with a command access control file

In contrast, a command access control file must be present in order for users to receive permission to
use the following features:

« Export search results to a CSV file, or a list of records to an XLSX file

e Use the i2 Notebook web client

« Upload i2 Analyst's Notebook charts to the Chart Store in bulk

« Share records and artifacts such as saved Visual Queries with other users
e Create alerts through the REST API

« Create and manage custom user groups

¢ Administrator permissions

When you specify a command access control file, access to all features is controlled by that file. Before
they can use a feature, you must give the appropriate permission to a group of users.

When you upgrade a system that has access to specific features enabled, ensure that you check for
new features that require new permissions. Without updating your file to add permissions, access to
the features is denied to all users. For information about any new permissions, see Configuration and
database changes.

Configuring command access control
You can use command access control to determine which commands and features users can access.
You can create a command access control file to match the specific needs of your deployment.

About this task

In any command access control file that you create, the group names in the file must match the names
of system user groups from the user registry.

If you follow this procedure in a deployment that provides high availability, you must complete each step
on every Liberty server in your environment before you move to the next step.
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Procedure

Create and configure the command access control file.
1. Create a command access control file.

a. Navigate to the directory in the deployment toolkit that contains the example security schema:
t ool ki t\ confi guration\exanpl es\security-schena.

b. Copy the exanpl e- command- access- control . xn file to the confi gurati on\fragnents
\ opal - servi ces\ VEB- | NF\ cl asses directory, and rename it to cormand- access-
control . xm.

2. Modify the command access control file.

a. Open the command- access-control . xm file in your XSD-aware XML editor. For more
information, see Setting up your XSD aware XML editor. The associated XSD file ist ool ki t
\'scri pt s\ xsd\ CormandAccessCont r ol . xsd.

b. Use the reference information to specify the access control that your system requires.
c. Save the completed file.
3. Set the command access control file to be used in the deployment.

a. Using a text editor, open the t ool ki t\ confi gurati on\fragnent s\ opal - servi ces\ ViEB-
I NF\ cl asses\ Di scoServer Setti ngsConmon. properti es file.

b. Specify your command access control file as the value for the
ConmandAccessCont r ol Resour ce property. For example:

CommandAccessCont r ol Resour ce=conmand- access-control . xm
c. Save the file.
Redeploy i2 Analyze to update the application with your changes.
1. In a command prompt, navigate to the t ool ki t\ scri pt s directory.
2. Stop Liberty:

setup -t stopLiberty

3. Update the i2 Analyze application:
setup -t deployLi berty

4. Start Liberty:
setup -t startlLiberty

What to do next

Connect to your deployment and test that members of each user group have the correct access to
features. Continue to change the configuration until you are satisfied with the access of each user

group.

After you set command access control, you can revert to the default state by ensuring that the
CommandAccessCont r ol Resour ce property in the t ool ki t\ confi gurati on\fragnent s\ opal -
servi ces\ VEEB- | NF\ cl asses\ Di scoSer ver Setti ngsConmmon. properti es file has no value.

Enabling access to the i2 Notebook web client

The default set of command access control permissions do not provide access to the i2 Notebook web
client. If you have a deployment of i2 Analyze that includes the Chart Store or the Information Store, and
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you want users to be able to use the i2 Notebook web client, you must specify it in a command access
control file.

Before you begin

As well as command access control permissions, the i2 Notebook web client requires a secure
connection between the user's web browser and the i2 Analyze server. For information on setting up a
secure connection to the i2 Notebook web client, see Configuring Liberty for TLS.

About this task

By default, when users log in to i2 Analyze through their web browser, they see the i2 Investigate web
client. To change that behavior, you must give specific access to the i2 Notebook web client to some or
all of your users.

If you follow this procedure in a deployment that provides high availability, you must complete each step
on every Liberty server in your environment before you move to the next step.

Procedure

To provide access to the i2 Notebook web client to users in some or all system user groups, you must
add the i 2: Not ebook command access permission for the groups in question.

1. If you have not already done so, follow the instructions in Configuring command access control to set
up a command access control file in your deployment of i2 Analyze.
2. In atext editor, modify the command access control file:
a. Open the file, which is conventionally named command- access- cont rol . xm and found in the
tool ki t\ configuration\fragnments\opal -servi ces\ WEB- | NF\ cl asses directory.
b. Add permission to access the i2 Notebook web client to one of the user groups. For example:

<CommandAccessPer m ssi ons User G oup="Anal yst" >
<Perm ssi on Val ue="i 2: Recor dsUpl oad"/ >
<Perm ssi on Val ue="i 2: RecordsDel ete"/ >
<Perm ssi on Val ue="i 2: Recor dsExport"/>
<Perm ssi on Val ue="i 2: Chart sUpl oad"/ >
<Perm ssi on Val ue="i 2: ChartsDel ete"/>
<Per m ssi on Val ue="i 2: Not ebook" />

</ CommandAccessPer ni ssi ons>

3. Save and close the command- access- control . xmi file.
4. In a command prompt, navigate to the t ool ki t\ scri pt s directory.
5. Stop Liberty:
setup -t stopLiberty
6. Update the i2 Analyze application:
setup -t depl oyLi berty
7. Start Liberty:
setup -t startlLiberty
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Enabling access to the Server Admin Console

The i2 Analyze Server Admin Console enables administrators to perform a range of configuration and
management tasks from a web browser. The console supports different tasks through a set of apps, and
you can use command access control to provide users with access to those apps as required.

Before you begin

At this version of i2 Analyze, the admin console can include the following apps:

e i2 Connect gateway status allows users to view the status of the i2 Connect gateway, to preview
the configured services, and to reload the gateway.

* 12 Analyze type conversion allows users to create type conversion mappings between connector,
gateway, and Information Store schemas.

« User group management allows users to create, edit, and delete custom user groups, and to
configure the sharing settings of all user groups.

Users who are members of system groups that have the i 2: Adni ni st r at or command access control
permission can access all the apps in the admin console.

Users who are members of system groups that have the i 2: Adm ni st r at or : G oups permission can
access the user group management app.

Users who are members of system groups that have the i 2: Adni ni st rat or: Connectors
permission can access the gateway status and type conversion apps.

About this task

To enable access to the admin console for any particular user, you must ensure that they're a member
of a system group that has the appropriate command access control permission. This task describes
how to configure and deploy the necessary settings.

Procedure

To arrange or verify that the right groups have the right command access control permissions, follow
these steps:

1. If you have not already done so, follow the instructions in Configuring command access control to set
up a command access control file in your deployment of i2 Analyze.
2. In an XML editor, modify the command access control file:
a. Open the file, which is conventionally named conmmand- access- cont r ol . xnl and found in the
tool ki t\ configuration\fragnents\opal -servi ces\ WEB-I| NF\ cl asses directory.

b. Check that at least one system group has the i 2: Admi ni strat or permission. For example,
if you have a system group named "Administrator" that should have access to all administrative
functions, you might have this setting:
<CommandAccessPer m ssi ons User G oup="Adm ni strator">

<Per m ssi on Val ue="i2: Adm ni strator" />
</ CommandAccessPer m ssi ons>

c. Addthei 2: Adm ni st rat or: G oups permission to a system group that you want to have
access to the user group management app.

For example, if you wanted a group of senior analysts to have access, you might add the
following setting:

<CommandAccessPer m ssi ons User G oup="Seni or Anal yst" >
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<Perm ssi on Val ue="i2: Admi ni strator: G oups" />
</ ConmandAccessPer m ssi ons>

d. Similarly, add the i 2: Adni ni st rat or: Connect or s permission to a system group that you
want to have access to the gateway status and type conversion apps.

3. Save and close the file.

Then, to arrange or verify that a user is a member of one of the groups with permission to access the
admin console, follow these steps:

1. Examine the membership lists of the groups that have the administrator permissions.

If you're using the basic Liberty user registry, you can open the file ati 2\ i 2anal yze\ depl oy\w p
\usr\shared\config\user.registry.xm.

2. If necessary, add the user to the appropriate group.

Again, if you're using the Liberty registry, you might have a user named "Jenny" who's a member of
the "Administrator" system group:

<group nanme="Adm ni strator">

'<}n'9nber name="Jenny"/ >
</ group>

Or a user named "Imogen” who's a member of the "SeniorAnalyst" system group:

<gr oup name="Seni or Anal yst" >

-<-rrérrber nane="1 nogen"/ >
</ group>

Finally, if you made changes to the conmmand- access-control . xm file above, redeploy and restart
the Liberty server:

1. At a command prompt, navigate to the t ool ki t\ scri pt s directory.
2. Run the following commands:

setup -t deployLiberty
setup -t startlLiberty

What to do next

Verify access to the admin console by opening a web browser and navigating to <i 2- Anal yze- URL>/
adm n, where <i 2- Anal yze- URL> is the URL used to access your i2 Analyze deployment.

When you log in as a user who is a member of a group with the appropriate command access control
permissions, you should see the apps that are available to you.

For more information about command access control, see Controlling access to features.

The command access control file

The structure of the command access control XML configuration file and the permissions that it contains
combine to control which i2 Analyze commands and features are available to users. Use the following
reference and example information when you create your own configuration file.

* File structure
« Command access permissions
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File structure

<CommandAccessContr ol >

The <CommandAccessCont r ol > element is the root of the configuration file. It contains child
<ConmandAccessPer m ssi ons> elements.

<CommandAccessPer m ssi ons>

The <CommandAccessPer mi ssi ons> element contains the access permissions for groups of
users.

The User Gr oup attribute specifies the user group that the access permissions apply to. The value
of the attribute must match the display name of a user group. To specify that the permissions apply
to all user groups, you can use the * wildcard.

The <CommandAccessPer m ssi ons> element contains one or more child <Per m ssi on>
elements.

<Per n ssi on>

The Val ue attribute of the <Per ni ssi on> element defines a permission that members of the user
group that is specified in the parent <ConmandAccessPer mi ssi ons> element have access to.

For the list of values that you can specify for the Val ue attribute, see Command access
permissions

The following example allows users in all system groups to upload records and charts, and
members of the "Analyst" system group to delete records and charts too:

<t ns: ConmandAccessCont r ol

xm ns:tns="http://ww.i2group. com Schemas/2018-01- 19/
CommandAccessControl "

xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schena- i nst ance"

xsi : schemalLocati on="http://ww. i 2group. com’ Schemas/ 2018- 01- 19/
ComandAccessCont rol ConmandAccessControl . xsd" >

<CommandAccessPer m ssi ons User G oup="*">
<Permi ssi on Val ue="i 2: Recor dsUpl oad"/ >
<Perni ssi on Val ue="i 2: ChartsUpl oad"/ >
<Per m ssi on Val ue="i 2: Not es"/ >

</ CommandAccessPer m ssi ons>

<CommandAccessPer nmi ssi ons User G oup="Anal yst ">
<Per m ssi on Val ue="i 2: RecordsDel ete"/ >
<Per m ssi on Val ue="i 2: ChartsDel ete"/>

</ CommandAccessPer m ssi ons>

</ tns: CommandAccessCont r ol >

Command access permissions

The i2 Analyze command access permissions control access to features across a number of categories:

L]

Record and chart permissions control access to commands for record and chart management.
Web client permissions control access to features in the web client.

Connector permissions control access to connectors when your deployment includes the i2 Connect
gateway.

Sharing permissions control access to commands for sharing artifacts with other users.
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« Administrator permissions control access to REST API endpoints (including the admin endpoint), and
to the apps within the admin console.

Record and chart permissions
i 2: Recor dsUpl oad

Members of groups that have this permission can create and modify records and upload them to the
Information Store.

Without this permission, users can search for records and add them to charts, but cannot upload
changes to records.

i 2: RecordsDel et e

Members of groups that have this permission can delete records that were originally uploaded
through Analyst's Notebook.

Without this permission, users can search for records and add them to charts, but cannot delete
records from the Information Store.

i 2: Recor dsExport
Members of groups that have this permission can:

» Export records that are returned in search results to a CSV file
e Export a list of records in the i2 Notebook web client to an XLSX file
» Copy a list of records in the i2 Notebook web client to the clipboard

Without this permission, users cannot perform any of the above operations.
i 2: Chart sRead

Members of groups that have this permission can search for and retrieve charts from the Chart
Store.

Without this permission, users cannot search for or retrieve charts.
i 2: Chart sUpl oad

Members of groups that have this permission can create and modify Analyst's Notebook charts
and upload them to the Chart Store. Modifying a chart includes deleting versions of a chart, but not
deleting the chart itself.

Without this permission, users can save Analyst's Notebook charts locally, but cannot upload new
charts and modifications to existing charts.

Note: This permission automatically includes the i 2: Char t sRead permission. You do not need to
give both permissions to the same user groups.

i 2: Chart sBul kUpl oad

Members of groups that have this permission receive access to the Upload from Folder feature in
i2 Analyst's Notebook that enables users to upload charts from disk to the Chart Store in bulk.

Note: This permission automatically includes the i 2: Char t sUpl oad permission. You do not need
to give both permissions to the same user groups.

i 2: ChartsDel ete

Members of groups that have this permission can delete charts that were originally uploaded
through Analyst's Notebook.
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Without this permission, users cannot delete charts from the Chart Store.
i 2: Not es
Members of groups that have this permission can create and access notes on records and charts.

Without this permission, notes are not displayed in the Notes tab, and the contents of any notes are
not searchable.

i 2: Cust onilypes

Members of groups that have this permission can create, delete, and edit custom entity, link, and
property types in Analyst's Notebook charts. The functionality that allows users to perform these
actions is available through palettes, the Record Inspector, and the import wizard.

Without this permission, user interface elements for manipulating custom types are not displayed.
However, users can still use custom types in charts that other users have created.

Web client permissions
i 2: Not ebook

Members of groups that have this permission can access the i2 Notebook web client. Members of
groups without this permission see the i2 Investigate web client instead.

For more information, see Enabling access to the i2 Notebook web client.
Connector permissions
i 2: Connectors

If you are using the i2 Connect gateway, members of groups that have this permission can view all
i2 Connect connectors.

Without this permission, i2 Connect connectors are not visible unless individual connectors are
specified by using the i 2: Connect or s: <connect or - i d> permission.

i 2: Connect or s: <connector-i d>

If you are using the i2 Connect gateway, members of groups that have this permission
can view the i2 Connect connector with the matching <connect or - i d>. For example,
i 2: Connect ors: exanpl e- connect or.

Without this permission, the specified i2 Connect connector is not visible.
Sharing permissions
i 2: Share

Members of groups that have this permission receive all the permissions listed below. They can
take advantage of all the features for sharing records and artifacts that i2 Analyze supports.

Without this permission, users can have artifacts shared with them, but cannot themselves share
unless they have one of the more specific permissions.

i 2: Share: Artifacts
Members of groups that have this permission can share artifacts with specific users and groups.

Members of groups that have the i 2: Adm ni strator: SavedArti f act s permission can share
artifacts with anyone, regardless of whether they also have this permission.

i 2: Shar e: Recor ds
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Members of groups that have this permission can share records with other i2 Analyze users, and
see the records that other users have shared.

Administrator permissions
i2:AlertsCreate

Members of groups that have this permission can access the REST API alerts endpoint to create
and send alerts to i2 Analyze users. For more information, see Managing i2 Analyze.

i 2: Adm ni strator

Members of groups that have this permission can access the REST APl admin endpoints and all the
apps in the admin console. They also get the privileges of all the other administrator permissions.

For more information, see Using the admin endpoints and i2 Analyze Server Admin Console.
i 2: Adm ni strator: Connectors

Members of groups that have this permission can access the REST API endpoints for managing
connectors. They can also access the i2 Connect gateway status and i2 Analyze type conversion
apps in the admin console.

i 2: Adm ni strator: Goups

Members of groups that have this permission can access the User group management app in the
admin console.

i 2: Admi ni strator: | ndexing

Members of groups that have this permission can access the REST API endpoints for viewing the
status of the Information Store index, and for clearing and rebuilding it if necessary.

i 2: Adm ni strator: SavedArtifacts

Members of groups that have this permission have unrestricted access to all saved artifacts,
including the ability to change who they're shared with. They can also share any new artifacts of
their own.

Item type security

In some deployments of i2 Analyze, it is necessary to configure the system so that only users in
specific system groups are able to interact with records with particular item types. For users without the
necessary permissions, records with those types are invisible - it is as if they do not exist.

The t ype- access-confi guration. xm fileinthetool kit/configuration/live directory
contains the item type security configuration, which defines how system user groups have visibility of
specified item types.

Note: The t ype-access-configurati on. xm file allows item type security to be determined
from user membership of system groups. However, it is possible to configure item type security based
on additional user information, for example their record security access permissions (defined by the
security schema). To do this, you must implement the item type security SPI.

By default (and ignoring metadata), the t ype- access- confi gurati on. xni file contains only its root
element:

<t ns: TypePer m ssi ons>
</tns: TypePer nm ssi ons>
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If the file does not exist or remains in its default state, then all users have access to all records, subject
to the rules of the security schema.

Note: The configuration file is processed after item type conversion takes place. As such, the
restrictions you define apply only to the types that are present post-mapping.

Configuration example

Given a deployed schema that contains the entity types ET1, ET2, ET3, and LT1, consider the following
configuration:

<t ns: TypePer m ssi ons Def aul t SchemaShort Nane="...">
<l tenType |d="ET1" SchenmaShort Name="...">
<Al | ow>

<User Group Name="Anal yst"/>
<User Group Name="d erk"/>
</ Al'l ow>
</1tenflype>
<ltenlype |d="ET3">
<Al | ow></ Al | ow>
</ItenfType>
<ltenType 1d="LT1"></ItenType>
</tns: TypePer m ssi ons>

This configuration defines the following:

1. Records with type ET1 are visible only to users who belong to the Anal yst or O er k system
groups. Users belonging to other groups are not able to see records with this type.

2. There is no permission for the type ET2. All users can see records with that type.

3. The permission for type ET3 contains an empty <Al | ow> element. This means that records with
type ET3 are invisible to all users except those in groups that have the i 2: Adm ni str at or
command access permission.

4. The permission for type LT1 contains no <Al | ow> element. As such, just like ET2, all users can see
records with the LT1 type.

Schema short names

In a deployment of i2 Analyze that contains several schemas, it is possible for item types from different
schemas to have the same identifier. To avoid this potential problem, you can specify the short name of
the schema that contains each type you want to configure.

As shown in the example above, you specify the schema short name through either the
SchermaShor t Nane attribute on an <l t enTType> element, or the Def aul t SchemaShor t Nane
attribute on the root <t ns: TypePer m ssi ons> element.

If you omit the SchemaShor t Nane attribute for an <I t eniType> element, the value of

Def aul t SchemaShor t Nane is used instead. If you provide neither attribute, i2 Analyze attempts to
resolve the identifier against all schemas in the deployment. If the item type appears in more than one
schema (or in none of them), i2 Analyze logs a warning that it cannot resolve the specified item type.

Note: It is not possible to specify more than one <I t enTType> element with the same | d and
SchemaShor t Nane attributes.

Other considerations

Take note of the following considerations when you configure item type security in your deployment of i2
Analyze.
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Command access control

Users in groups with the i 2: Admi ni st rat or command access permission are never affected by item
type permissions.

Connectors & services

A connector service is hidden from the list of services on the client if all the possible item types of result
records, as defined by resul t I t eniTypel ds in the service configuration, are invisible to the user. If all
of a connector's services are hidden for this reason, the connector itself is hidden.

Entities & links

Item type security restrictions on one entity type have no implications for other entity types. Similarly,
restrictions on one link type have no implications for other link types, or for entity types. However,
restrictions on the visibility of entity records can also affect the visibility of link records.

Taking the example configuration above, the deployed schema might specify that the entity type ET1
is the only permitted type for records at one end of links with type LT1. In other words, ET1 is the only
entity type identifier in the f r omTypel ds ort oTypel ds attribute for the link type, like this:

<Li nkType 1d="LT1" FroniTypel ds="ET1" ToTypel ds="ET2" ...>
In this situation, users who cannot see records of type ET1 also cannot see records of type LT1.

On the other hand, if the definition of LT1 specifies other valid link end types that are not restricted for
the same users, as in this case, then records of type LT1 remain visible:

<Li nkType 1d="LT1" Fromlypel ds="ET1l ET2" ToTypel ds="ET2" ...>
Seeds

Item type security restrictions can affect the behavior of seeded search services. The following rules
apply to services configured with seedConstrai nts:

« If the service accepts seeds of a restricted type, and does not specify that it must have at least one
seed of that type (that is, it is possible to use the service without a seed of the restricted type), then
that constraint is removed from the user's view.

« If the service accepts seeds of a restricted type, and it must have at least one seed of that type, then
the service is removed from the user's view.

Item type conversion
As previously mentioned, item type restrictions apply only after item type conversion has taken place.
Asynchronous queries

Asynchronous queries are validated when they are launched, to ensure that the seeds are visible to the
user.

If a user's permissions change after initiating the asynchronous query on the connector, the query runs
to completion, but any results no longer visible to the user are filtered out of the result set (which might
be empty as a result).
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Changing item type permissions

By default, deployments of i2 Analyze do not define item type permissions. All users can see records
of all types, provided that per-record security does not prevent them from doing so. To define or
subsequently modify item type permissions, you must edit and redeploy the type access configuration.

Before you begin

The type access configuration is one of a group of configuration files that you can modify and send to
the i2 Analyze server without the need for system downtime. These files are stored in the t ool ki t /
configuration/live directory.

To enable updating the server without the need to restart it, ensure that you have access to a
command-line tool such as post man or cur| .

Procedure

1. Edit the configuration file.

a. If you do not already have one, obtain and configure an XML editor.

b. In the XML editor, open the t ool ki t/ confi guration/live/type-access-
configuration.xm file.

c. Using the reference and example information, modify the file to define the type access
permissions that you need.

2. Update the deployment with your changes.

The following method deploys your changes without stopping the server, through a POST request to
a REST endpoint.

To redeploy your changes using only the deployment toolkit, see Redeploying Liberty.

You must use the deployment toolkit if you are in a deployment with high availability, or if you are
deploying to your production environment.

a. Atthe command line, navigate to the t ool ki t/ scri pt s directory.
b. Update the server with your configuration file:

setup -t updateliveConfiguration

c. Update the running application by using the r el oad endpoint. Make sure that you provide the
credentials of a user with administration rights:

curl -i --cookie-jar cookie.txt -d j_usernane=<user_nane>
-d j _passwor d=<passwor d>
http://<host _nane>/ <context _root>/] _security_check

curl -i --cookie cookie.txt -X
PCST http://<host _nane>/ <context root>/api/vl/ adm n/config/rel oad

Warning: r el oad updates the configuration without requiring a server restart, but any logged-in
users are logged out from i2 Analyze when you run it.

The server validates the item type configuration as it loads, and returns any errors in its response.
3. Test the new and updated item type permissions.

A good way to verify that your item type security configuration is loaded correctly is to call connector
or gateway schema endpoints and search the response body for an item type that the current user
should not be able to see.
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The item type security configuration file

The t ype- access-confi gurati on. xnl file controls which users get access to each of the item
types declared in the schema. The set of permitted XML elements in an item type security configuration
file is relatively small.

Root element

<TypePer m ssi ons>

<TypePer m ssi ons> is the root element of the item type security configuration file. In the file that
deployments of i2 Analyze receive by default, the element is empty and its name is prefixed with the
t ns namespace:

<t ns: TypePer m ssi ons Def aul t SchemaShort Nane="...">

</ t ns TypePer m ssi ons>

The <TypePer mi ssi ons> element has a single, optional attribute named
Def aul t SchemaShor t Nane. If the item types that you want to constrain are all or mostly defined in a
particular schema, then it is efficient to provide the short name of that schema here.

When the <TypePer m ssi ons> element is empty, there are no item type constraints on the records
that users can see.

Item type elements

<l temlype>

The <TypePer mi ssi ons> root element supports any number of child <I t eniType> elements
that specify the type security permissions. <I t enifype> is the only permitted child of
<TypePer mi ssi ons>:

<TypePer m ssi ons>
<ltenType Id="..." SchenaShort Nanme="...">

</ I t émType>

</ TybePer m ssi ons>

The <I t enType> element has two attributes: | d, which is mandatory; and SchenaShor t Nane, which
is optional:

« | dis the identifier of the item type, as defined in the schema that contains it.

e SchemaShort Nane is the short name of the schema that contains the item type. When this attribute
is set, it overrides Def aul t SchemaShor t Narne in the parent element.

Each item type for which the file contains permissions appears in exactly one <I t eniType> element. If
an <l t enType> element is empty, however, it is as if that element does not exist.

<Al | ow>

The item type security model assumes that if you want to control access to a particular type, then
usually you want to make it so that only users in particular system groups can see records that have that

type.

The <I t eniType> element supports a single <Al | ow> child element. As soon as you add the element,
access to the type is denied to all groups that are not specifically mentioned:

<TypePer m ssi ons>
<ltenlype Id="...">
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<Al | ow>
</ AI I ow>
</ItenType>
</ .T&/ioePer m ssi ons>

The <Al | ow> element has no attributes. If an <I t eniType> element has an empty <Al | ow> child
element, then only users who have the i 2: Admi ni st rat or command access permission can see
records of that type.

<User G oup>

The <Al | ow> element supports any number of child <User G oup> elements. Members of each system
user group that you specify (as well as users who have the i 2: Admi ni st rat or command access
permission) are allowed to see records that have the parent item type:

<TypePer m ssi ons>

<ltenmType Id="...">
<Al | ow>
<User Group Nanme="..."/>
</ Al ow>

</1tenflype>

</ TybePer m ssi ons>

The <User Gr oup> element has a single, mandatory Nane attribute. For each system user group that
should have permission to see records of the specified type, the <Al | ow> element must contain a
<User G oup> element whose Nane attribute is set to the name of the user group.

Changing how item type access is determined

In some deployments of i2 Analyze, it is necessary to configure the system so that users are only able
to access and interact with records with particular item types. By default, i2 Analyze determines which
item types a user can access from their membership of system user groups, using the t ype- access-
configuration. xn file.

If this suits your needs, see Item type security to learn how to configure users' access to item types in
this way. To determine which item types a user can access based on other user information, you must
implement the item type security SPI.

By implementing the item type security SPI, user item type access can be determined by any
combination of:

e User principal name

e User system group membership

« User security dimension access permissions (defined by the i2 Analyze security schema)

The SPI is a set of Java interfaces that you can implement with your own Java classes. Then, you can
configure i2 Analyze to use your implementation instead of the default one.

Implementing the SPI

See the com i 2group. di sco. security. spi package in the i2 Analyze Security SPI documentation
for details, but the two interfaces that you need to implement are:

« | UserltemlypeAccessResol ver. This interface is used to get the access levels assigned to a
specific user for each item type.
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| UserltemlypeAccessResol ver Provi der. This is the interface that i2 Analyze uses to obtain
| User | t eniTypeAccessResol ver instances for specific users. It also exposes a method that
allows you to validate and reload the item type security configuration on server startup and reload.

You must package your SPI implementation into a single JAR file.

Configuring i2 Analyze to use your implementation

Note: Customizing item type access resolution should take place during the development phase of your
deployment, in the configuration development environment. See Deployment phases and environments
for more information.

For i2 Analyze to use your item type security implementation, you must:

1. Copy the JAR file containing your implementation into the t ool ki t/ confi gur ati on/
fragment s/ opal - servi ces/ VEEB- | NF/ | i b i2 Analyze toolkit directory where it will be deployed
into the application.

2. Instruct i2 Analyze to use your implementation by setting the
| User | t enifypeAccessResol ver Provi der property in the t ool ki t/
configuration/fragnments/opal -services/ VEB- | NF/ cl asses/
Di scoServer Setti ngsConmon. properti es file to the fully qualified class name of your
| User | t enTypeAccessResol ver Provi der implementation. For example:

| User |t emTypeAccessResol ver Provi der =com exanpl e. | npl enent at i onCl assNane
3. Redeploy and restart liberty. From the t ool ki t / scri pt s directory, run:

setup -t stopLiberty
setup -t depl oyLi berty
setup -t startlLiberty

High availability deployments

For high availability and disaster recovery deployment topologies, performing the above procedure in
the configuration development environment ensures that your SPI implementation is copied to each
Liberty server when you configure the pre-production environment.

To make changes to the SPI implementation in a pre-production or test environment that has multiple
Liberty servers, you must ensure that the updated JAR file is copied to the toolkit of each Liberty server.

Displaying information to users

i2 Analyze provides two mechanisms for displaying information to users when they connect to i2
Analyze.

* You can display a privacy prompt to users that they must accept before they can connect to the
server.

¢ You can display a welcome page in Analyst's Notebook with information about your deployment.
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Displaying a welcome page in Analyst's Notebook

When users log in to your deployment of i2 Analyze from Analyst's Notebook, you can arrange for them
to see a welcome page that introduces it. The page gets its contents from an HTML file that is entirely
under your control.

Before you begin

The information that users see in a welcome page is at your discretion, but typical content that you
might present includes:

¢ Your corporate branding, such as a logo or a color scheme

« A description of your i2 Analyze deployment, including the features that it provides

< Links to sections of the i2 documentation that explain the features you deployed

¢ Links to your documentation that gives detail on using i2 Analyze in your organization

About this task

To set up a welcome page, you replace the contents of an HTML file in the deployment toolkit with the
information that you want to provide, and then configure the server to request Analyst's Notebook to
display it.

Procedure

Complete the following steps to create and configure a welcome page:
1. Modify the t ool ki t/ confi gurati on/fragnent s/ conmon/ wel conepage. ht nl file to contain
information about your deployment of i2 Analyze.

2. Configure i2 Analyze to enable the welcome page. In the t ool ki t/ confi gurati on/fragnents/
opal - servi ces/ VEEB- | NF/ cl asses/ Di scoSer ver Setti ngsConmon. properti es file, set
the Enabl eWel conePage property to t r ue:

Enabl eVl conePage=t r ue

3. Run the following commands from the t ool ki t / scri pt s directory on your Liberty server to update

the application with your changes:

setup -t stopLiberty
setup -t depl oyLi berty
setup -t startLiberty

Results
The next time that a user logs in to i2 Analyze from Analyst's Notebook, they will see your welcome
page.

The dialog that hosts the welcome page also contains a checkbox that users can select if they don't
want to see the welcome page again. To reverse this setting, users can reopen the welcome page from
the User menu and clear the checkbox.
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Configuring a privacy prompt

Clients that connect to i2 Analyze can display a prompt to users that they must accept before they can
connect to the server. If the user rejects the prompt, they cannot connect to i2 Analyze.

About this task

To set up a privacy prompt, you must provide the content of the prompt that your users are required
to accept and how often they are required to accept it. For example, you might write the content of the
prompt to ensure users do not access data unnecessarily or search for information about people they
know that are not under investigation.

Procedure

Complete the following steps to enable and configure the privacy prompt:

1. Modify the t ool ki t/ confi guration/fragnments/conmon/ privacyagreenent. htnl file to
display the content of your privacy prompt.

2. Configure i2 Analyze to enable the privacy prompt and specify how frequently users must accept it.
a. To enable the prompt, inthe t ool ki t/ confi gurati on/fragments/opal -servi ces/

VEEB- | NF/ cl asses/ Di scoSer ver Setti ngsComon. properti es file, set the
Enabl ePri vacyPr onpt property tot r ue. For example:

Enabl ePri vacyPronpt =t rue

b. To configure the time period before users receive the prompt again, in the
tool kit/configuration/fragnents/opal -services/VWEB-1NF/ cl asses/
Di scoSer ver Setti ngsConmon. properti es file, setthe Pri vacyAccept ancePeri odDays
property to the value in days when the prompt should be displayed again. For example:

Pri vacyAccept ancePeri odDays=90

If you do not set a value for Pri vacyAccept ancePer i odDays, users will not receive another
prompt until all privacy agreements are reset.

3. Run the following command from the t ool ki t / scri pt s directory on your Liberty server to update
the application with your changes:

setup -t depl oyLi berty

Results

The next time that a user logs in to i2 Analyze, they must accept or reject your privacy prompt.

What to do next

You can reset the privacy prompt acceptance status for all users by using a deployment toolkit task. For
example, if you change the wording of the prompt, you might want to ensure that all analysts accept
the new agreement. To reset the acceptance status, run the following commands from the t ool ki t/
scri pt s directory on your Liberty server:

setup -t resetPrivacyAgreenents
setup -t restartlLiberty

You can also complete these actions on a running server by using the associated admin endpoints.
Configuration changes completed by the admin endpoints do not persist after a server redeployment.
For more information about the admin endpoints, see Using the admin endpoints.
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Setting a deployment name

If your i2 Analyze deployment is one of several that your users might connect to, it's convenient for
them to see the deployment name in a prominent location. You can provide a display name for your
deployment through a setting in the Di scoSer ver Set t i ngsConmon. properti es file.

About this task

To set the deployment name, you configure it in the server settings and then redeploy the server.

Procedure

Complete the following steps to provide a display name for your i2 Analyze deployment:

1. Come up with a name for your deployment that distinguishes it from others that your users might
connect to.

i2 Analyze places no hard restrictions on the length of the name or the characters it uses, but shorter
is generally better for client user interfaces.

2. Configure i2 Analyze to use the name. In the t ool ki t/ confi gurati on/fragment s/ opal -
servi ces/ VEEB- | NF/ cl asses/ Di scoSer ver Set ti ngsConmon. properti es file, set the
Depl oynent Di spl ayNane property:

Depl oynent Di spl ayNane=<your depl oynment nane>

3. Run the following commands from the t ool ki t/ scri pt s directory on your Liberty server to update
the application with your changes:

setup -t stopliberty
setup -t depl oyLi berty
setup -t startLiberty

Results

The next time that a user logs in to i2 Analyze from the Analyst's Notebook desktop client or the i2
Notebook web client, they see the deployment name in the user interface.

« Analyst's Notebook displays the deployment name at the top of the application window, next to the
user name.

« i2 Notebook displays the deployment name in the User menu, beneath the user name.

Configuring server monitoring
You can monitor and report on your deployment of i2 Analyze by using Prometheus and Grafana.

The monitoring of i2 Analyze licences is completed via a REST API. By using a REST API, i2 Analyze
can be monitored by well-used industry standard tools.

The i2 Analyze toolkit includes template configuration files for Prometheus and Grafana. The
instructions here describe how you can install and configure Prometheus and Grafana to monitor your
deployment of i2 Analyze.
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Running Prometheus and Grafana

i2 Analyze and its components provide a number of metrics through REST endpoints. You can use
Prometheus to monitor your deployment, and Grafana to visualize the captured data.

About this task

To monitor your deployment of i2 Analyze, complete the following actions:

¢ Update the i2 Analyze configuration to enable metrics reporting

¢ Configure and run Prometheus and Grafana

* View the monitoring reports in Grafana using the provided dashboards

To configure your Prometheus and Grafana instances, use your configuration development

environment. When the tools are configured to meet your requirements, you can update them to match
the security requirements of your production system.

Complete the following steps to enable metrics on i2 Analyze, and configure and install the monitoring
tools.

Procedure

1. Configure i2 Analyze.

a. Uncomment the monitoring features and non-SSL elements in the Liberty
server. extensi ons. xm file. The file is located in the t ool ki t/ confi guration/liberty
directory.

For example:

<server>
<f eat ur eManager >
<feature>npMetrics-1. 1</feature>
<feature>nonitor-1.0</feature>
</ f eat ur eManager >

<npMetrics authentication="fal se"/>
</ server >

b. To enable i2 Analyze metrics, in the t ool ki t / confi gurati on/ fragnents/ opal -
servi ces/ VEEB- | NF/ cl asses/ Di scoSer ver Set ti ngsConmon. properti es file, set the
Enabl eMetri cs propertytot rue.

For example:
Enabl eMetri cs=true
c. Run the following command on your Liberty server to update the application with your changes.
setup -t depl oyLiberty
2. Configure and run Prometheus.

When you start Prometheus, you must reference a configuration file. The i2 Analyze deployment
toolkit includes a template Prometheus configuration file that contains configuration to enable
monitoring of Liberty and i2 Analyze. The pr onet heus. yni file is in the t ool ki t / exanpl es/
pr oret heus directory.

In the pr omet heus. ymi file, update the values to match your environment:

a. Replace <l i berty_domai n>: <por t > with the fully qualified domain name and port of your
Liberty server.
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For example, i 2anal yze. ei a: 9082

Note: When Liberty is not running in Docker and Prometheus is running in a Docker
container hosted on the same machine, use the following value for <l i berty_domai n>:
host . docker.internal.

If you are using the opal-daod deployment pattern, update the netri cs_pat h to / opal daod/
api/vl/netrics.

After you complete the configuration file, install and run Prometheus with your configuration. In this
example we install and run Prometheus using Docker, but you can install it in a number of ways. For
more information about installing Prometheus, see Prometheus installation.

a.

If you have Docker installed, run the following command to run Prometheus with your
configuration on Docker:
docker run -d
-p 9090: 9090
- - net wor k=<net wor k_namne>
-v "/<path_to>/pronetheus.ym:/etc/pronetheus/pronetheus.ym"
pront pr onmet heus

Where:

¢ <networ k_nane> is the name of a Docker network for the container to run on. For more
information about creating a Docker network, see Docker network.

e <pat h_t o> is the path with your updated pr onet heus. ym file. For example, t ool ki t/
exanpl es/ pr onet heus.

. Configure and run Grafana.

The i2 Analyze deployment toolkit includes a template Grafana data source configuration file and
dashboards. The pr omet heus- dat asour ce. ymi file is in the t ool ki t / exanpl es/ gr af ana/
provi si oni ng/ dat asour ces directory.

a.

In the pr onet heus- dat asour ce. yni , replace <pr onet heus_donai n>: <por t > with the
host name and port of your Prometheus server.

The quickest way to install Grafana is by using Docker, but you can install it in a number of other
ways. For more information about installing Grafana, see Install Grafana.

. If you have Docker installed, run the following command to run Grafana on Docker:

docker run -d

--nane "grafana"

-p "3000: 3000"

- - net wor k=<net wor k_name>

-v "<grafana_data>:/var/lib/grafana"

-v "<grafana_provi si oni ng_dashboar ds>: / et c/ gr af ana/ pr ovi si oni ng/
dashboar ds"

-v "<grafana_provi si oni ng_dat asour ces>:/ et c/ gr af ana/ provi si oni ng/
dat asour ces”

-v "<grafana_dashboards>:/etc/ graf ana/ dashboar ds"

"graf ana/ gr af ana- oss"

Where:

e <networ k_nane> is the name of a Docker network for the container to run on. Prometheus
and Grafana must be able to communicate with each other. When both are running in Docker,
ensure they are running on the same Docker network. For more information about creating a
Docker network, see Docker network.

© N. Harris Computer Corporation


https://prometheus.io/docs/prometheus/latest/installation/
https://docs.docker.com/engine/reference/commandline/network_create/#examples
https://grafana.com/docs/grafana/latest/installation/
https://docs.docker.com/engine/reference/commandline/network_create/#examples

Configuring i2 Analyze | 205

e <graf ana_dat a> is a path to store Grafana data.

e <grafana_provisioni ng_dashboar ds> is the path to your dashboard provisioning files.
For example t ool ki t / exanpl es/ gr af ana/ pr ovi si oni ng/ dashboar ds. For more
information, see Provisioning dashboards.

e <grafana_provisioni ng_dat asour ces> is the path to your data source configuration
files. For example t ool ki t / exanpl es/ gr af ana/ pr ovi si oni ng/ dat asour ces. For
more information, see Provisioning data sources".

e <grafana_dashboar ds> is the path to your dashboard files. For example t ool ki t /
exanpl es/ gr af ana/ dashboar ds/ pr ovi si oni ng.

You can import your own dashboards into Grafana, to do this you must start Grafana with a different
command. For more information, see Importing Grafana dashboards

What to do next

Connect to the Grafana Ul to review the dashboards. In a browser, navigate to your Grafana instance.
For example, htt p: / /1 ocal host : 3000/ dashboar ds.

By default, Grafana includes an admin user that you can use to log in. The user name is "admin" and
the password is "admin".

If you have chosen to manually import your dashboards, complete the steps in Importing Grafana
dashboards to see the example dashboards.

The toolkit includes the following example dashboards:

« The "i2 Analyze License Reporting" dashboard reports on the usage of your system by analysts.
For example: User Activity, Privacy Agreement Count, and License Consumption. For example:

~ License Consumption

License Consumption License Consumption Summary

Chart Store

14:40 14:45

== |nformation Store == 2 Connect Gateway == Chart Store
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* The "Liberty-Metrics" dashboard reports on the hardware usage of the
Liberty server. For example: CPU Load, Heap Usage, and JVM Uptime. For

CPU System Load Average

0.500

0
14:50 15:00

== System load average 0110 268 0.520

example:
You can extend the example configuration to meet your requirements.

To run Prometheus and Grafana in production, you might want to configure authentication,
authorization, and other features. You can use the Prometheus and Grafana documentation to
determine how to configure these features.

* When you move into pre-prod and production deployment, you might be deploying with TLS. You
can configure Prometheus to communicate with Liberty via TLS by modifying the pr ormet heus. yni
file:

o <tls_config>

« To configure TLS, you must provide a CA certificate that trusts the certificate received from the
Liberty server.

¢ You must also update the schene value for the Liberty job to use the value ht t ps
* You can configure user authentication:

e Grafana: Configure authentication
¢ Prometheus: HTTPS and authentication

For the complete documentation, see:

* Prometheus
* Grafana

Importing Grafana dashboards

If you would rather import dashboards than have them already set up when you start Grafana, start your
container without the dashboard and datasource volumes.

To start the Grafana container without the dashboard and datasource volumes, run:

docker run -d
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--nane "grafana"”

-p "3000: 3000"

- - net wor k=<net wor k_nanme>

-v "<grafana_data>:/var/lib/grafana"
"graf ana/ gr af ana- oss"

After Grafana is started, connect to the Grafana Ul and log in By default, Grafana includes an admin
user that you can use to log in. The user name is "admin" and the password is "admin”. Navigate to
Import dashboard -> Dashboards -> Grafana and import your dashboard. Some example dashboards
are provided in the t ool ki t/ exanpl es/ gr af ana/ dashboar ds/ i nport - confi gurati ons
directory.

After a dashboard is imported, you must create a dat asour ce for your dashboard to connect

to. The example i mport - conf i gur at i ons require a Prometheus datasource with the name
"prometheus”. Navigate to Add data source -> Data sources -> Connections -> Grafana and
select the Prometheus datasource. Specify the name "prometheus" and the connection url for your
Prometheus instance. If you are using the container example from earlier, the URL will be similar to:
http:// promet heus. ei a: 9090.

The default settings can be left unchanged. Navigate to the bottom of the page and click Save & Test.
The Ul displays that the source has been connected to successfully.

Configuring system limits and variables

The i2 Analyze deployment toolkit contains settings that specify system limits and variables. If you
modify these settings in a deployed system, redeploy i2 Analyze to update your deployment with any
changes.

Modifying the database configuration

You can configure the Information Store database that is deployed as part of i2 Analyze. The types of
configuration that you can modify include certain properties of the database and the indexes that are
created.

Information Store database properties

The Information Store database properties files specify the names and details of database objects that
are used in the Information Store. There are separate files for IBM® Db2®, Microsoft® SQL Server, and
PostgreSQL.

The | nf oSt or eNanesDb2. properties, | nf oSt or eNanesSQ.Ser ver. properti es, and
I nf oSt or eNanmesPost gr es. properti es files are in the t ool ki t\ confi gurati on\fragnents
\ opal - servi ces-i s\ VEB- | NF\ cl| asses directory.

The settings in these files control the following database objects:

* The names of the database schemas

* The name of the deletion by rule role

¢ The collation sequence

« For Db2, the page size

« For Db2, the names of the buffer pools

e For SQL Server, the logical names and locations of the filegroup files
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Note: If you change the values for any of the settings after the Information Store is created, you must
either manually change the names of the database objects in your database management system or re-
create the database.

Settings for Db2, SQL Server, and PostgreSQL

The | nf oSt or eNanesDb2. properties, | nf oSt or eNanesSQ.Ser ver. properti es, and
I nf oSt or eNanmesPost gr es. properti es files contain the following settings:

Met adat aSchenm

The metadata schema contains objects that relate to the definitions of data structures in the Information
Store.

By default, the value is | S_Met a

Dat aSchema

The data schema contains objects that store all the data that is available for analysis.

By default, the value is | S_Dat a

WebChar t Schema

The web chart schema contains temporary objects used during manipulation of the web chart.
By default, the value is IS_WC

Vi sual Quer ySchera

The visual query schema contains temporary objects used during visual query processing.
By default, the value is | S_Vq

Fi ndPat hSchema

The find path schema contains objects that support find path results.

By default, the value is 1 S_FP

St agi ngSchema

The staging schema contains temporary objects that support the ingestion process.

By default, the value is | S_St agi ng

Publ i cSchema

The public schema contains objects that represent a public API for the Information Store. It also
contains procedures, tables, and views related to the deletion by rule feature.

By default, the value is | S_Publ i ¢

Del eti onByRul eRol eNane

The deletion-by-rule role name.

By default, the value is Del eti on_By Rul e
Col | ation

The collation sequence used for the Information Store. You can only change this setting
before you create the Information Store database. Defaults to CLDR181_LEN_S1 for Db2 and
Latinl General 100 _ClI Al _SCfor SQL Server.
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Note: For PostgreSQL, collation works a little differently and there are three settings instead of one. For
more information, see The | nf oSt or eNanesPost gr es. properti es file.

The I nf oSt or eNanesDb2. properti es file

The following properties are in the | nf oSt or eNanesDb2. properti es file:

Property

Description

Default value

MetadataSchema

The metadata schema contains
objects that relate to the
definitions of data structures in
the Information Store.

IS Meta

DataSchema

The data schema contains
objects that store all the data
that is available for analysis.

|'S Data

WebChartSchema

The web chart schema contains
temporary objects used during
manipulation of the web chart.

S W

VisualQuerySchema

The visual query schema
contains temporary objects used
during visual query processing.

1S Vq

FindPathSchema

The find path schema contains
objects that support find path
results.

|'S FP

StagingSchema

The staging schema contains
temporary objects that support
the ingestion process.

| S Staging

PublicSchema

The public schema contains
objects that represent a public
API for the Information Store. It
also contains procedures, tables,
and views related to the deletion
by rule feature.

I S_Public

SystemTempTableSpace

The system temporary table
space.

|'S_ TEMP_TS

UserTempl6KTableSpace

The user temporary 16K table
space to hold global temporary
objects.

'S 16K _TS

BigTableSpace

The partitioned table space to
hold data objects.

IS BIG TS
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Property

Description

Default value

BigindexTableSpace

The partitioned table space to
hold data indexes.

|'S Bl G | NDEX_TS

SmallTableSpace

The non-partitioned table space
to hold data objects.

|'S_SMALL_TS

SmallindexTableSpace

The non-partitioned table space
to hold data indexes.

|'S_ SMALL_| NDEX_TS

LobTableSpace

The table space to hold LOB
data objects.

IS LOB_TS

LobIindexTableSpace

The table space to hold LOB
data indexes.

|'S_LOB_| NDEX_TS

InternalStagingTableSpace

The table space to hold internal
staging data objects created
during ingestion Note: these
tables have data inserted using
NOT LOGGED INITIALLY

| S_INTSTG TS

PageSize

The page size.

16K

BufferPool16K

The 16K buffer pool.

|'S_16K_BP

DeletionByRuleRoleName

The deletion-by-rule role name.

Del etion_By Rule

Collation

The collation sequence
used for the Information
Store in Db2. You can only
change this setting before
you create the Information
Store database. Defaults to
"CLDR181_LEN_S1".

CLDR181_LEN S1

The I nf oSt or eNanesSQLSer ver. properti es file

The following properties are in the | nf oSt or eNanesSQLSer ver . properti es file:

Property

Description

Default value

ISSchema

The Information Store

schema contains internal
configuration information about
the Information Store database.

IS Core

MetadataSchema

The metadata schema contains
objects that relate to the

IS Meta
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Property

Description

Default value

definitions of data structures in
the Information Store.

DataSchema

The data schema contains
objects that store all the data
that is available for analysis.

|'S Data

WebChartSchema

The web chart schema contains
temporary objects used during
manipulation of the web chart.

S W

VisualQuerySchema

The visual query schema
contains temporary objects used
during visual query processing.

IS Vg

FindPathSchema

The find path schema contains
objects that support find path
results.

IS FP

StagingSchema

The staging schema contains
temporary objects that support
the ingestion process.

I S Staging

PublicSchema

The public schema contains
objects that represent a public
API for the Information Store. It
also contains procedures, tables,
and views related to the deletion
by rule feature.

I'S_Public

DeletionByRuleRoleName

The deletion-by-rule role name.

Del etion_By Rule

Collation

The collation sequence used

for the Information Store in

SQL Server. You can only
change this setting before

you create the Information
Store database. Defaults to
Latinl_General_100_CI_AI_SC.

Latinl General 100 _Cl _Al |

SC

PrimaryName

The SQL Server database
primary data file contains

the startup and configuration
information for the Information
Store database. The logical
name of the primary data file.

| Store_System Dat a
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Property

Description

Default value

PrimaryFilename

The filename or absolute path
for the primary data file.

| St ore-pl. ndf

UserTableName

The user table filegroup contains
all the tables and data for the
Information Store database. The
logical name of the user table in
the user table filegroup.

User _Tabl e_Dat a

UserTableFilename

The filename or absolute path
for the user table file.

| St or e-ut 1. ndf

IndexName

The index filegroup contains the
indexes for the Information Store
database. The logical name of
the index file.

| St ore_I ndexes

IndexFilename The filename or absolute path || Store-i 1. ndf
for the index file.

LobName The LOB filegroup contains the |! Store_Lobs
tables that Store LOB data. The
logical name of the lob file.

LobFilename The filename or absolute path ~ |! St or e-bl. ndf

for the index file.

MemoryOptimizedName

The memory-optimized filegroup
holds one or more containers
that contain data files, delta files,
or both for memory-optimized
tables. The logical name of the
memory-optimized file.

| Store_Menmory Optim zed

MemoryOptimizedFilename

The filename or absolute path
for the memory-optimized file.

| St or e- nol. ndf

SqglLogNamel

The transaction log files used
for the Information Store. The
logical name of the first SQL log.

| Store_Logs_1

SqlLogFilenamel

The filename or absolute path
for the first SQL log file.

| Store-1ogl. | df

SqglLogName2

The logical name of the second
SQL log.

| Store_Logs_2
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Property

Description

Default value

SqlLogFilename?2

The filename or absolute path
for the second SQL log file.

| St ore-1o0g2. | df

The | nf oSt or eNanesPost gres. properti es file

The following properties are in the | nf oSt or eNanesPost gr es. properti es file:

Property

Description

Default value

ISSchema

The Information Store

schema contains internal
configuration information about
the Information Store database.

IS Core

MetadataSchema

The metadata schema contains
objects that relate to the
definitions of data structures in
the Information Store.

IS Meta

DataSchema

The data schema contains
objects that store all the data
that is available for analysis.

|'S Data

WebChartSchema

The web chart schema contains
temporary objects used during
manipulation of the web chart.

S W

VisualQuerySchema

The visual query schema
contains temporary objects used
during visual query processing.

IS Vg

FindPathSchema

The find path schema contains
objects that support find path
results.

IS FP

StagingSchema

The staging schema contains
temporary objects that support
the ingestion process.

I S Staging

PublicSchema

The public schema contains
objects that represent a public
API for the Information Store. It
also contains procedures, tables,
and views related to the deletion
by rule feature.

IS Public

DeletionByRuleRoleName

The deletion-by-rule role name.

Del etion_By Rule
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Property

Description

Default value

Collation_Locale

The (ICU) collation used

for the Information Store

in PostgreSQL. You can

only change these settings
before you create the
Information Store database.

If Collation_Deterministic

is true, all operators are

case- and accent-sensitive If
Collation_Deterministic is false,
"exact" operators follow the
rules of the Collation_Locale the
"like" operator is governed by
Collation_Sensitivity Defaults
to: en-US-u-ks-levell and false
(US English, case- and accent-
insensitive)

en- US-u- ks-1 evel 1

Collation_Deterministic fal se
Collation_Sensitivity The case- and accent-sensitivity | S Al

of the "like" operator when

Collation_Deterministic is false

Must be CIAI, CIAS, CSAI, or

CSAS Defaults to: CIAI (case-

and accent-insensitive)

COLLATE

CollateClause

The collation used throughout
columns in the Information
Store in PostgreSQL. This
setting defaults to 'COLLATE
public.istore_collation'. It is
required for correct sorting of
text based columns when using
a non-deterministic collation. If
you plan on using a deterministic
collation (such as a case-
sensitive collation) then set this
property to be empty.

public.istore_collation

DatabaseTablespace The default tablespace for the | P9_defaul t
Information Store database.

BigDataTablespace The tablespace for big data pg_def aul t
tables.

BigindexTablespace The tablespace for indexes on | Pg_def aul t

big data tables.
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Property Description Default value

SmallDataTablespace The tablespace for small data pg_defaul t
tables.

SmallindexTablespace The tablespace for indexes on | Pg_defaul t
small data tables.

Creating indexes in the Information Store database

In the Information Store, you can add indexes to the item type tables, and to the property type columns
of those tables.

About this task

Indexes can improve the performance of Visual Query searches. Indexes can also improve the
performance of the merged property values definition views if you are using them.

To create an index, you must use the i nf or mat i onSt or eModi fi cati ons. sql file. This
script is run every time the Information Store database is created. You can also use the
modi fyl nf or mat i onSt or eDat abase toolkit task to run the script at any time.

The file must be in the confi gur ati on\ envi ronnent \ opal - server\ dat abases\ <i nf ost or e>
directory. i nf ost or e is the value of the i d attribute of the dat abase element for your Information
Store database in the t opol ogy. xnl file.

In the Information Store database, the | S_DATA schema contains the tables for each item type. Entity
item type tables are prefixed with E_ and link item type tables with L_. In these tables, property columns
are prefixed with P_.

For example, your i2 Analyze schema might contain a Person entity with a First Given Name property. If
you know that this property is used a lot by analysts in Visual Query searches, you might want to create
an index on that table and column. To create a simple index for the First Given Name property, add the

following statement to the i nf or mat i onSt or eModi fi cati ons. sql file:

CREATE | NDEX E_PERSON _FN_ | X ON | S_DATA. E_PERSON (P_FI RST_G VEN_NAME) ;

E PERSON FN | Xis the name of the index to create, | S_DATA. E_PERSON is the table for the Person
entity type, and P_FI RST_Qd VEN_NAME is the column for the first given name property type.

To determine the syntax of the SQL statement that you must use to create the index, use the
documentation for your database management system. For more information about creating indexes in
a Db2 database, see CREATE INDEX statement; for SQL Server, see CREATE INDEX (Transact-SQL);
and for PostgreSQL see CREATE INDEX.

Procedure

1. Identify the item types, and any of their property types, that you want to add indexes for.
2. Create the directory for the i nf or mat i onSt or eMbdi fi cati ons. sql file.

a. Inthe confi gurati on\envi ronment\ opal - server directory, create the dat abases
directory.

b. In the dat abases directory that you created, create the i nf ost or e directory. You can find the
value to use for i nf ost or e in your t opol ogy. xm file. The value to use in your deployment is

© N. Harris Computer Corporation


https://www.ibm.com/docs/en/db2/11.1?topic=statements-create-index
https://learn.microsoft.com/sql/t-sql/statements/create-index-transact-sql
https://www.postgresql.org/docs/15/sql-createindex.html

Configuring i2 Analyze | 216

the value of the i d attribute of the <dat abase> element for your Information Store database. For
example, confi gur ati on\ envi ronment \ opal - server\ dat abases\i nf ost ore.

3. Using a text editor, create a file that is named i nf or mat i onSt or eModi fi cati ons. sql inthe
configuration\environment\opal -server\ dat abases\i nf ost or e directory.

4. Develop a script to create the indexes on the tables and columns that you identified in step 1 in the
i nformati onSt oreModi fi cati ons. sql file.

5. Save and close the file.

6. If the Information Store database exists, run the nodi f yI nf or mat i onSt or eDat abase toolkit task
to run the script that you saved in step 4.

a. Open a command prompt and navigate to the t ool ki t\ scri pt s directory.
b. Run the following command to run the i nf or mat i onSt or eMbdi fi cati ons. sql file:

setup -t nodifyl nformati onSt oreDat abase

What to do next

Ensure that the indexes you expect are in the Information Store database. You can use IBM Data Studio
or SQL Server Management Studio to see the indexes in the Information Store database.

Modifying the remote Db2 database configuration

You can change the configuration attributes of your remote Db2 databases in the i2 Analyze deployment
toolkit. To modify the remote database configuration, you must recatalog the remote nodes.

About this task

When you recatalog a remote node, the existing node is removed from the Db2 node directory and is
then cataloged again with the updated configuration values.

If you need to configure security settings on the connection, you can recatalog the remote nodes
manually, instead of using the tasks that are in the deployment toolkit. To recatalog the remote nodes
manually, you can use the Db2 UNCATALOG NCDE and CATALOG TCPI P/ TCPI P4/ TCPI P6 NCDE
commands.

You run the UNCATALOG NODE and CATALOG NODE commands manually instead of using the
r ecat al ogRenot eDB2Nodes task. For more information about the commands, see UNCATALOG
NODE command and CATALOG TCPI P/ TCPI P4/ TCPI P6 NODE command.

Note: The cat al ogRenpt eDB2Nodes and r ecat al ogRenpt eDB2Nodes tasks use the Db2
CATALOG TCPI P NODE command. The following table shows how the CATALOG command parameters
map to the values in the t opol ogy. xm file:

CATALOG TCPI P NODE command parameters |<dat abase> element attributes
TCPI P NODE nodenarne node- nane

REMOTE host nane host - nane

SERVER port nunber port - nunber

REMOTE_| NSTANCE i nst ance- nane i nst ance- nane

Procedure

1. Change the host name, port, and operating system type attributes of the remote database:
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a. Using an XML editor, opent ool ki t\ confi gurati on\envi ronnent\topol ogy. xm .

b. Update the host - nane and port - nunber attribute values of the <dat abase> element for the
database.

¢. Run the following command to recatalog the remote node:
setup -t recatal ogRenpt eDB2Nodes
2. Change the node name attribute of the remote database:
a. Run the following command to uncatalog the remote node:
setup -t uncat al ogRenpt eDB2Nodes
b. Using an XML editor, open t ool ki t\ confi gurati on\ envi ronment\t opol ogy. xn .
c. Update the node- name attribute values of the <dat abase> element for the database.
d. Run the following command to catalog the remote node:

setup -t catal ogRenot eDB2Nodes

What to do next

The next time that you deploy i2 Analyze, or recreate the database, the database is created using the
new values that you provided in the t opol ogy. xnl .

Modifying the maximum number of notes in a record

In a deployment of i2 Analyze, analysts can add notes that contain information that is not categorized
by the type of entity or link to Information Store records. The number of notes that a record contains can
impact the performance of searching for and uploading that record.

About this task

You can configure the maximum number of notes that a record can contain to a number that better
matches system requirements. By default, the maximum number of notes that a record can contain is
50.

If a record already contains more notes than the maximum that you set, analysts can continue to edit
and delete the existing notes. However, analysts can only create notes in the record by deleting existing
notes until the number of notes is less than the new maximum.

If you follow this procedure in a deployment that provides high availability, you must complete each step
on every Liberty server in your environment before you move to the next step.

Procedure

1. Using a text editor, open the Di scoSer ver Set ti ngsConmon. pr operti es file. You can find this
file in the following location: t ool ki t\ confi gurati on\fragnent s\ opal - servi ces\ VEB- | NF
\ cl asses.

2. Change the value of the Recor dMaxNot es property. For example, Recor dvVaxNot es=25.
3. Save your changes.

What to do next

After you modify the maximum number of notes a record can contain, redeploy the i2 Analyze
application for the changes to take effect. For more information about redeploying your system, see
Redeploying Liberty.
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After you redeploy i2 Analyze, test that the system continues to meet your requirements.

Configuring search

Depending on the requirements of the environment that you are deploying into, a number of
configurable options are available for searching and indexing. You can configure the behavior of search
features to match your requirements.

Configuring Quick Search

Analysts can use Quick Search to find records in the Information Store by specifying terms that records
might contain. You can configure the behavior of Quick Search to meet the language and structure of
your data and the requirements of your analysts.

Configuring the Solr index

By default, the Solr index assumes that text data in i2 Analyze follows the conventions of Western
European languages, and uses a list of synonyms that contains US English terms. It also treats letters
like 0, 6, and 6 as equivalent for the purposes of filtering search results. You can change these settings
so that the index meets the language requirements of your data.

About this task

To configure the Solr index, modify the schema-t enpl at e- defi ni ti on. xm file. In the template
definition, you can control the following aspects of Solr:

« How Solr returns data based on the language of the data in the index
e The Solr synonyms file

« Whether to preserve diacritics in search result filters. For example to treat a, &, and & as equivalent
or not.

By default, the Solr search index is configured for Western European languages, and uses synonym
lists that contain US English terms. The template definition configuration file includes template options
for ar _EG (Arabic) and he_1 L (Hebrew) languages.

Each language template has a default synonyms file that is associated with the template language. You
can change the default synonyms file to use a customized synonyms file. For more information, see
Creating a synonyms file.

By default, diacritics are not preserved in filters. This means that "Amélie" and "Amelie" both contribute
to the "amelie" filter To ensure that "Amélie" and "Amelie" create separate filters, you can preserve the
diacritics.

Note: Changing the diacritic behavior for filters does not affect the behavior when searching.
If you need to configure the behavior of the Solr index, do this in your configuration development
environment. If your system contains data, you must reindex after changing the Solr configuration.

Procedure

1. To modify the Solr index configuration, open the confi gurati on\ sol r\ schena-t enpl at e-
definition.xm fileinan XML editor.

2. Specify the language template and synonyms file for the index.

a. To specify the language template and default synonyms file, uncomment the section of the
template file for the language you want to use.

© N. Harris Computer Corporation



Configuring i2 Analyze | 219

For example, to use Arabic uncomment the <Def i ni t i on> and <SynonynsFi | e> file elements
inthe ar _EG confi g section:

<l-- ar_EG config -->
<Definition Analyzer="free_text">
<Anal yzer Chai n>
<t okeni zer cl ass="sol r. St andar dTokeni zer Factory"/>
<filter class="solr.LowerCaseFilterFactory"/>
<filter class="solr.ASCl | Fol di ngFilterFactory"
preserveOrigi nal ="fal se"/ >
</ Anal yzer Chai n>
<Post Synonyns>
<filter class="solr.ArabicNormalizationFilterFactory"/>
<filter class="solr.ArabicStenFilterFactory"/>
</ Post Synonyns>
</ Definition>

<Definition Analyzer="text_facet">
<Anal yzer Chai n>
<filter class="solr.LowerCaseFilterFactory"/>
<filter class="solr.ASCl | Fol di ngFilterFactory"
preserveOriginal ="fal se"/>
<filter class="solr.ArabicNormalizationFilterFactory"/>
<filter class="solr.ArabicStenFilterFactory"/>
</ Anal yzer Chai n>
</Definition>

<SynonynsFi | e Pat h="synonyms-ar_ EG txt" />

. To specify a different synonyms file, place the file in the confi gur ati on\ sol r directory and

provide the file name in the <SynonynsFi | e> element.
For example:
<SynonynsFi | e Pat h="cust om synonyns.txt" />

For more information about creating a custom synonyms file, see Creating a synonyms file.

3. To preserve the diacritics in facets, you must complete the previous step for your chosen template

and remove the following line from the t ext _f acet analyzer:

<filter class="solr.ASCl | Fol di ngFilterFactory" preserveOiginal ="fal se"/>

Update the application with your configuration changes.

Note: This procedure removes the data from your Solr index. When Liberty is started, Solr reindexes
the data in the Information Store database.

1.
2.

On the Liberty server, open a command prompt and go to the t ool ki t\ scri pt s directory.
Stop i2 Analyze.

. If you are using a single server deployment, run setup -t stop.

If you are using a multiple server deployment, complete the steps to stop the components of i2
Analyze in Stopping and starting i2 Analyze.

Redeploy i2 Analyze:
setup -t depl oyLi berty
Create and upload the Solr configuration to ZooKeeper:

setup -t createAndUpl oadSol rConfig --hostnane 'liberty. host-nane'
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Here, | i berty. host nane is the hostname of the Liberty server where you are running the
command. It matches the value for the host - nane attribute of the <appl i cati on> element in the
t opol ogy. xm file.

5. Clear the search index:
setup -t clearSearchl ndex --hostnanme 'liberty. host-nane’

Here, | i berty. host nane is the hostname of the Liberty server where you are running the
command. It matches the value for the host - nane attribute of the <appl i cat i on> element in the
t opol ogy. xm file.

6. Starti2 Analyze

a. If you are using a single server deployment, run setup -t start.

b. If you are using a multiple server deployment, complete the steps to start the components of i2
Analyze in Stopping and starting i2 Analyze.

What to do next

Run a selection of queries against your deployment server to test the configuration.

The Solr template configuration file

The Solr template configuration file that is provided in the i2 Analyze deployment toolkit contains
commented-out templates for a number of languages.

Root element

e <Sol r SchemaTenpl at e>
i2 Analyze elements

e <Definition>

e <Anal yzer Chai n>

e <Post Synonyns>

* <SynonymnsFil e>

Solr elements

e <tokenizer>and<filter>

Root element

<Sol r SchemaTenpl at e>

<Sol r SchemaTenpl at e> is the root element of the Solr template configuration file. It references
the Sol r SchemaTenpl at e. xsd file and version number. Do not change the value for the Ver si on
attribute.

<Sol r SchemaTenpl at e
xm ns:tns="http://ww.i2group. conl Schemas/ 2021- 02- 12/ Sol r SchemaTenpl at e"
xm ns: xsi ="http://ww. w3. org/ 2001/ XM_Schemra- i nst ance”
xsi : schemaLocati on="http://ww. i 2gr oup. conl Schemas/ 2021- 02- 12/
Sol r SchemaTenpl at e Sol r SchemaTenpl at e. xsd "
Versi on="1">

</ Sol r SchemaTenpl at e>
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i2 Analyze elements
<Definition>

In the Solr index, analyzers are used to examine the text that is stored in the index. Two of the
analyzers that i2 Analyze uses are the free_t ext andt ext facet analyzers. In the template file, the
analyzer is specified in the Anal yzer attribute of the <Def i ni ti on> element.

<Definition Analyzer="free text">
</ Def i ni ti on>

<Definition Analyzer="text_facet">
</ Definition>

<Anal yzer Chai n>

The <Anal yzer Chai n> element is a container for the Solr elements in the analyzer chain. The
<Anal yzer Chai n> element is a child of the <Def i ni t i on> element.

<Definition Analyzer="free_text">
<Anal yzer Chai n>

.<)Anal yzer Chai n>
</Definition>

<Post Synonyns>

The <Post Synonyns> element is a container for the Solr elements in the analyzer chain that are
applied after the synonym filter. The <Post Synonyns> element is a child of the <Def i ni ti on>
element, specified after the <Anal yzer Chai n> element.

<Definition Analyzer="free_text">
<Anal yzer Chai n> ... </ Anal yzer Chai n>
<Post Synonyns>

</ bost Synonyms>
</ Definition>

<SynonynsFi | e>

The Pat h attribute of the <SynonynsFi | e> element contains the file name of the synonyms file to use.
The <SynonynsFi | e> element is at the same level as the <Def i ni ti on> element.

<SynonynsFi | e Pat h="synonyns-ar EG txt" />

Solr elements

The <t okeni zer > and <f i | t er > are directly converted to Solr. For more information about the
elements, see Understanding Analyzers, Tokenizers, and Filters.

In the Solr template configuration, the <t okeni zer > and <f i | t er > elements can be child elements of
the <Anal yzer Chai n> and <Post Synonymns> elements.

Note: The <t okeni zer > element can be specified as a child of the <Def i ni ti on> element where
Anal yzer="free_ text".

Creating a synonyms file

Solr provides the facility to configure the synonyms that are used for querying textual data. In i2
Analyze, you can use this option to apply a customized list of synonyms at query time. Synonyms, if not
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accounted for, can cause a reduction in the relevance of a search result when you search for keywords
that are present in alternative forms in your index.

About this task

The synonyms file is the part of the Solr configuration that accounts for the presence of synonyms in
your data. For example, your data might contain the words, "bag, handbag, pocketbook, purse" for the
concept "bag". When someone searches they are likely to search for one, but expect results for all four.

To meet that expectation, you might want to create a customized synonyms file to accommodate similar
variations that are specific to your data. The exact words in a synonyms list that are most useful in your
deployment depend on the content of your data. You can also use a mix of languages, which might be
useful in some contexts, for example names: 'George, ####H#HHH#, Jorge'.

The default synonyms file and synonyms list are in US English. The synonyms files that are associated
by default with each supported language are supplied in the directory, t ool ki t\ confi gurati on
\'solr.

To customize the alternative terms that are used in search operations for your data, you can create files
that contain different terms from those terms that are contained in the supplied synonyms files.

The customized file must adhere to the following guidelines:

¢ The file must be UTF-8 encoded.

e The terms in the file must match the terms that are produced by the analyzer chain that is used in
Solr prior to the synonym filter being applied.

« If multiple forms of a word exist, all the forms must be specified in order for synonym matching to
work on each form.

« Words from Latin script languages, for example French or Italian, must be specified without
diacritics. For example, use the following substitution:

e ainstead of &
e cinstead of ¢
< Arabic and Hebrew words must be specified exactly as they are written.

Procedure

1. Create a text file that defines synonyms in the required Solr format.

For more information, see https://lucene.apache.org/core/8 2 _0/analyzers-common/org/apache/
lucene/analysis/synonym/SolrSynonymParser.html.

Notes:

a. You cannot search for multi-word terms. However, if you have data that contains terms "USA"
and "United States of America", you can search for "USA" and use a synonym to ensure a match
with "United States of America".

b. You can provide synonyms for terms that include punctuation. However, a search on such a term
might not work correctly. The unexpected result is because a filter is applied before synonyms,
which means, for example, "Mary-Ann" becomes "Mary,Ann" and then synonyms are expanded
from "Mary and "Ann"; not "Mary-Ann" or "Maryann".

2. Save the file with a . t xt extension, for example cust om synonyns. t xt .
3. Complete the instructions in Configuring the Solr index to deploy with your synonyms file.
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Modifying the wildcard minimum character limits

Wildcard characters are used to match zero or more alphanumeric characters in a search term. You can
configure how users complete Quick Search and Visual Queries by modifying the minimum number of
characters that must be included in a search term that includes wildcards.

About this task

The following wildcard characters are available in i2 Analyze:

° *

Matches zero or more alphanumeric characters in this position.

For example, the search term Ti n¥ matches Ti m Ti e, and Ti nel y.
« ?

Matches one alphanumeric character in this position.
For example, the search term Ti n? matches Ti ne.
Wildcard characters can be used at any position in a search term.

Search terms with wildcard queries might result in a large number of matches, which might cause
performance problems. To reduce the possible matches from a wildcard search, you can ensure that
users provide a minimum number of characters with a wildcard. For example, the term "* " matches
everything. If users must provide a minimum of 3 characters with an asterisk, for example the term
"abc*", the number of matches is reduced to values that begin with "abc".

If the minimum number of characters is set too high, users might not be able to search for the terms that
they need. For example, in a deployment where the wildcard minimum characters are configured as
follows:

¢ A minimum of 3 characters other than asterisks (*) must be provided in a term.

« A minimum of 2 characters other than question marks (?) and asterisks (*) must be provided in a
term.

If the user knows only 2 characters of a license plate, they might not be able to use a wildcard search:

¢ If the user knows the position of the 2 characters, they can use the question mark wildcard character
in the search. If the 2 characters are in positions 2 and 3, then the query "?AB* " is valid in the
configuration that is described.

« If the position of the characters is not known, the user might want to search for "* AB*", which is
invalid in the configuration that is described.

In addition to wildcard characters that are specifically entered as part of Visual Query, several conditions

provide implicit wildcard logic:

e 'Starts with' - Applies an asterisk to the end of the condition. For example, 'Starts with: Fred' is
equivalent to 'Fred*', which could match Fred, Frederick, or Freddie.

« 'Ends with' - Applies an asterisk to the start of the condition. For example, 'Ends with: Fred' is
equivalent to *Fred', which could match Fred, Wilfred, or Alfred.

« 'Contains' - Applies an asterisk to both the start and the end of the condition. For example, 'Contains:
Fred' is equivalent to *Fred*', which could match any of the above terms, but also include Alfredo.

The use of these conditions follow the same limits as wildcard characters that have been entered
explicitly.
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To change the minimum number of characters that must be included in a search query with a wildcard
character, edit properties in Di scoSer ver Set t i ngsCommon. properties.

The properties that specify the minimum number of characters for Quick Search are:

W | dcar dM nChar sWt hAst eri sk

The minimum number of characters other than asterisks (*) that must be included in a wildcard query
that contains an asterisk.

W | dcar dM nChar sWt hQuest i onMar k

The minimum number of characters other than question marks (?) and asterisks (*) that must be

included in a wildcard query that contains a question mark. This value should be less than, or equal
to the value of the W | dcar dM nChar sW t hAst er i sk property.

The properties that specify the minimum number of characters for Visual Query are:

Vi sual Quer yW | dcar dM nChar sW t hAst eri sk

The minimum number of characters other than asterisks (*) that must be included in a Visual Query
condition that contains or implies asterisks.

Vi sual Quer yW | dcar dM nChar sWt hQuest i onMar k

The minimum number of characters other than question marks (?) and asterisks (*) that must be

included in a wildcard query that contains a question mark. This value should be less than, or equal
to the value of the Vi sual Quer yW | dcar dM nChar sW t hAst er i sk property.

If you follow this procedure for a deployment that provides high availability, you must complete each
step on every Liberty server in your environment before you move to the next step.

Procedure

1.

4.

Using a text editor, open the Di scoSer ver Set ti ngsConmon. properti es file. You can find this
file in the following location: t ool ki t\ confi gur ati on\ f ragnent s\ opal - servi ces\ \EB- | NF
\cl asses.

For Quick Search, edit the values of the W | dcar dM nChar sWt hAst eri sk and
W | dcar dM nChar sW t hQuest i onMar k properties.

. For Visual Query, edit the values of the Vi sual Quer yW | dcar dM nChar sWt hAst eri sk and

Vi sual Quer yW | dcar dM nChar sW t hQuest i onMar k properties.
Save and close the file.

Redeploy i2 Analyze to update the application with your changes.

1.
2.

In a command prompt, navigate to the t ool ki t\ scri pt s directory.
Stop Liberty:

setup -t stoplLiberty

Update the i2 Analyze application:

setup -t depl oyLi berty

Start Liberty:

setup -t startlLiberty
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What to do next

Run a selection of Quick Search and Visual Queries that use conditions including wildcard characters.
Continue to change the configuration until you are satisfied with the wildcard behavior.

Configuring Visual Query

Analysts can use Visual Query to search for records in the Information Store based on the values of
specific properties and on their relationship to other records. You can configure a number of aspects of
Visual Query, including the options that are available to analysts and how regularly saved queries are
run.

Note: You can also configure how analysts complete Visual Queries by changing the minimum number
of characters they must include in search terms that contain wildcards. For more information, see
Modifying the wildcard minimum character limits.

Controlling the Visual Query palette

By default, the palette of query items that analysts see when they create and edit query structures
contains all the item types in the i2 Analyze schema. To make the palette contain only the item types
that you want analysts to use, you can edit the Visual Query configuration file.

Before you begin

Changing the contents of the Visual Query palette means adding the <Pal et t el t enTypes> element
to the configuration file. For example, the vi sual - quer y- confi gurati on. xm file in the t ool ki t
\configuration\live directory includes a commented-out demonstration of using the element with
the law enforcement schema:

<Pal ettel tenlTypes Myde="DENY" |tenTypel ds="ET3, LAS1"/>

The <Pal et t el t eniTypes> element has two mandatory attributes: Mbde and | t eniTypel ds. The
value of the former determines how the server interprets the value of the latter:

* To specify exactly which item types the palette contains, use Mode="ALLOW . Then, only the types
whose identifiers are in the | t eniTypel ds list appear in the palette that users see.

* To exclude certain item types specifically (but allow the palette to contain all other item types), use
Mode=" DENY" . Users do not see the types whose identifiers are in the | t eniTypel ds list in the
palette.

Important:

e Itis not valid to specify operator usage rules for a denied type. Neither the identifier of a denied item
type nor those of its property types must appear anywhere in the <Qper at or UsageRul es> element
that the Visual Query configuration file also contains.

« If you exclude item types from the palette after analysts have started to use the system, any saved
queries that use those item types become invalid. If analysts have configured alerts for those
queries, they will no longer receive them. Always check with your analysts before you exclude item
types from the palette.

About this task

Because it involves editing the Visual Query configuration file, the procedure for controlling the Visual
Query palette and updating the server with your changes is similar to the one for restricting Visual Query
conditions. See that topic for more information.
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Procedure

To change the item types that users see in the Visual Query palette:

1. Openthetool ki t\configuration\live\visual-query-configuration.xmn fileinan
XML editor.

2. Using the supplied example as a guide, remove the comment from the <Pal ett el t enifypes>
element and edit it according to your requirements.

3. Save your changes.

4. If you have not done so already, follow the instructions in Restricting Visual Query conditions to
update Di scoSer ver Setti ngsComon. pr operti es with details of your configuration file.

Follow the instructions in the final part of the same procedure to update the i2 Analyze deployment.

What to do next

Connect to i2 Analyze through either the i2 Notebook web client or the Analyst's Notebook desktop
client. Verify that the item types available in the Visual Query palette are what you expect them to be.

Visual Query condition rules

Visual Query condition rules enable you to prevent users from running queries with particular
characteristics, or to allow only specific queries. To manage the performance of Visual Query effectively,
it is important to understand the types of rules that are available.

The sample vi sual - query-configuration.xm fileinthet ool kit\configuration\live
directory includes commented-out examples of rules that can apply to the law enforcement schema.
Using these examples as guidance, you can create rules that apply to your system.

Important:

e Any rules that you add to vi sual - query-confi gurati on. xnl (and subsequently deploy) affect
the i2 Analyze server but not the Analyst's Notebook desktop client. As such, users are still able to
construct queries that include restricted conditions, but the server will prevent such queries from
being run.

< If you create rules that restrict specific characteristics after analysts have started to use the system,
any saved queries that use those characteristics become invalid. If analysts have configured alerts
for those queries, they will no longer receive them. Always check with your analysts before you
restrict characteristics from Visual Queries.

Depending on your circumstances, there are two main approaches that can be used to create your
rules:

« Invalidating a particular type of query

If you know that your data can cause problems for particular queries - for example, a query that
involves a particular item type or a particular operator - then you can prevent such queries from
taking place. All other Visual Query behavior can then remain unchanged.

« Enabling specific queries

If you are uncertain about which kinds of query might encounter problems, or you want to restrict
the types of searches that users can carry out, you can start by preventing all queries, and then
selectively allow the types of query that you require.

As you build up your Visual Query configuration file, bear in mind the following key concepts:

¢ Rule components
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Each rule consists of the following components:

¢ Rule type - Whether the rule should allow or deny a specific type of query

e Item type - Which item type the rule should apply to

« Property type - Which property types of the specified item type the rule should apply to
e Operator - Which operators the rule should apply to

« Date and time aspects - Which types of temporal aspect the rule should apply to. For example,
day of the week, or time of the day.

e Implicit 'all'
If a rule does not specify one or more of the above components, then it applies to the component as

a whole. For example, a rule that specifies an item type but not a property type applies to all property
types of that item type.

* Rule ordering

Visual Query rules are applied sequentially, which means that rules that come later in the file can
override earlier. This allows you to refine your conditions. For example:

<Deny/ >

<l-- Allow ' Person' searches to include conditions for 'Date of birth' and
"CGender' that are exactly or between a specified range -->

<Al l ow |t enilypel d="ET5" PropertyTypel ds="PER9, PER15" Operators="EQUAL TO
BETVEEN"/ >

Using these rules, searches for people with specified dates of birth or genders are permitted, but all
other Visual Query conditions are prevented from running.

Restricting Visual Query conditions

By default, all the Visual Query operators are available for all the record types that support them in
your system. To prevent the creation of queries that take too long to produce results, you can configure
Visual Query to restrict the operators that are valid in conditions.

Before you begin

The Visual Query configuration is one of a group of configuration files that you can modify and send
to the i2 Analyze server without the need for system downtime. These files are stored in the t ool ki t
\configuration\live directory.

To enable updating the server without the need to restart it, ensure that you have a command-line tool
such as post man orcurl .

About this task

Visual Queries are closely aligned with the Information Store schema. You create and edit the Visual
Query configuration file in your configuration development environment, alongside highlight queries and
search results filters.

If you follow this procedure in a deployment that provides high availability, you must complete each step
on every Liberty server in your environment before you move to the next step.

Procedure

Set the rules that you want to apply to Visual Query conditions:
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Openthetool kit\configuration\live\visual -query-configuration.xnl fileinan
XML editor.

Using the supplied examples as a guide, add the rules that you want to implement.

Note: Pay attention to the order of your rules. Where there are clashes, later rules override earlier
ones.

Save your changes.

Update the Di scoSer ver Set ti ngsConmon. pr operti es file to use your configuration rules:

1.

3.

Using a text editor, open the Di scoSer ver Set t i ngsConmon. pr operti es file. You can find this
file in the following location: t ool ki t\ confi gurati on\ fragment s\ opal - servi ces\ V\EB- | NF
\cl asses.

. Set the Vi sual Quer yConf i gur ati onResour ce property to the name of the configuration file. For

example:

Vi sual Quer yConfi gurati onResour ce=vi sual - query-confi guration. xm
Save your changes.

Update the deployment with your changes. The following method deploys your changes without
stopping the server by using a POST request to a REST endpoint.

Note: To redeploy your changes by using the deployment toolkit only, see Redeploying Liberty. You
must use the deployment toolkit if you are in a deployment with high availability or you are deploying in
your production environment.

1.
2.

At the command line, navigate to the t ool ki t\ scri pt s directory.
Update the server with your configuration file:

setup -t updateliveConfiguration

Update the running application by using the reload endpoint:

curl -i --cookie-jar cookie.txt -d j_usernane=<user_name>
-d j _passwor d=<passwor d>
http://<host _nane>/ <cont ext root >/
j _security check

curl -i --cookie cookie.txt -X
POST http://<host_nane>/ <cont ext _root>/api/vl/ adm n/config/rel oad

Warning: The r el oad method updates the configuration without requiring a server restart, but any
logged-in users are logged out from i2 Analyze when you run it.

The server validates the visual query configuration as it loads it, and returns any errors in its
response.

If the configuration is invalid, modify the vi sual - quer y- confi gurati on. xm file, and then
repeat the process to update the deployment.

What to do next

Run a selection of Visual Queries that use conditions. Continue to change the configuration until you are
satisfied with its behavior.
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Rule type

The type of a Visual Query condition rule determines whether it specifically allows or denies conditions
of a particular kind.

The type of a rule can be either:

« Deny, in which case the rule prevents conditions from being used
e Allow, in which case the rule permits conditions to be used

You must specify the type of each rule that you add to the Visual Query configuration file.

Item type identifier

A rule that includes only the rule type applies to all item types in the schema. To apply a rule to a
specific item type, you can add an item type identifier.

You can use the | t eniTypel d attribute to specify an item type whose conditions are subject to the rule.
The identifier that you use must be present in the i2 Analyze schema.

To help with later troubleshooting, you might also add the display name or a description of the item type
into a comment about the rule.

For example, given the following item type in the example law enforcement schema:

<EntityType |d="ET5"
Semant i cTypel d="gui d8A586959- 9837- 47DE- 8DBF- BC7031F01545"
Descri pti on="Person details"
Di spl ayName="Per son"
I con="Person (Shaded Shirt)">

You might create the following rule in your configuration file:

<l-- Allow ' Person' searches to include conditions that specify exact val ues
or ranges -->
<Al |l ow | t eniTypel d="ET5" Operat ors="EQUAL_TO BETWEEN'/ >

Note: You can specify only one item type per rule.

Property type identifiers

By default, when you add an item type identifier to a Visual Query condition rule, the rule applies equally
to conditions involving all property types of that item type. To apply the rule only to specific property
types, you can add property type identifiers.

The Pr opert yTypel ds attribute allows you to specify which property types the rule affects. The
identifiers that you use must be present in the i2 Analyze schema.

To help with later troubleshooting, you might also add the display name or a description of the property
types into a comment about the rule.

Note: Property type identifiers can only be used in rules that specify an item type, and the property
types must correspond to the specified item type.

For example, given the following property types in the example law enforcement schema:

<EntityType |d="ET5"
Semant i cTypel d="gui d8A586959- 9837- 47DE- 8DBF- BC7031F01545"
Descri ption="Person details"
Di spl ayNane="Per son"
I con="Person (Shaded Shirt)">
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<PropertyType Position="2"
Mandat or y="f al se"
Semant i cTypel d="gui dFE45F1C4- B198-4111-8123- F42D2CD6419D"
Di spl ayNane="Date of Birth"
Description=""
Logi cal Type="DATE"
| d=" PER9" >
<Possi bl eVal ues/ >
</ PropertyType>
<PropertyType Position="3"
Mandat or y="f al se"
Semant i cTypel d="gui d7548369B- BA9A- 4CAB- AEAD- 0CB442EAFA27"
Di spl ayName="Gender"
Descri ption=""
Logi cal Type="SUGGESTED FROM'
| d=" PER15" >
<Possi bl eVal ues>
<Possi bl eVal ue Description="" Val ue="&l t; Unknown&gt ;" />
<Possi bl eVal ue Descri ption="Ml e" Val ue="Ml e"/>
<Possi bl evVal ue Descri ption="Femal e" Val ue="Fenal e"/ >
</ Possi bl eVal ues>
</ PropertyType>

</ Ent ityType>
You might create the following rule in your configuration file:

<l-- Allow ' Person' searches to include conditions involving 'Date of birth'
and ' Gender' that specify exact values or range -->

<Al'l ow | t enilypel d="ET5" PropertyTypel ds="PER9, PER15" Operators="EQUAL TGO
BETWEEN'/ >

Note: Because 'Gender' is a "suggested from" property type, there is no range of values for the
BETWEEN operator to work with. Therefore, conditions that specify a range of values are enabled only
for the 'Date of birth' property type.

Date and time aspects

When a rule specifies property types with the DATE or DATE_TIME data type, there are a number of
options for querying that data. You can create rules that affect conditions that use specific aspects of
temporal information.

DATE_AND_TIME

Apply the rule to conditions that include both a date and time. For example, you might specifically allow
searches for people seen on a certain date at a certain time.

DATE

Apply the rule to conditions that focus on a date. For example, you might allow searches for people born
on a particular day.

TIME

Apply the rule to conditions that focus on a time. For example, you might allow searches for financial
transactions that regularly occur at a set time.

DAY_OF _MONTH

Apply the rule to conditions that focus on the day of the month. For example, you might allow searches
for people paid on a specific day of the month.
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MONTH

Apply the rule to conditions that focus on the month. For example, you might allow searches for people
born in a particular month.

QUARTER

Apply the rule to conditions that focus on the quarter of the year. For example, you might allow searches
for financial results.

YEAR

Apply the rule to conditions that focus on a specific year. For example, you might allow searches for
people born in a particular year.

DAY_OF_WEEK

Apply the rule to conditions that focus on a specific day of the week. For example, you might allow
searches for events that always occur on a Tuesday.

WEEK_OF_YEAR
Apply the rule to conditions that focus on the week of the year, as calculated using the ISO week date
system. For example, you might allow searches for weekly sales results.

Operators

You can use operators to specify the types of Visual Query condition to constrain with a rule. If you do
not specify an operator, the rule applies to all valid operations.

STARTS_WITH
For example, "Starts with: Fred" matches Fred, Frederick, or Freddie.
Supported logical types:

e SINGLE_LINE_STRING
* SUGGESTED_FROM
» SELECTED_FROM

Note: The server places a limit on the length of the strings that this operator considers. By default, the
limit is 256 characters.

For example:

<l-- Allow ' Person'" searches to include conditions for 'First (G ven) Nange'
that start with a given value -->
<Al l ow | t enilypel d="ET5" PropertyTypel ds="PER4" Qper at ors="STARTS W TH'/ >

ENDS_WITH
For example, "Ends with: Fred" matches Fred, Wilfred, or Alfred.
Supported logical types:

+ SINGLE_LINE_STRING
« SUGGESTED_FROM
« SELECTED_FROM

Note: The server places a limit on the length of the strings that this operator considers. By default, the
limit is 256 characters.
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For example:

<l-- Allow ' Person' searches to include conditions for 'First (G ven) Nange'
that end with a given value -->
<Al'l ow | t enilypel d="ET5" PropertyTypel ds="PER4" Qperators="ENDS W TH'/ >

CONTAINS

For example, "Contains: Fred" matches any of the above terms, and also matches Alfredo.
Supported logical types:

« SINGLE_LINE_STRING

« SUGGESTED_FROM

e SELECTED_FROM

For example:

<l-- Allow ' Person' searches to include conditions for 'First (G ven) Nang'
that contain a given value -->
<Al l ow |t eniTypel d="ET5" PropertyTypel ds="PER4" Qper at or s=" CONTAI NS"/ >

WILDCARD_PATTERN

An exact match for a specified term that includes wildcard characters. For example, "Wildcard pattern:
Fr?d" matches Fred, but not Alfredo.

Supported logical types:

¢ SINGLE_LINE_STRING
e SUGGESTED_FROM

e SELECTED_FROM

For example:

<l-- Allow ' Person' searches to include conditions for 'First (G ven) Nange'
that match a wildcard pattern -->

<Al'l ow | t eniTypel d="ET5" PropertyTypel ds="PER4" Qper at or s="W LDCARD PATTERN'/

>

NOT_WILDCARD_PATTERN

A match for anything except for a specified term that includes wildcard characters. For example, "Not
wildcard pattern: Fr?d" matches anything apart from Fr?d.

Supported logical types:

e SINGLE_LINE_STRING
+ SUGGESTED_FROM
e SELECTED_FROM
For example:

<l-- Allow 'Person' searches to include conditions for 'First (G ven) Nang'
that do not match a wildcard pattern -->

<Al'l ow I t eniTypel d="ET5" PropertyTypel ds=" PER4"
Oper at or s=" NOT_W LDCARD PATTERN"/ >

EQUAL_TO
An exact match for the specified term.

Supported logical types:
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« BOOLEAN
« DECIMAL

.« DATE

« DATE_AND_TIME

« DOUBLE

+ INTEGER

. TIME

+ SINGLE_LINE_STRING
+ SUGGESTED_FROM
« SELECTED_FROM

Note: The server places a limit on the length of the strings that this operator considers. By default, the
limit is 256 characters.

For example:

<!l-- Allow 'Person' searches to include conditions for 'Date of birth' and
'Gender' that match an exact value -->
<Al'l ow | tenilypel d="ET5" PropertyTypel ds="PER9, PER15" Operators="EQUAL TO'/>

NOT_EQUAL_TO

Exact matches for the specified term are excluded. For example, "Not equal to: Fred" matches anything
apart from Fred.

Supported logical types:
« BOOLEAN

« DECIMAL

+ DATE

+ DATE_AND_TIME

- DOUBLE

e INTEGER

+ TIME

* SINGLE_LINE_STRING
« SUGGESTED_FROM
e SELECTED_FROM

Note: The server places a limit on the length of the strings that this operator considers. By default, the
limit is 256 characters.

For example:

<l-- Allow 'Person' searches to include conditions for 'Date of birth' that
do not match an exact value -->
<Al'l ow | t enilypel d="ET5" PropertyTypel ds="PER9" Qperat ors="NOT_EQUAL TO'/>

GREATER_THAN

Matches values that are greater than a set value.
Supported logical types:

« DECIMAL
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« DATE

« DATE_AND_TIME
« DOUBLE

« INTEGER

« TIME

For example:

<l-- Allow ' Person' searches to include conditions for 'Date of birth' that
are greater than a specified value -->
<Al'l ow | t enilypel d="ET5" PropertyTypel ds="PER9" Qper at or s=" GREATER _THAN"/ >

GREATER_THAN_OR_EQUAL_TO

Matches values that are greater than or equal to a set value.
Supported logical types:

« DECIMAL

« DATE

« DATE_AND_TIME

- DOUBLE

* INTEGER

« TIME

For example:

<l-- Allow 'Person' searches to include conditions for 'Date of birth' that
are greater than or equal to a specified value -->

<Al | ow |t emTypel d="ET5" PropertyTypel ds="PER9"
Oper at or s=" GREATER_T